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Intended Audience

Preface

This document is intended for:

® Network engineers

®  Technical support and servicing engineers

® Network administrators

Technical Support

®  The official website of Ruijie Reyee: https://www.ruijienetworks.com/products/reyee

Conventions

1. GUI Symbols

Interface
Description Example
symbol
1. Button names
1. Click OK.
2. Window names, tab name, field name and
Boldface ) 2. Select Config Wizard.
menu items
3. Click the Download File link.
3. Link
> Multi-level menus items Select System > Time.
2. Signs

This document also uses signs to indicate some important points during the operation. The meanings of these

signs are as follows:

o Warning

An alert that calls attention to important rules and information that if not understood or followed can result in

data loss or equipment damage.

& Note

An alert that calls attention to essential information that if not understood or followed can result in function

failure or performance degradation.

ﬁ Instruction

An alert that contains additional or supplementary information that if not understood or followed will not lead to

serious consequences.
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¢ Specification

An alert that contains a description of product or version support.

3. Instruction
This manual is used to guide users to understand the product, install the product, and complete the

configuration.

The example of the port type may be different from the actual situation. Please proceed with configuration

according to the port type supported by the product.

The example of display information may contain the content of other product series (such as model and

description). Please refer to the actual display information.

The routers and router product icons involved in this manual represent common routers and layer-3 switches

running routing protocols.
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1 Product Introduction

1.1 Reyee Gate Series Router

Reyee RG-EG series Router is a cloud managed router designed for villas and smart home, restaurant, small offices,
homestay hotel. it is affordable, small and easy to use, but at the same time comes with 500M-600M bandwidth and

supporting up to 200 terminals.

RG-EG series Router realizes the industry-leading auto-discovery and auto-networking features for gateways, switches

and wireless.

RG-EG series can perform per-port VLAN configuration to achieve port isolation, and integrate with smart flow control to

achieve comprehensive network planning and perform local and remote network diagnosis

RRuifie | IReyce

1.1.1 Product List
10/100/1000 Maximum
Recommended .
Model Base-T number of T Management capacity
Ethernet Port clients
500M asymmetric | In AC mode, the
bandwidth (flow control | maximum management
disabled) capacity is 300
Up to 100
RG-EG105G-P | 5(Support POE) cc?ncurrent clients
300M asymmetric | In gateway mode, the
bandwidth (flow control | maximum management
enabled) capacity is 32
600M asymmetric In AC mode, the
bandwidth (flow control maximum management
disabled) capacity is 300
RG-EG105G-P Up to 100
V2 5(Support POE) concurrent clients
500M asymmetric In gateway mode, the
bandwidth (flow control maximum management
enabled) capacity is 32
RG-EG105G 5 Upto 100 500M asymmetric In AC mode, the
concurrent clients | pandwidth (flow control maximum management
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disabled)

300M asymmetric
bandwidth (flow control
enabled)

capacity is 300

In gateway mode, the
maximum management
capacity is 32

600M asymmetric
bandwidth (flow control
disabled)

In AC mode, the
maximum management
capacity is 300

RG-EG105G 5 Up to 100
V2 concurrent clients
500M asymmetric In gateway mode, the
bandwidth (flow control maximum management
enabled) capacity is 32
500M asymmetric In gateway mode, the
Up 0100 bandwidth (flow control maximum management
concurrent clients | gisapled) capacity is 32
RG-EG105GW 5 Recommended
number of .
wireless terminals; | S00M asymmetric
60 bandwidth (flow control
enabled)
1Gbps asymmetric In AC mode, the
bandwidth (flow control maximum management
disabled) capacity is 500
RG-EG210G-E 10 Up 10200
concurrent clients
1Gbps asymmetric In gateway mode, the
bandwidth (flow control maximum management
enabled) capacity is 150
600M asymmetric In AC mode, the
bandwidth (flow control maximum management
disabled) capacity is 500
RG-EG210G-P | 10(Support POE) | UP 10200

concurrent clients

500M asymmetric
bandwidth (flow control
enabled)

In gateway mode, the
maximum management
capacity is 150

1.1.2 LED Indicator

LED Indicator
SYS

Speed

Description

Blinking green (0.5Hz): The device has started up,

Ruijie Cloud.

but is not connected to the

Solid green: The device has started up, and is connected to the Ruijie Cloud

Blinking green (10Hz): The device is starting up/shutting down.
Solid green: the port is connected at 10/100/1000 Mbps.

Off: the port is not connected at 10/100/1000 Mbps.
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1.1.3 Button

Button

Reset

Description

Product Introduction

Press reset button until the status LED blinks green at 10Hz to resiore the

device to the factory default setting.
The default management IP address is hitp://192.168.110.1

1.2 Reyee ES Switch

Ruijie Reyee smart surveillance switches offer a variety of port options to meet the needs of video surveillance networks

of different scales. Ruijie Reyee smart surveillance switches support full-power PoE output to ensure that all cameras

can be powered simultaneously when connected to the switch at maximum capacity. In addition, Ruijie Real-easy

Series smart surveillance switches provide simple and easy-to-use management features while offering plug and play

with default factory configuration, which can quickly locate the surveillance network faults, initiate PoE port restart,

perform VLAN configuration, etc. Ruijie Cloud app and Ruijie Cloud platform remote management is also supported,

making the operation and maintenance of the surveillance network easier and more convenient, while reducing

operation and maintenance costs.

1.2.1 Product List

RG-ES200 Series Switches

10/100 Base-T Auto-sensing

10/100/1000 Base-T

g Ethernet Port Auto-sensing Ethernet Port bR el Fe | SemEele e
RG-ES205GC-P |N/A 5 (Ports 1-4 support POE+/PoE) [N/A N/A
RG-ES209GC-P |N/A 9 (Ports 1-8 support POE+/PoE) [N/A N/A
RG-ES218GC-P  |N/A 16 (Support PoE+/PoE) 2 N/A
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RG-ES226GC-P  |N/A 24 (Support POE+/PoE) 2 N/A
RG-ES224GC  |N/A 24 N/A N/A
RG-ES216GC  |N/A 16 N/A N/A

The SPF ports cannot be downward compatible with 100Base-FX.
1000Base-T is compatible with 100Base-TX and 10Base-T in the downlink direction.

1.2.2 LED Indicator

LED

State

Meaning

Off

The switch is not receiving power.

System status LED

Blinking green

The PoE power exceeds the power of the entire
device (370 W). The new connected PD cannot
be powered up due to insufficient power. The
switching function is operational.

Solid green The switch is operational.
Off PoE is not enabled.
RJ45 port PoE status Solid green PoE is enabled. The port is operational.

LED

Blinking green

Indicates PoE overload.

Off

The port is not connected.

1000Mbps RJ-45 port
status LED

Solid green

The port is connected at 10/100/1000 Mbps.

Blinking green

The port is receiving or transmitting traffic at
10/100/1000 Mbps.

Off

The port is not connected.

SFP port status LED

Solid green

The port is connected at 1000 Mbps.

Blinking green

The port is receiving or transmitting traffic at 1000
Mbps.

1.2.3 Button

Botton

Description

Port mode LED
Switch-Over button

When the button is turned to the left position (Mode 1), the LED indicates the
switching status of the port: when the LED is solid green, it indicates that the link is
up; when the LED blinks green, data is being transmitted or received.

When the button is turned to the right position (Mode 2), the LED indicates the PoE

status of ports: when the LED is solid green, it indicates that the PoE-supported ports
are supplying power; when the LED blinks green, the power of the ports is

overloaded.
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The switch reboots after the reset button is pressed for less than 2 seconds.

System reset button | The switch restores the default factory settings after the reset button is pressed for
more than 5 seconds (until the status LED blinks).

1.3 Reyee NBS Switch

Reyee RG-NBS3100 series of managed switches are Reyee's 4 switches tailored for SME customer applications, which
can meet the different levels of network access needs of SME customers. Covering basic VLAN division and advanced
security features such as ACL,etc. The model with the suffix '-P' is a model that supports PoE output, and can meet the

PoE power supply requirements of wireless APs, digital cameras and other devices in various occasions.

RG-NBS3200 series switch is a new generation of high-performance, strong security and integrated multi-service layer
2 Ethernet switch launched by Reyee. This series of switches adopts an efficient hardware architecture design,
providing larger entry specifications and faster Hardware processing performance, more convenient operation
experience. The RG-NBS3200 series provides flexible Gigabit access to 10 Gigabit uplink ports. The entire series of
switches all have 4-port 10 Gigabit optical and high-performance port uplink capabilities.

Ruijie RG-NBS5100&5200 Series Switches are the next-generation high-performance, high-security and multi-service
Layer 3 Ethernet switches. Adopting an efficient hardware architecture design, this switch series provides larger MAC
address table size, faster hardware processing performance, and more convenient operating experience. RG-NBS5100
series provides Gigabit access and Gigabit uplink, while RG-NBS5200 series provides Gigabit access and 10G uplink
ports. Every switch of this series offers 4 fixed 10G fiber ports with high-performance uplink capability.

RG-NBS5100&5200 series switches provide comprehensive end-to-end QoS as well as flexible and rich security
settings for small and medium-sized networks at an extremely high price-performance ratio to meet the needs of

high-speed, secure and smart enterprise networks.

\

Y S v MM

i

1.3.1 Product List

10/100/1000 1000Base-X SFP Power
Model Base-T Ethernet Port Port 10G SFP+ Port Console Port Supply
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Ec?‘}zlgﬁgmo-z 24 4 N/A N/A Single
G e
ne o | : w o
I
55%21333200'2 24 N/A 4 N/A Single
e A :
ggﬁ)‘?g”oo"" 48 N/A 4 N/A Single
RoTIBS3200-4 | 48 (Support PoE+) N/A 4 N/A Single
fg;’}g?ﬁmo'Z 24 4 N/A N/A Single
5&'}2?3100'4 48 4 N/A N/A Single
§§+':§§5200'2 24 N/A 4 N/A Single
SR s ;
RG-NBS52004 | 45 N/A 4 N/A Single

SFP port is downward compatible with 100Base-FX.

1000Base-T is downward compatible with 100Base-TX and 10Base-T.

Combo port consists of one 1000Base-X SFP port and one 10/100/1000Base-T Ethernet port. That is, only one port of

them is available at a particular time.

1.3.2 LED Indicator

LED State Meaning
Off The switch is not receiving power.
Blinking green The switch is running, but the alarm of
(0.5 Hz) insufficient POE power prompts.

System status LED

Blinking green
(10Hz)

The switch is being upgraded or initialized.

Solid green The switch is connected to Ruijie Cloud.

Off The port is not connected.
10/100/1000Base-T =g iy oroon The port is connected at 10/100/1000 Mbps.
Ethernet port status The port is receiving or transmitting traffic at
LED Blinking green P 9 9

10/100/1000 Mbps.

RJ45 port PoE status

LED

Off

PoE is not enabled.

Solid green

PoE is enabled. The port is operational.

Blinking green

The port has a PoE fault of overload.
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Off The port is not connected.
SFP port status LED Solid green The port is connected.
Blinking green The port is receiving or transmitting traffic.
Off The port is not connected.
SFP+ port status LED | Solid green The port is connected.
Blinking green The port is receiving or transmitting traffic.
1.3.3 Button
Botton Description
PoE mode Press PoE Mode Switch-Over Button for above 3 seconds to switch the display mode
switch-over button between PoE mode and port rate mode.
The switch reboots after the reset button is pressed for less than 2 seconds.
Reset button The switch restores the default factory settings after the reset button is pressed for
more than 5 seconds (until the status LED blinks).

14 Reyee Access Point

Reyee cloud-managed access point is a high performance for indoor/outdoor/wall scenarios. Compliant with 802.11ac

wave2 Wi-Fi protocol, cloud-managed series access points support MU-MIMO dual stream technology.
The industrial product design makes the product is simple to install and maintenance.

Cloud-managed access points support self-organizing network.

Provide better performance based on Dual-band Wi-Fi

Supports 2.4GHz and 5GHz dual-band communication, providing access rate of 400Mbps at 2.4GHz, 867Mbps at
5GHzand up to 1267Mbps per AP. It can provide 5GHz frequency band with less interference, wider channel, and faster

speed for the terminals, allowing the users to enjoy excellent wireless experience.
Seamless Layer 3 Roaming

The device supports Layer 3 roaming for the complex Layer 3 network. When users move across the Layer 3 networks,

seamless roaming can be achieved without service interruption.
Support Self-organizing networking feature

Self-organizing networking feature, which breaks through the product limitations and realizes auto-discovery,
auto-networking and auto-configuration between routers, switches, and wireless APs without the need for controllers or
Internet access. With the mobile app, users can quickly complete the device deployment and configuration, remote
management, operation and maintenance of the entire network, which greatly reduces the investment of equipment

cost, labor cost and time cost in the process of wireless network construction.
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1.4.1 Product List

Product Introduction

WLAN
Covera | Recommend number SON .
Model ge of clients Irll)umber Number Spatial Streams
2.4G 2x2MIMO
RG-RAP1200(F) | 20™®'°" | 40=8(2.4G)+32(56G) 8 150 156 2xemimo
X
2.4G 2x2MIMO
RG-RAP1200(P) iometer 80=16(2.4G)+64(5G) 8 150 56 2x2MIMO
X
2.4G 2x2MIMO
RG-RAP2200(F) Someter 48=16(2.4G)+32(5G) 8 150 56 2x2MIMO
2.4G 2x2MIMO
RG-RAP2200(E) | 0™ | 80=16(2.4G)+64(56) 8 | 300 5G 2X2M|Mo
X
2.4G 2x2MIMO
RG-RAP2260(G) | 0™ 100=16(2.4G)+84(5G) 8 300 155 axamiMo
X
) 2.4G 4x4MIMO
RG-RAP2260(E) 30meter | 120=16(2.4G)+104(5G 8 300
< ) 5G  4x4MIMO
2.4G
100met
ers 2.4G 2x2MIMO
RG-EAP602 5o | 96732(24G)+64(50) 8 150 56 2x2MIMO
X
300met
ers
100met 2.4G 2x2MIMO
RG-RAP6260(G) | oo 100=16(2.4G)+84(5G) 8 3001 55 axomivMo
X
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1.4.2 LED Indicator
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Reyee Indoor AP(RG-RAP2200(E), RG-RAP2200(F), RG-RAP2260(E), RG-RAP2260(G))

LED Indicator State Frequency Meaning
Off N/A The AP is NOT receiving power
Blinking 0.5Hz Normal question, but there are alarms
Possible cases:
LED Indicator
1. restoring the factory settings
Fast blinking 10Hz 2. upgrading the firmware
3. restoring the image file
4. initializing the device
Solid green NA Normal operation

Reyee Wall AP(RG-RAP1200(F), RG-RAP1200(P))

LED Indicator State Frequency Meaning
Off N/A The AP is powered off.
LED Indicator
Slow blinking 0.5Hz Normal question, but there are alarms
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Possible cases:

1. restoring the factory settings

Fast blinking 10Hz 2. upgrading the firmware
3. self-repairing
4. initializing the device
5. POE OUT is overloaded
Solid green NA Normal operation

Reyee Outdoor AP(RG-EAP602, RG-RAP6260(G))

LED Indicator State Frequency Meaning
Off N/A The AP is Not receiving power
Slow blinking 0.5Hz Normfl question, but the device is not connected
to Ruijie Cloud
Possible cases:
LED Indicator
1. restoring the factory settings
Fast blinking 10Hz 2. upgrading the firmware
3. restoring the image file
4_ initializing the device
Solid Blue On Normal operation
1.4.3 Button
Model Button Meaning
Pressed for less than 2 seconds Restart the device
All AP Reset

Pressed for more than 5 seconds

Restore the factory default settings

10
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1.5 Reyee Mesh Wi-Fi Router

Reyee EW series products are Gigabit dual-band Wi-Fi 6 wireless routers designed for use in large flat space, villas,
small shops, SOHO, and other scenarios. It is designed to meet the needs of high quality next-generation Wi-Fi
services. Reyee EW series products support various local and remote management platform, such as Web, Ruijie
Cloud App. This wireless router also provides multiple home-care-based function, including the Parental Control Mode,
Health Mode, Xpress Mode, and exclusive designed for Smart Life Kit System, meeting the needs of all household

scenarios.

1.5.1 Product List

Reyee Recommended
Model Wi-Fi Standards Max. Wi-Fi Speed |MIMO
Mesh Users

24 GHz: 300
EW300 PRO Not Support  |Wi-Fi 4 (802.11n) Vb 2.4 GHz: 2x2 16
ps

24 GHz: 300
2.4 GHz: 2x2 5 GHz:
EW1200 Support Wi-Fi 5 (802.11ac) |Mbps 5 GHz: 867 96

2x2
Mbps

2.4 GHz: 400
2.4 GHz: 2x2 5 GHz:

EW1200G PRO  |Support Wi-Fi 5 (802.11ac) [Mbps 5 GHz: 867 o 96
X
Mbps
24 GHz: 574
EW1800GX 2.4 GHz: 2x2 5 GHz:
Support Wi-Fi 6 (802.11ax) |Mbps 5 GHz: 800 192
PRO 2x2
Mbps
24 GHz: 800
EW3200GX
PRO Support Wi-Fi 6 (802.11ax) |Mbps 5 GHz: 2400 |2.4 GHz: 4x 5 GHz: 4x4 192
Mbps

11
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1.5.2 LED Indicator

a) EW1800GX PRO and EW3200GX PRO

LED Status Description
Blinking The device is being paired
Green
Steady on The device is paired and Wi-Fi signal is norm
Mesh Indicator
Orange Steady on The device is paired but Wi-Fi signal is weak
Red Steady on The device pairing is disconnected
Steady on The device is running normally
System Status Indicator  [Blue
Blinking Restoring the factory settings or restart
b) EW1200G PRO
LED Status Description
Off The router is not powered on
Steady on The router is running normally
System Status Indicator
Fast Blinking Restoring factory settings/Rebooting
Slow Blinking Reyee Mesh is being paired or repeater stops
Off The port is not connected or the cable disconnects
Port Indicator Steady on The port is connected normally
Blinking Data is being transmitting
c) 1.5.2.3 EW1200
LED Status Description
Off The router is not powered on
System Status Indicator  |Steady on The router is running normally
Fast Blinking Restoring factory settings/Rebooting
Steady on Reyee Mesh is sunning normally
WiFi Indicator
Slow Blinking Reyee Mesh is being paired or repeater stops
Off The port is not connected or the cable disconnects
Port Indicator
Steady on The port is connected normally.

12
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d) EW300 PRO

Product Introduction

LED Status Description

Off The router is not powered on
Steady on The router is running normally
Fast Blinking The router is starting or power off

System Status Indicator Slow Blinking The Internet cannot be accessed
Fast Blinking Twice The router is restoring factory settings or upgrading
Slow Blinking Once and Fast
Blinking Three Times The firmware is faulty

1.5.3 Button

Button Function Operation
Pair Press the button 1second to pair
Reboot Press the button for 2 seconds, and the device will be rebooted.
Reset
Press the button for over 5 seconds until the LED starts to blink.
Reset
Release the button, and the device will be reset.
1.6 Reyee Wireless Bridge

Ruijie & Reyee Series EST products are 802.11ac wireless bridge for video surveillance backhaul or remote wireless

transmission in scenarios such as tower cranes, factories, scenic spots, campuses, planting bases, aquafarm breeding

bases, and construction sites. Operating at 5 GHz, RG-EST350 supports two spatial streams (2x2 MIMO technology)

and provides up to 867 Mbps throughput, which can fully meet the data link bandwidth requirements of various services.

i I -
1

EST310 EST350

13
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1.6.1 Product List
6-7Mbps
3Mbps 4-5Mbps
Distance |RSSI |Negotiate Speed |Rate 4AMP
Model 2MP Camera [3MP Camera
(m) (dBm) (Mbps) (Mbps) Camera
(Unit) (Unit) .
(Unit)
100 -52 400 90 16 10 7
500 -65 400 80 16 10 7
RG-EST310 V2
1000 -68 240 80 16 10 7
2000 -75 120 40 6 4 3
1000 -58 400 230 50 30 20
RG-EST350 V2 3000 -66 360 200 45 25 13
5000 -70 270 150 20 12 8
1.6.2 LED Indicator
a) EST30
LED State Meaning
System Status Solid green Video recorder mode

LAN Port Status

RSSI (3 LEDs in total)

b) EST350

Fast blinking green
Blinking green at a
frequency of 2Hz
Solid on

Blinking

LED 1 blinks

LED 1 is solid on.

on.

The system is being upgraded or reset.

Camera mode

The LAN port is not receiving or transmitting data.

The LAN port is receiving or transmitting data.

RSSI < -69dBm

-69dBm< RSSI <-58dBm
LED 1 and LED 2 are solidRSSI > -59dBm

LED 1, LED 2 and LED 3RSSI > -49dBm

are solid on.
Off

No signal
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LED State Meaning
Solid green The device is working properly.

Fast blinking green The system is being upgraded or reset.
System Status o
Blinking green at a o .
The device is being booted.
frequency of 1Hz

Solid green .The LAN port is not receiving or transmitting data.
LAN Port Status I

Blinking The LAN port is receiving or transmitting data.

STR1 blinking/on The device is bridged.

STR1 on RSS| = -75 dBm

STR1 on + STR2 blinking RSSI = -73 dBm
STR1on + STR2 on RSSI > -71 dBm

RSSI (3 LEDs in total)
STR1 on + STR2 on

+
RSSI > -68 dBm

STR3 blinking
STR1 on + STR2 on +
RSS! > -64 dBm

STR3 on
1.6.3 Button
Button Function Operation

Reboot Press the button for 2 seconds, and the device will be rebooted.
Reset - Press the button for over 5 seconds until the LED starts to blink.

ese

Release the button, and the device will be reset.
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2 Device Management

21 Loggingin

Web is a Web-based network management system used to manage or configure devices. You can access eWeb via
browsers such as Google Chrome.Web-based management involves a Web server and a Web client. The Web server
is integrated in a device, and is used to receive and process requests from the client, and return processing results to

the client. The Web client usually refers to a browser, such as Google Chrome IE, or Firefox.

The Reyee managed switches not only support Web interface management, but also support life-time-free Ruijie Cloud
App and Ruijie Cloud platform remote management. Users can view the network status, modify the configuration, and

troubleshooting at home.
211 Case Demonstration

Network Topology

As shown in the figure below, you can access the eWeb management system of an access or aggregation switch via

PC browser to manage and configure the device.

Reyee Router

Reyee Switch

PC

1. Set PC’s IP assignment mode to obtain the IP address automatically.
2. Visit http://192.168.110.1 by Chrome browser.
3. Enter the password on the login page and click “Login”.

4. Default Password: admin

16
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Ruijic

Hi, EG205G

Forgot Password? | Englisn -‘

For the Reyee EG device, you may use either 192.168.110.1 or 10.44.77.254 to access the device.
For the Reyee switches, you may use 10.44.77.200 to access the device.

For the Reyee AP, you may use either 192.168.120.1 or 10.44.77.254 to access the device.

For the EST, you may use 10.44.77.254 to access the device.

The default login password for all Reyee devices is admin.

You may visit https://10.44.77.253 to login to the master device of Reyee network.

2.2 Configuring Password

Ruijie | Rcycc ‘ test123 > AP1 o

@ Online Clients

o Change the login password. Please log in again with the new password later.

Router

* Old Password
“= Wireless

* New Password
Switches

* Confirm Password

== Network
.
Time

Password

Scheduled Reboot

17
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2.3 Upgrading

Login to the eWeb of the device and choose Router--System--Upgrade.

Ruijie | iRcycc ‘ test123 > AP1 Engishv 3 8 € @ © 2
&% Overview
Hostname: EG105GW SN: H1PH745119402 P
eboo!
@ Online Clients © EG105GW 1P: 172.26.5.237 MAC: 30:0D:9E:E7:E9:15

Overview Basics ¥  Security ¥  Behavior ¥ VPN ¥  Advanced ¥  Diagnostics ¥ System ~

Wi Login
= Wireless . 9
Online Upgrade Local Upgrade
—_— Management
Eswitches o Online upgrade will keep the current setup. Please do not refresh the page or close the browser. - n page automatically
after upgrade.
% Network v Reboot

Current Version ReyeeOS 1.55.1915 (It is the latest version.)

2.4 Backing up and Resetting

Login in the eWeb of the device and choose Router--System--Management.

Ruijie | fRcycc \ test123 > AP1 Engishe O % & @ & B
&% Overview
Hostname: EG105GW SN: H1PH745119402 T
eboo
@ Online Clients © EG105GW IP: 172.26.5.237 MAC: 30:0D:9E:E7:E9:15
Overview Basics ¥ Security ¥ Behavior ¥ VPN ¥  Advanced ¥  Diagnostics ¥ System ~
7 Wireless Login
Backup & Import Reset
—
Switches
o If the target version is much later than the current version, some configuration may be missing. Upgrade @
It is recommended to choose Reset before importing the profile. The device will be rebooted autc
% Network > Reboot
| Backup Profile
Backup Profile
| Import Profile
«Collapse
Osafts v AEEE WFRFULNES, SURSHEEXIE Dsmis dEE%E © B ® & LT & £ 1O & Q100%
= 1

Login in the eWeb of the device and click Network--Reboot&Reset, then you can reset your devices.

@Online Clients o Network Management @
X Router
o The action here may affect the whole network. Please be cautious. If the page does not respond, please log in again.
= Wireless
| Network Management
[\ Switches

Action Reboot Reset

Select All Devices Specified Devices

== Network

Time

Password

I
=

Scheduled Reboot

Reboot & Reset i

18
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2.5 Restoring Factory Settings

Login in the eWeb of the device Reset all device in the network.

Ruijie | iRcycc ‘ test123 > AP1

loud §2Download App & Network Setup @ Network Check i Wam [3Log Out

&% Overview

@ network Management ®
@online Clients

@ The action here may affect the whole network. Please be cautious. If the page does not respond, please log in again.
[ERouter
o | Network Management
= Wireless

Action Reset I
Blslctes et
S Network Option Unbind Account (The devices of this account will be removed from Ruijie Cloud and will ot be managed by this account),
Password

Scheduled Reboot

Reboot & Recet

19
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3 Getting Start

3.1  Preparing for Installation

3.1.1 Safety Suggestions

To avoid personal injury and equipment damage, please carefully read the safety suggestions before you install each

device. The following safety suggestions do not cover all possible dangers
3.1.1.1 Installation

a) Keep the chassis clean and free from any dust.

b) Do not place devices in a walking area.

c) Do not wear loose clothes or accessories that may be hooked or caught by devices during installation and
maintenance

3.1.1.2 Movement

a) Do not frequently move devices.

b) When moving devices, note the balance and avoid hurting legs and feet or straining the back.

c) Before moving devices, turn off all power supplies and dismantle all power modules.

3.1.1.3 Electricity

a) Observe local regulations and specifications when performing electric operations. Relevant operators must be
qualified.

b) Before installing the device, carefully check any potential danger in the surroundings, such as ungrounded power

supply, and damp/wet ground or floor.

c) Before installing the device, find out the location of the emergency power supply switch in the room. First cut off the

power supply in the case of an accident.
d) Try to avoid maintaining the switch that is powered-on alone.
e) Be sure to make a careful check before you shut down the power supply.

f) Do not place the equipment in a damp location. Do not let any liquid enter the chassis
3.1.1.4 Static Discharge Damage Prevention

To prevent damage from static electricity, pay attention to the following:

a) Proper grounding of grounding screws on the back panel of the device. Use of a three-wire single-phase socket with
protective earth wire (PE) as the AC power socket.

b) Indoor dust prevention

c) Proper humidity conditions

3.1.1.5 Laser

Some devices support varying models of optical modules sold on the market which are Class | laser products. Improper

use of optical modules may cause damage. Therefore, pay attention to the following when you use them:
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a) When a fiber transceiver works, ensure that the port has been connected with an optical fiber or is covered with a
dust cap, to keep out dust and avoid burning your eyes.

b) When the optical module is working, do not pull out the fiber cable and stare into the transceiver interface or you may

hurt your eyes.
3.1.2 Installation Site Requirement

To ensure the normal working and a prolonged durable life of the equipment, the installation site must meet the

following requirements
3.1.2.1 Ventilation

For installing devices, a sufficient space (at least 10 cm distances from both sides and the back plane of the cabinet)
should be reserved at the ventilation openings to ensure the normal ventilation. After various cables have been
connected, they should be arranged into bundles or placed on the cabling rack to avoid blocking the air inlets. It is
recommended to clean the switch at regular intervals (like once every 3 months). Especially, avoid dust from blocking

the screen mesh on the back of the cabinet.

3.1.2.2 Temperature and Humidity

To ensure the normal operation and prolong the service life of router, you should keep proper temperature and humidity
in the equipment room.

If the equipment room has temperature and humidity that do not meet the requirements for a long time, the equipment

may be damaged.

In an environment with relatively high humidity, the insulating material may have bad insulation or even leak electricity.

Sometimes the materials may suffer from mechanical performance change and metallic parts may get rusted.

In an environment with relatively low humidity, however, the insulating strip may dry and shrink. Static electricity may

occur easily and endanger the circuit on the equipment.
In an environment with high temperature, the equipment is subject to even greater harm, as its performance may
degrade significantly and various hardware faults may occur.

3.1.2.3 Cleanness

Dust poses a severe threat to the running of the equipment. The indoor dust falling on the equipment may be adhered
by the static electricity, causing bad contact of the metallic joint. Such electrostatic adherence may occur more easily
when the relative humidity is low, not only affecting the useful life of the equipment, but also causing communication

faults.
3.1.2.4 Grounding

A good grounding system is the basis for the stable and reliable operation of devices. It is the chief condition to prevent
lightning stroke and resist interference. Please carefully check the grounding conditions on the installation site

according to the grounding requirements, and perform grounding operations properly as required
1.1 Lightning Grounding

The lightning protection system of a facility is an independent system that consists of the lightning rod, download
conductor and the connector to the grounding system, which usually shares the power reference ground and

yellow/green safety cable ground. The lightning discharge ground is for the facility only, irrelevant to the equipment.

1.2 EM C Grounding
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The grounding required for EMC design includes shielding ground, filter ground, noise and interference suppression,
and level reference. All the above constitute the comprehensive grounding requirements. The resistance of earth wires
should be less than 1Q

3.1.2.5 EMI
Electro-Magnetic Interference (EMI), from either outside or inside the equipment or application system, affects the
system in the conductive ways such as capacitive coupling, inductive coupling, and electromagnetic radiation.

There are two types of electromagnetic interference: radiated interference and conducted interference, depending on

the type of the transmission path.

When the energy, often RF energy, from a component arrives at a sensitive component via the space, the energy is
known as radiated interference. The interference source can be either a part of the interfered system or a completely
electrically isolated unit. Conducted interference results from the electromagnetic wire or signal cable connection
between the source and the sensitive component, along which cable the interference conducts from one unit to another.
Conducted interference often affects the power supply of the equipment, but can be controlled by a filter. Radiated
interference may affect any signal path in the equipment and is difficult to shield.

a) For the AC power supply system TN, single-phase three-core power socket with protective earthing conductors (PE)

should be adopted to effectively filter out interference from the power grid through the filtering circuit.

b) The grounding device of the switch must not be used as the grounding device of the electrical equipment or
anti-lightning grounding device. In addition, the grounding device of the switch must be deployed far away from the

grounding device of the electrical equipment and anti-lightning grounding device.

c) Keep the equipment away from high-power radio transmitter, radar transmitting station, and high-frequency

large-current device.

d) Measures must be taken to shield static electricity.

e) Interface cables should be laid inside the equipment room. Outdoor cabling is prohibited, avoiding damages to device
signal interfaces caused by over-voltage or over-current of lightning

3.1.3 Network Planning

The DHCP server has two address pools on the egress gateway:
192.168.110.0/24 in VLAN 1 for devices of this network
192.168.10.0/24 in VLAN 10 for clients of this network
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Reyee gateway

Reyee POE switch

ReyeeAP

M)

Getting Start

Following ports are used for Ruijie Cloud management. To let devices go online on Ruijie Cloud, ensure these ports are

available and the data stream is permitted in this network.

Cloud Domain name DST.TCP |DST.UDP Cloud Domain name DST.TCP |DST.UDP Cloud Domain name DST.TCP |DST.UDP
devicereg.ruijienetworks.com 80,443 devicereg.ruijienetworks.com  |80,443 ds . ruiji ks.com 80,443
ryre.ruijienetworks.com 80,443 ryre. ruiji ks.com 80,443 ryrc.rujjienetworks.com 80,443
stunrc.ruijienetworks.com 3478,3479 stunrc.ruijienetworks.com 3478,3479 stunrc.ruijienetworks.com 3478,3479
stunsvr-as. ruijienetworks.com 3478,3479 stunsvr-eu.ruijienetworks.com 3478,3479 stunsvr-ru. ruiji ks.com 3478,3479
cwmpsvr-as.ruijienetworks.com 80,443 cwmpsvr-eu.ruijienetworks.com |80,443 CWMPSVI-ru. ruiji orks.com 80,443
34.87.93.12 80,443 cloudlog-eu.ruijienetworks.com |80,443 130.193.40.202 80,443
firmware.ruijienetworks.com 80,443 firmware. ruijienetworks.com 80,443 firmware ruijienetworks.com (80,443

Cloud-as |cloudweb.ruijienetworks.com 80,443 Cloud-eu |cloudweb.ruijienetworks.com  |80,443 Cloud-ru |cloudweb. ruijienetworks.com 80,443
fastonline.ruijienetworks.com 80,443 fastonline.ruijienetworks.com 80,443 fastonline. ruijienetworks.com 80,443
cloudapi.ruijienetworks.com 80,443 cloudapi.ruijjienetworks.com 80,443 cloudapi.ruijienetworks.com 80,443
cdn.ruijienetworks.com 80,443 cdn.ruijienetworks.com 80,443 cdn. ruiji orks.com 80,443
iotre.ruijienetworks.com 7683 iotrc.ruijienetworks.com 7683 iotrc.ruijienetworks.com 7683
iotsvr-as. ruiji orks.com 5683 iotsvr-eu.ruijienetworks.com 5683 iotsvr-ru.ruijienetworks.com 5683
iotlog-as. ruiji orks.com 6683 iotlog-eu.ruijienetworks.com 6683 iotlog-ru.ruijienetworks.com 6683
iotdl-as .ruiji orks.com 8683 iotdl-eu.ruijienetworks.com 8683 iotdl-ru.ruijienetworks.com 8683

3.2 Quick Provisioning

3.2.1 Quick provisioning via Ruijie Cloud APP

The network topology shown in the below picture includes the Reyee gateway, Reyee POE switch and Reyee RAP.
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Reyee gateway

Reyee POE switch

Reyee AP

(((

3.2.1.1 Create a project

Open Ruijie Cloud App and Click Create a Project, then select Connect to Wi-Fi.
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1sAa@ea - 3.5KBSs 2 B @ il G

X Create Project @

Have Reyee APs?

No. Yes.
Scan QR-code Connect to Wi-Fi

| I:IIIIII;'W i
o | v

=

After click Yes, then Cloud App will prompt you to connect @Ruijie-mxxxx SSID.
Note:

@Ruijie-mxxxx is generated after network self-organization established successfully, while @Ruijie-sxxxx is

generated on a standalone device, xxxx is the last four letters of mac address of device.
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1754@00 - 3.KB/s 2 @ @ Sl . G
£ Create Project
Connect to Wi-Fi

1.Please connect to the Wi-Fi starting with "@Ruijie-m".

WLAN

@Ruijie-mxxxx *®

2 Wait until = appears, and return to Ruijjie Cloud to
continue.

12:63 all )
Tips:

* If there is only one AP in the network, please connect to
the Wi-Fi starting with "@Ruijie—s".

Connect the @Ruijie-mxxxx SSID on your phone.
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7A@OQ - 19.0KB/s %20 & Sl .o = GD

« =
WLAN

WLAN

WLAN assistant b

~ @Ruijie=m393E

=

¢ ed

Available networks 8
2 EG2100P_plus & >
= qwert ] ?
% @Ruijie-s0B36 2
=  @Ruijie~s1FOA 2550 ?
= |T department [24c/5¢) >
%= PPSKtesttime (24c/:c) 2
& test]Zwia) >

— B m— Y

After connected the @Ruijie-mxxxx SSID, the Cloud App will prompt to generate topology and detect all
devices in this SON.
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75a@OE - 19.0KB/s 92 & Sl .o =T G

< Create Project

Connect to Wi-Fi

1.Please connect to the Wi-Fi starting with "@Ruijie-m".

WLAN

@Ruijie-mxxxx =

2 Wait until = appears, and return to Ruijie Cloud to
continue.
12:63+ ) al T W
Generating topology...
Tips:

* If there is only one AP in the network, please connect to
the Wi-Fi starting with "@Ruijie—s".
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75a@O O - 4. 7KB/s 93 S il L =

£ Detect Device

N
30s

p -

Detecting. ..
Please wait.

After all devices were detected, Cloud App will display them and show the topology, shown in the below picture. Click

Start Config to perform the basic configuration of this project.
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1754@ 008 - 8.5KB/s 20 ©F Sl L = G

4 Detect Device

Detect 3 devices
The devices that support SON are displayed below.

Internet

o
==

EGIOSG-F
L L ]
] ]

RAPIZ0OIF,  RAPIZOO(E!

Topo is incomplete?

Detect Again Start Config

3.2.1.2 Configure the project

Input the Project Name and Management Password.
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1755@ 0 8 - 2 8KB/s 2 @ Sl Lol T G
Basic Config
[ ] o @]

Project Config  Internet Config  Wi-Fi Canfig

Project Name *

Reyeel23

Management Password ~

For project safety, please ensure the password:
) has at least 8 characters
() contains 3 of these character types:

lowercase letters: abed...
uppercase letters: ABCD...
numbers: 0123,

special characters: <=>[]1@#%"().

(-1 can not contain "admin”
() can not contain spaces or question marks

Scenario -

Then select the scenario of this project based on your requirement.
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1755:@ 0@ - 2 8KB/s 2 @ Sl Lol T G

Factory/
Warehouse

Retail/Shop

Select project scenario X

VillafHome

Restaurant

Residence

3.2.1.3 Configure the internet

For configuring WAN, you can chose PPPoE, DHCP and Static IP.

Customize
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1755@ 00 - 0.5KB/s 920 & Sl .o T G
4 Basic Config
[ ] L ] O

Project Contig  Internet Config  Wi-Fi Config

(@ Single ISP Link: WAND

Internet Connection of Link 1 {(connect to WANOQ)

PPPoE DHCP Static IP

MNetwork parameters are automatically
assigned. You don't need to configure.

802.1Q Tag »

() Dual ISP Links: WANO and WAN1

i,

3.2.1.4 Configure the SSID

For SSID settings, input the name of SSID and configure it as open or configure password for this SSID. Select the

region code.
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1755@ 08 .- LIKB/s & & il Lol &
< Basic Config

® o [ ]
Project Config  Internet Config  Wi-Fi Config

Mame/SSID *

Reyee1‘23|

Radio Country/Region Code ~

China

Tip: Please select your country ar region.

1 2 3 &)
/

4 5 6 »
+
- 7 8 9 #
i B[] 0 — )

m)

The configuration will be synchronized to the network
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17sE@OE - 0.2KB/s @ ©F Sl o =
< Add succeeded
[ ]
s
-
Please wait...

@ configuring Wi-Fi...

€ configuring Device...

Configuring Network...

After about 3s, Ruijie Cloud App will prompt that the configuration is delivery succeed.

35



Reyee Cookbook Getting Start

756@ 00 - 0.2KB/s 90 © Wl i | &

< Add succeeded

Delivery succeeded. Please connect to
the new Wi-Fi after and return to Ruijie
Cloud App for connectivity test.

= Reyeel23
& No Password

Connect to the SSID created just now to manage the whole network on Cloud App.
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756@ 00 - 0.0KB/s 9 B Wl L0 =

— c3
WLAN

WLAN

WLAN assistant >

Reyeel23

Connected

@Ruijie-m393E [z:c/5¢]

= Saved -
Available networks S
= EG2100P_plus & 3
= qwert (246/55] ?
= IT department [2:5/55) ?
= L2TP-Client (Z:5:c) >
= PPSKtesttime [2:5/5¢) >
= RAP?9 i & >
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3.2.2 Quick provisioning via Reyee EWeb

The network topology shown in the below picture includes the Reyee gateway, Reyee POE switch and Reyee RAP.

175e@O0 .- 9.7KB/s R T il L B
4 Reyee123 Q <

=
Eh Basic W CCTV Smart Flow Control P

Erabled Dizabled Disablad .

Uptime

0d0h

Project Status

Online Devices:3
Offline Devices:0

=
Internet
|
&b
=

EGIDEG-P

e

RARIZOOIF)  RAPIZOO(E]

User Experience

Mo Data

Egress Bandwidth

Tool Kit
——
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Reyee gateway

Reyee POE switch

PC Reyee RAP

Connect PC to POE switch, set the ip address of PC as static ip address 192.168.110.x, then input 192.168.110.1 on
the browser to login the EWEB of EG. All devices in this networks will display in EWEB. Click the Start Setup to perform
the quick start of this network.
Ruijie | BRcycc | Discover Device English ~ 3 Exit
Total Devices: 3.

ot Status (Online Devices / Total ) Refresh ©

&
DHCP 1 171 1/1
Interet Router Switches APs
My Network
New Device (2 devices)
Model SN [ MAC Software Ver
ﬁym EG105G-P-v2 [Master| 192.168.110.1 t 914
AP RAPT200(E) 152.168.110.203 ¥ 14
i RG-ES209GCP ] 192.168.110.44 "5 r 152{07200415)

Redliscove Start Setup

Show in the below picture, to finish the quick start of this network, you need to input the network name, configure the
manner to access internet of this network and input the password of SSID or set the SSID as open. After select the
Country/Region and click Create Network & Connect, the configuration will be delivery and activated, shown as the

below two picture.
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Ruifie | BRCycc | Create Network English ~ (3 Exit

* Network Name  ReyeeNelwark

Network Settings
Intemet ~ PPPOE ~ DHCP @ StaticIP| CurrentiP
ecking 1P assignment
CIP 172266162
*Subnet Mask | 255.255.252.0
* Gateway 1722641
“DNS Server | 192.166.58.94 192.166.58.110
*SSID | @Auijie-m0843

Wi-Fi Password  Security @ Open

Country/Region/Time Zone ~

Previous Create Network & Connect

sly

Delivering configuration

After the configuration has been delivery and activated, you can enter the overview interface to manage the SON of

Reyee devices.

° Operation

succeeded.

« Project Name: ReyeeNetwork
- SSID: @Ruijie-m0843

Redirecting,
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Ruijie | BERcycc

Oruijie Cloud  §Download App ork Setup  @Network Check  fijwam (3 Log Out

HOverview

Wi-Fi

@online Clients

Setup>
Hostnarme: Ruijie
5 e 3 Primary Wi-Fi: ReyeeNetwork = Guest Wi
Eroster . 72266162 Sl =
*EG105G-P-V2

Security: No
MAC: 0843
Wireless Software Ver. | 55,1914
Swilches
} Mot Status ( Online Devices / Total ) Refresh
= Network
@ 1w g (— 2
DHCP 1 1”1 1
Internet Router Swiitchas APs Online Cliants
Kops WAN
- @ Uplink Flow —@- Downlink Flow
5
5
4
3 -
2 i
&
1
«Collapse
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4 Configuration

41 Reyee EG Series Router Configuration

411 Network Access Setting

Application Scenario

Preparation
Need provide an uplink cable which can access internet.
Procedure

4.1.1.1 PPPoE setting with WAN port

1.1 Click Network Setup to enter the network setting page.

English v

O Ruijie Cloud Download App

£ Network Setup 1@ Network Check  p Warn

Configuration

[3 Log Out

1.2 Click Start Setup

Ruijie | FRcycc | Discover Device

Total Devices: 2.

Please make sure that the d

Net Status { Online Devices / Total )
[
DHCP 1 0/0
Internet Router Switches
My Network
Cloud Auth Test (2 devices)
Model SN P MAC
%umr EG105G-P [Master] H1 192.168.110.254 co: 28:3C
AP RAP1200(F) Gl A 192.168.110.205 c4 56
peckce
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Configuration

1.3 Choose PPPoE, enter your Username and Password which get from the ISP. The Service Name is optional

Ruijie | FRcycc | Create Network

1.4 If you forgot the password from ISP, please click Obtain Account from Old Device

Ruijie | FRcycc | Create Network

* Network Name  Cloud Auth Test

Network Settings

*SSID TestRAP2200F

Wi-FiPassword ~ Security @ Open

Internet @  PPPOE DHCP  Static IP
Current Settings: DHCP
*Username | Test
“Password  sessess
Service Name
@ Forgot Account? Obtain Account from Old Device

Country/Region/Time Zone

Previous Finish

* Network Name  Cloud_Auth_Test

Network Settings

Internet @ PPPoE DHCP
Current Settings: DHCP
* Username Test

*Password | weesens

Service Name

Static IP

@ Forgot Account? Dbtain Account from Old Device

*SSID TestRAP2200F

Wi-Fi Password Security @ Open

Country/Region/Time Zone

Previous Finish
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Steps:

Obtain PPPoE Account from Old Router

|

E @

Steps:
1. Transmit Power on the old router and new router.

2. Connect one end of a cable to the WAN port of the old router and
connect the other end to the LAN port of the new router.
3. Click *Obtain*

1) Power on the old router and new router.

Configuration

2) Connect one end of a cable to the WAN port of the old router and connect the other end to the LAN port of the new

router.

3) Click "Obtain".

After enter the PPPoE information, click Finish to enter the main eWeb page. The Router will get the internet from ISP.

RRuijie | FRcycc | Cloud Auth Test > EG105G-P

English v yRuijie Cloud B§Download App & Network Setup @ Network Check  jif Warn  [3Log Out

& Overview
Device Info

@ Online Clients

SN: HY
& Router Ip: 17

® EG105G-P Mac: ¢l
= Wireless
) Switches
Net Status ( Online Devices / Total )
“= Network )
DHCP
Internet
Real-Time Flow (Kbps)
300
250
200
150
100
&Collapse ”

Hostname: EG105G-P

Setup> Wi-F

5 =Primary Wi-Fi: TestRAP2200F

Security: No

Software Ver: Reyee0S 1.56.1325

T 45.84Kbps s & 264.50Kbps
1 o/0
Router Switches

~@- Uplink Flow @~ Downlink Flow

4.1.1.2 Static IP setting with WAN port

Setup>
= Guest Wi-Fi: Guest APP & (@D
Security: Yes
Refresh &
1/2 2
APs Online Clients
Kbps WAN

-

Click RITA for help. @

Bk

Choose Static IP on Network Setup page, and fill in IP, Subnet Mask, Gateway IP, DNS server information. Then click

Create Network & Connect.
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English ~ 3 Exit

Ruifie | BRcycc | Create Network

“Network Name  Ruijie-Hotel

Network Settings
WAN port is not conne able O View
Internet PPPOE DHCP @ Static IP | Cusrent IP
Cu igs: DHCP
*IP | 172266124
*Subnet Mask | 255.255.255.0
*Gateway = 1722661
*DNS Server | BB888
*SSID | @Rullie-m3935

Wi-Fi Password Security @ Open

Country/Region/Time Zone ~

* Country/Region | China (CN)

Previous Create Network & Connect

4.1.1.3 DHCP IP setting with WAN port

Choose DHCP on Network Setup page, then click Create Network & Connect.

Ruﬁ_‘ !.Rcycc Create Network English v 3 Exit

Network Name  Ruljle-Hotel

Network Settings

WAN port is not connected with network cable O View

o oncr] s

P

internet PPFol

*SSID | @Rufjie-m3935

Wi-Fi Password ~ Security @ Open

Country/Region/Time Zone v
Country/Reglon  China (CN)

*TimeZone  (GMT+B:00)Asia/Shanghai

feion

@ Sign

You can configure the WAN setting through the following page too.

Click Router->Basics->WAN.

45



Reyee Cookbook Configuration

Ruijie | BRcycc | Ruijie-Hotel > Ruijie English ~ & Ruijie Cloud BiDownload App & Network Setup @ Network Check  JWarn  [3 Log Out

4 Overview

Hostname: Ruljie SN:H IP: 17 1 MAC: EC 5 ) Reboot
@ Oniine Clients * EG105G-P
werview  Basics ur havior PN Advanced agnostics Systerm
T Wireless
Con
0 crl— ®
i Switches. )
- Network
t
© Forgot Account? Obtain Account from Old Device
* Password
Service Name
IP 000
Subnet Mask
Gateway
DNS Server 0.0.0.0
-
Advanced Settings A
«Coiapse E—

4.1.2 Wireless Setting

Application Scenario

Procedure
4.1.2.1 Wireless->APs

The APs page displays all APs which are managed by Router. The information including AP’'s Hostname, IP, MAC,

Status, Model, Wireless Clients Number, Software Version, SN and Radio Channel could be seen in this page..

you also can see categories of the APs by Clicking
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Ruijie | BRcycc HWarn 3

# Overview

O ~rus @)

& Online Clients

| AP List Group: All Groups | Expand List Filter Batch Action
|Router
Wireless Action Hostnarme P2 MAC Status Model Clients Software Ver SN Channel
& Manage O Reboot AP2200 192 7 ! Online RAP2200(E} 0 Reyeeos 153172 KDY 61 auto-7,auto-64
Wi-Fi
Clients 10/page Total 1

Blacklist/Whitelist
Radio Frequency
LAN Ports

LED

wio

[\ Switches.

£ Netwark

«Coltapse

Manage: Go to the AP detail setting page

ks 5 IP:
& R © heboor
* RAP2200(E)
Overview  Basics ~  Wireless ©  Advanced Diagnostics System
I Overview
Memory Usage Online Clients Status: Online
Duration: 6 hours 43 minutes 58 seconds
35% 0 Systime: 2022-04-04 17:51:45
I Device Details
Model: RAP2200ME) Hostname: AP2200 & SN: G
MAC: ca; Work Mode: AP £ Role: Slave AP @ (Master AC: 192.168.120.1)
Hardware Ver: 1.10 Software Vier: ReyeeOS 1.53.1721
| wisi
= Primary WI-Fi; @Ruijle-m3935 o~ GuestWi-Fi:
L Security: No *: Security: No

| nterface Detaits

Click RITA for help. =,

3

WAN LAN1

Reboot: Reboot the AP

Online: Show the SON status of AP.

Hostname: Click to modify the hostname of AP
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O ~rList

| AP List Group: All Groups Expand

Action Hosthame IP MAC

AP2200
@ Manage (O Reboot 92. JEATA

Save Cancel

Expand: Go to Device Group Page, can add new device group.

Ruﬁ- BRcycc | Ruijie-Hotel > Ruijie English ~ O Ruijie Cloud #Download App € Networl y @Network Check #{Warn [FLog Out

£ Overview

O ~rus ©)

@ Online Cllents

| AP List Group: All Groups Collapse List Filter Batch Action
[ Router
D Clients
T Wireless Action Hostname P MAC Status Model Software Ver SN Cr
All Groups
B Default [
WiFl & Manage ' Reboot AP2200 192.168.120.137 ca ATA Online RAP2200(E) 0 ReyeeOS 1.53. |“.m GI1C 196 auto:
I
Clients

Blacklist/Whitelist

Radio Frequency

LAN Ports
LED
wio
Elswitches
- Netwark
4
A
«Coltapse

48



Reyee Cookbook Configuration

O ArList

| AP List Group: All Groups | Collapse

Action Hostname -

All Graups
Default

AP1-Group E n Cancel

n 10/page

* Group Name AP1-Group

4.1.2.2 Wireless->Wi-Fi

This page has the Wi-Fi Setting, Guest Wi-Fi, Wi-Fi List, Healthy Mode, Load Balancing functions.

Ruijie | BRcycc ‘ Ruijie-Hotel > Ruijie English v O Ruijie Cloud  B¥Download App £ Network Setup  @Network Check  fWarn [3Log Out

&HOverview
Wi-FiSettings  GuestWi-Fi  Wi-Filist  HealthyMode  Load Balancing
®O0nline Clients =

o Tip: Changing configuration requires a reboot and clients will be reconnected. @
[ Router
Wireless | Wi-Fi Settings Device Group:  pefault
APs *SSID | @Ruijle-m3935
Band 246 +5G
Clients

Security | Open
Blacklist/Whitelist

Radio Frequency Collapse

LAN Ports Wireless Schedule ~ All Time
LED
VIAN | Default VLAN
Wwio
Hide SSID (The SSID is hidden and must be manually entered.)
[\ Switches
. AP Isolation (The client joining this Wi-Fi network will be isolated )
“FNetwork
Band Steering (The 5G-supported client will access 5G radio preferentially.)
XPress (The client will experience faster speed. )
=
-
Layer-3 Roaming (The client will keep his IP address unchanged in this Wi-Fi network.) &
«Collapse

1. Wi-Fi Settings

Click the Device Group to choose the AP group, then can set the Wi-Fi settings for that AP group.
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Ruijie | BRcycc | Ruijie-Hotel > Ruijie English ~ & Ruijie Cloud BiDownload App & Network Setup @ Network Check  JWarn  [3 Log Out

Wireless Schedule Al Time

Blacklist/Whitelist VLAN = Default VLAN
Radio Frequency Hide ssib

LAN Ports
AP Isolation
LED

wio

=) Switches: XPress

£ Netwark

SSID: SSID name

Band: 2.4G+5G, 2.4G, 5G

Security: Open, WPA-PSK,WPA2-PSK, WPA_WPA2-PSK

Wireless Schedule: All Time, Weekdays, Weekends, Custom

VLAN: Choose the VLAN used by this Wi-Fi Clients.

Hide SSID: The SSID is hidden and must be manually entered.

AP Isolation: The client joining this Wi-Fi network will be isolated.

Band Steering: The 5G-supported client will access 5G radio preferentially.
XPress: The client will experience faster speed.

Layer-3 Roaming: The client will keep his IP address unchanged in this Wi-Fi network.
Wi-Fi 6: 802.11ax High-Speed Wireless Connectivity.

2. Guest Wi-Fi

Click Device Group to choose the AP group, then can set the Guest Wi-Fi settings for that AP group. Click Enable to
enable Guest Wi-Fi.
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Ruijie | BRcycc

£ Overview
Wi-Fi Settings Guest Wi-Fi Wi-Fi List Healthy Mode Load Balancing
@ Oniine Clients

@ ir: Cranging configuration requires a reboot and clents will be reconnected. (©)
[ Router
= Wireless | Guest Wi-Fi Device Group|
APs B
Wi-Fi
Clients

Blacklist/Whitelist
Radio Frequency
LAN Ports

LED

wIo

«Coltapse

The Guest Wi-Fi will enable AP Isolation default and can’t be disabled, others are same with normal Wi-Fi.

Ruijie | BRcycc English v O Ruijie Cloud #¥Download App € Network Setup @ Network Check fiWarn [3Log Ou
£ Overview Guest Wi-Fi Device Group: | Default
®Online Clients Enable @D

Router
a *SSID | @Ruijie-guest-3935
Wireless .

Band = 24G+5G
APs
Security  Open

Wi-Fi

—— Collapse

Blacklist/Whitelist Wireless Schedule | Never Disable

Radio Frequency o
Default VLAN

LAN Ports

s Hide SSID (The SSID is hidden and must be manually entered.)

wio l AP isolation @) (The dlient joining this Wi-Fi network will be isolated.) J
[\ Switches B ,

Band Steering (The 5G-supported client will access 5G radio preferentially.)
ENetwork
XPress (The client will experience faster speed. )
Layer-3 Roaming (The client will keep his IP address unchanged in this Wi-Fi network)

wi-fic @D (802.11ax High-Speed Wireless Connectivity) @

3. Wi-Fi List

There are up to 8 SSIDs can be added for per AP group. But the default SSID can’t been removed.
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Ruijie | BRcycc | Ruijie-Hotel > Ruijie English ~ O Ruijie Cloud BDownload App & Network Setup @ Network Check  fjjWarn  [3Log Out

4 Overview
Wi-Fl Sertings Guest Wi-Fi WI-FI List Healthy Mode Load Balancing

@ Oniine Clients

@ ir: Cranging configuration requires a reboot and clents will be reconnected. (©)
[# Router
i L . . . + Add
= Wireless | Wi-Fi List Device Group:  pefoult
APs Upto 8 $5IDs can be added,
Wi-Fi sSID Band Security Hidden VLAN ID Action
Clients s
@Ruljie-m3935 56 OPEN No Default VLAN Edit
Blacklist/Whitellst
test 246456 OFEN No Detault VLAN Edit Delete

Radio Frequency

LAN Ports
LED
wio
ElSwitches
£ Netwark
-
M
«Coiapse

4. Healthy Mode

Enable Healthy Mode, and the device will decrease it's transmit power to reduce radiation.

You can enable the Healthy Mode base on Device Group and Choose the Working schedule.

Ruﬁ_‘ !.Rcycc Ruijie-Hotel > Ruijie English ~ O Rujjie Cloud BDownload App @ Network Setup @ Network Check H{Warn [FLog Out
£ Overview
Wi-FiSettings  GuestWi-Fl  Wi-Filist  Healthy Mode Load Balancing
(@ Online Clients
Enable healthy mode, and the device will decreasa its transmit power to reduce radiation. @
[# Router Tip: Changing configuration requires a reboot and clients will be reconnected.

= Wireless |Healthy Mode Dwiwﬁmuvl Default |
Abs l enabie @D |

WI-FI
Wireless Schedule | All Time J
Clients
Blacklist/Whitelist All Time
Wieekdays
Radio Frequency ’
Weekends
LAN Ports R
Custom
LED
wio
ElSwitches
- Netwark
r
an
«Cotapse

A Note:

Changing configuration requires to reboot your devices and clients will be reconnected.

5. Load Balancing

Add APs in the area into a group and enable load balancing. When load is unbalanced in the group, clients will

automatically associate to an AP with lighter load.
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Example: Add AP1 and AP2 into a group and select client load balancing. Set both the clients count threshold and
difference value to 3. when AP1 is associated with 5 clients and AP2 is associated with 2 clients, the load balancing will

be triggered. The association request of new clients to AP1 will be denied, and therefore they can only associate to AP2.

Ruijie | FRcycc ‘ Ruijie-Hotel > Ruijie English v O Ruijie Cloud  #9Download App & Network Setup @ Network Check  fifWarn  [3Log Out

& Overview
Wi-Fi Settings Guest Wi-Fi Wi-Fi List Healthy Mode Load Balancing

@ Online Clients i
s Load Balancing 1] Delete Selected
Router

Upto 32 entries can be added.

= Wireless Add APs in an area into a group and enable load balancing. When load is unbalanced in the group, clients will automatically associate to an AP with lighter load.
Example: Add AP1 and AP2 into a group and select client load balancing. Set both the client count threshold and difference to 3. AP1 is associated with 5 clients and AP2 is associated with 2 dlients, triggering load balancing. New clients’  attempt to associate
APs 10 AP1 will be denied, and therefore they can associate only to AP2.
Wi-Fi Group Name Type Rule Members Action
Clients
No Data

Blacklist/Whitelist
Radio Frequency
LAN Ports

LED

wio

[E\Switches

ENetwork

«Collapse

*Group Name | test]

*Type  Client Load Balancing

RUIE \When an AP is assoclated with | 3 @ cients and the

difference between the currently associated client count and

client count on the AP with the lightest load reaches

3 , clients can associate only to another AP in the
group. After a client association is denied by an AP for
10 times, the client will be allowed to associate to

the AP upon the next attempt.

* Members ®
I it rang

Cancel “

A Note

Up to 32 entries can be added.

Member count range: 2-16.
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*Group Name

*Type  Client Load Balancing

When an AP is associated with | 3 O ciients and the

difference between the currently associated client count and

client count on the AP with the lightest load reaches

3 | clients can associate only to another AP in the

group. After a client association is denied by an AP for

10 times, the client will be allowed to associate to

the AP upon the next attempt.

* Members [ AP2200 @

| Member count range: l

Cancel “

4.1.2.3 Wireless->Clients

The Wireless Client List displays Username, MAC, IP, SN, Duration, RSSI, Rate, Band, SSID, Channel, Action.

£ Overview

@ Wireless Clients
@ Oniine Clients

- | Wireless Client List 2 Refresh Advanced Search
(¥ Router
= Wireless Username MAC ] SN Duration RSS! Rate Band ssiD Channel Action
-04-04
APs 6 192.168.120.250 é 6 2‘:2&24?72 -a7 17M 56 @Rulfie-m3935 64 Add to Blacklist
WI-Fi
Gotapage 1 Total 1
Clients

Blacklist/Whitelist

Radio Frequency

LAN Ports
LED
wio
E) Switches.
- Netwark
&
A
«Coltapse

Click Add to Blacklist can add the client to blacklist.
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Do you want to add 64:5d:86:86:ab:fS to the blacklist?

4.1.2.4 Wireless->Blacklist/Whitelist

1. Global Blacklist/Whitelist

Choose All STAs except blacklisted STAs are allowed to access Wi-Fi, then you can click Add to add the blacklist WLAN
clients. With the Client, you can add with full MAC address or prefix of mac address.

Ruijie | BRcycc | Ruijie-Hotel > Ruijie English v O Ruijie Cloud BiDownload App @ Network Setup @ Network Check  f{Warn  [FLog Out

£ Overview
Global Blacklist/Whitelist SSID-Based Blacklist/Whitelist
& Online Clients

B Rout ‘ @ All STAs except blacklisted STAs are allowed to access Wi-Fi. Only the whitelisted STAs are allowed to access Wi-Fi.
[ Router

FWireless | Blocked WLAN Clients + Add @ Delete Selected

APs Upto 30 members can be added.
Wi-Fi
MAC Remark Action

Clients

645 5 RX1501 Edit Delete
Blacklist/Whitelist
Radio Frequency [+ ] 10/page Total 1
LAN Ports
LED
wio

[\ Switches.

£ Netwark

«Coltapse
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Add

I Match Type @ Full Prefix (OUI)

* MAC

Remark

Cancel

Match Type Full © Prefix (OUN)

Please enter 3 MAC address

Remark  RX1501

o -
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Choose Only the whitelisted STAs are allowed to access Wi-Fi, then you can click Add to add the whitelist WLAN

clients.

Ruijie | BRcycc J D t k Check p{Warn [3Log Out

£ Overview
Global Blacklist/Whitelist SSID-Based Blacklist/Whitelist
@ Oniine Clients

B\ Rout All STAs except blacklisted STAs are allowed to access Wi-Fi. © Only the whitelisted STAs are allowed to access Wi-Fi
? Router

Wireless Allowed WLAN Clients  Add @ Delete Selected

APs Upto 30 members can be added. Note: I the whitelist contains no clients,

Wi-Fi
MAC Remark Action

Clients
No Data
Blackiist/Whitelist
Radio Frequency [ 1] 10/page Total 0
LAN Ports
LED
wIo

£\ Switches

£ Netwark

'
Ai

«Coltapse

ﬂ Note

Up to 30 members can be added.

If you want to remove the client, you can select the clients then click Delete Selected

Ruijie | BRcycc

£ Overview
Global Blacklist/Whitelist SSID-Based Blacklist/Whitelist
@ Oniine Clients

B\ Rout ‘ © All STAs except blacklisted STAs are allowed to access Wi-Fi. Only the whitelisted STAs are allowed to access Wi-Fi
? Router

T Wireless | Blocked WLAN Clients L

APs Upto 30 members can be added.
Wi-Fi
MAC Remark Action

Clients
00:F FF RX1501 Edit Delete
Blackiist/Whitelist
Radio Frequency [+ ] 10/page Total 1
LAN Ports
LED
wIo

£\ Switches

£ Netwark

'
Ai

«Coltapse

Or click delete it here
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Ruijie | BRcycc | Ruijie-Hotel > Ruijie

Configuration

eck fiWarn [3Log Out

£ Overview
Global Blacklist/Whitelist SSID-Based Blacklist/Whitelist
& Online Clients

B Rout ‘ @ All STAs except blacklisted STAs are allowed to access Wi-Fi. Only the whitelisted STAs are allowed to access Wi-Fi.
[ Router

FWireless | Blocked WLAN Clients

APs Upto 30 members can be added.
Wi-Fi
= MAC Remark

Clients
a o F RX1501
Blacklist/Whitelist

Radio Frequency [+ ] 10/page
LAN Ports

LED

wio

[\ Switches.

£ Netwark

«Coltapse

Click Edit can modify the client information

Match Type @ Full Prefix (OUI)

Remark  RX.501

Cancel

2. SSID-Based Blacklist/Whitelist

Choose Device Group and SSID and then base on Blacklist/Whitelist to add WLAN clients.
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English v &3 Ruijie Cloud Network Setup  @Network Check iWam [3Log Ou

& Overview

Global Blackli: i SSID-Based Blacklist/Whitelist

®Online Clients
Blacklist/Whitelist is used to allow or reject a client’ s request to connect to the Wi-Fi network.
Note: OUI matching rule and SSID-based blacklist/whitelist are supported by only RAP Net and P32 (and later versions).

[ERouter
Rule: 1. In the Blacklist mode, the clients in the blacklist are not allowed to connect to the network.
2. In the Whitelist mode, only the clients in the whitelist are allowed to connect to the Wi-Fi network.
= Wireless
Aes l © All STAs except blacklisted STAs are allowed to access Wi-Fi Only the whitelisted STAs are allowed to access Wi-Fi.
Wi-Fi
o | Blocked wiaN clients +add | [ W Delete selected
lients
testl
Blacklist/Whitelist Upto 30 members can be added.
Radio Freqieicy MAC Remark Action
LAN Ports
00:E0:¢ 12:FF RX1701 Edit Delete
LED
00:EC 21 RX1 01 Edit Delete
WIO
E\Switches 00:E 3:42:12 RX™ .01 Edit Delete
“ Network 00: 8:42:13 RX 501 Edit Delete
00: 8:42:14 RX 501 Edit Delete
00:E 142:15 R 501 Edit Delete
00:E( :42:16 R 1501 Edit Delete ]
«Collapse

ﬁ Note

Up to 30 members based on SSID can be added.
OUI matching rule and SSID-based Blacklist/Whitelist are supported by only RAP Net and P32 (and later

versions).

4.1.2.5 Wireless->Radio Frequency

Radio Frequency page can modify the Country Code, 2.4G Channel Width, 5G Channel Width, Client Count Limit,
Kick-off Threshold based on the device group.

Ruijie | BRcycc

& Overview
@ 75: Changing configuration requires a reboot and clients wil be reconnected.

@ Oniine Clients

i Device Group:  Defau
2 Router | Radic Frequency

Country/Region  China (CN)

T Wireless
APs 2.4G Channel Width ~ Auto 5G Channel Width | Auto
Wi-Fl
Client CountLimit | 32 Client Count Limit | 32
Clients
. Kick-off Threshold @ Kick-off Threshold @ O
Blacklist/Whitelist Db — e Disable 75dBm 5

Radio Frequency
LAN Ports

LED
wio
) Switches

£ Netwark

«Coltapse
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Kick-off Threshold: When the client's RSSI is lower than the threshold, it will be kicked off.
4.1.2.6 Wireless->LAN Ports

You can configure the Default LAN Port Settings or configure LAN Port Settings base on APs.
1. Default Settings
Click Add VLAN to add the needed VLAN on Gateway first, if you have set the needed VLAN, this step can be ignored.

Ruijie | BRcycc ‘ Ruijie-Hotel > Ruijie English v O Ruijie Cloud  B¥Download App £ Network Setup  @Network Check  fWarn [3Log Out

& Overview
LAN Port Settings
@ e confiquration takes effect only for the AP with a LAN port, e.g, EAP1O1.

®O0nline Clients
Note: The configured LAN port settings prevail. The AP device with no LAN port settings will be enabled with default settings.

[ Router
| Default Settings

= Wireless -
VLAN ID Add VLAN
APs

(Range: 2-232 and 234-4090. A blank value indicates the same VLAN as

WiFi
WAN port)
Clients
Blacklist/Whitelist Applied to AP device with no LAN port settings @
LAN Ports
LAN Port Settings + Add [i] Delete Selected
LED
wio Upto8 VLAN IDsor 32 APs can be added (0 APs have been added)
Bswitches VLAN ID Applied to Action
& Network No Data
"
'y
«Collapse

*IP 192168121

* Subnet Mask ~ 255.255.255.0

fVLANID | 12

Remark

*MAC  EC:B9:70:46:81:63

oHeP Server @D)

“start | 192.168.12.1

“IP Count = 254

* Lease Time(Min) 30

DNS Server 192.168.12.1 @

Cancel

Then fill the needed VLAN, it will apply to AP devices without LAN port settings
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Ruijie | FRcycc ‘ Ruijie-Hotel > Ruijie

English v O Ruijie Cloud  #9Download App & Network Setup @ Network Check  fifWarn  [3Log Out

& Overview
LAN Port Settings

@Oniine Clients @ 7 configuration takes effect only for the AP with  LAN port, e.g. EAP101.
Note: The configured LAN port settings prevail. The AP device wi

h no LAN port settings will be enabled with default settings.

[ Router
| Default Settings
2 Wireless S
VLAN ID Add VLAN
APs
s (Range: 2-232 and 234-4090. A blank value indicates the same VLAN as
WAN port)
Clients
Blacklist/Whitelist Applied to AP device with no LAN port settings @
LAN Ports
LAN Port Settings + Add [ Delete Selected
LED
WIO Upto8 VLAN IDsor 32 APs can be added (0 APs have been added).
[E\Switches VLAN ID Applied to Action
& Network No Data
«Collapse

2. LAN Port Settings
Click Add to set the VLAN of AP LAN port

Ruifie | BRcycc | RufieHotel > Rufie

English v O Ruijie Cloud  B¥Download App £ Network Setup  @Network Check  fWarn [3Log Out

&HOverview
LAN Port Settings
®Oniine Clients o The configuration takes effect only for the AP with a LAN port, e.g,, EAP101.
Note: The configured LAN port settings prevail. The AP device with no LAN port settings will be enabled with default settings.

[ Router
| Default Settings
= Wireless .
VLAN ID Add VLAN
APs
i (Range: 2-232 and 234-4090. A blank value indicates the same VLAN as
WAN port)
Clients
Blacklist/Whitelist Applied to AP device with no LAN port settings @
LAN Ports
LAN Port Settings + Add [i] Delete Selected
LED
wio Upto8 VLAN IDsor 32 APs can be added (0 APs have been added)
[E\Switches VLAN ID Applied to Action
& Network No Data
«Collapse
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=

* Applied to

Cancel

4.1.2.7 Wireless->LED

Control the LED status of the downlink AP.

i?u;}Te BRcycc | Ruijie-Hotel > Ruijie English ~ O Ruijie Cloud  BID pp € Ne etup N Check H{Warn [Flog Out

£ Overview
LED Status Control

@ Oniine Clents o Control the LED status of the downlink AP.

T Wireless Save
APs
Wi-Fl
Clients
Blacklist/Whitelist

Radio Frequency

LAN Ports
LED
wio
E) Switches.
- Netwark
=
#
A
«Coltapse

4.1.2.8 Wireless->WIO

This feature will optimize the self-organizing network to maximize the WLAN performance. Please make sure that all

APs have been online.

Choose I have read the notes, then you can start Network Optimization.
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Ruijie | BRcycc ‘ Ruijie-Hotel > Ruijie English v O Ruijie Cloud ##Download App & Network Setup @ Network Check fiWarn  [3Log Out

& Overview

Network Optimization ~ Optimization Record
@ Online Clients ——
[ Router ©
Start
Wireless
Description:
APs This feature will optimize the self-organizing network to maximize the WLAN performance. Please make sure that all APs have been online.
s Notes:
1. During network optimization, the APs will switch channels, forcing the clients to go offiine. The process will last for a while, subject to the quantity of devices. It is recommended you enable network optimization at night.
Clients 2. If dynamic channel allocation is running in the backend, network optimization will fail. Please try again later.

3. The configuration cannot be rolled back once optimization starts

Bretiame B | have read the notes.

Radio Frequency
Network Optimization

LAN Ports
Loy | Scheduled Optimization
wio o Scheduled Optimization
Optimize the network performance at a scheduled time for a better user experience.
B switches
Enable
“ENetwork
'
&
«Collapse

A Note

1) During network optimization, the APs will switch channels, forcing the clients to go offline. The process will
last for a while which depends on the quantity of devices. It is recommended to enable your network

optimization at night.

2) If the dynamic channel allocation is running in the backend, network optimization will fail. Please try it again

later.

3) The configuration cannot be rolled back once the optimization starts.

Scheduled Optimization: Optimize the network performance at a scheduled time for a better user experience.

| Scheduled Optimization

0 Scheduled Optimization

Optimize the network performance at a scheduled time for a better user experience.

Enable @D

Day Sun

Time 03 :| 00

Save
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4.1.3 Switches Setting

Switch List displays all switches which are managed by Router. The information including Switch’s Hostname, IP, MAC,

Status, Model, Software Version, SN can be in this page. AP categories could be seen by clicking

Ruijie | ERcycc | test123 > EG105GW English A Ruijie Cloud 3§Download App & Network Setup @ Network Check 7 Wam [3Log Out

% Overview

© switch List

@ Online Clients

| Switch List [ Delete Offline Devices Batch Upgrade
{8 Router
=Wireless Action Hostname P MAC Status Model Software Ver SN
Biswiitches Manage  ES209GC-P & 192.168.110.3 o »77 Online RG-ES209GC-P ESW_1.0(1)B1P3 Release(07200415) CAP 37
= Network 192.168.110.74 54:1 Offline e ReyeeOS 1.54.1818 Gl
SO : " 245FP/BGTAXS e
M NBS3100 & 192.168.110.2 coB 0 Onl NBS3100 Reyee0S 1.83.1511 G1f 47
anage & .168.110. : nline SAGTASFP-P yeel .83,
n 10/page Total 3
‘g
Ai
&Collapse

Manage: Go to the Switch detail setting page

& System Info B Basic Settings O Upgrade

Support VLAN Settings (@) @ Panel View S Refresh (O Reboot

4

1 2 3 6 7 8 9
ol o ol o e ol ol X

Hostname: ES209GC-P
Ruijie Cloud Status: Connected

i Model: RG-ES209GC-P
o Software Ver: ESW_1.0(1)B1P3,Release(07200415)
SN: C 3237
MAC: CU: 28077
IP; 192.166.110.3
ik Subnet Mask: 255.255.255.0
WAN Gateway: 192.168.110.1

DNS Server: 192.168.110.1

Monitor Info

Port Statistics >
Cable Diagnostics >
MAC List >

Edit Hostname: Modify the hostname of switch
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Ruijie | FRcycc | test123 > EG1056W English A Ruijie Cloud 3§Download App & Network Setup @ Network Check 7 Wam [3Log Out

&% Overview

o Switch Liet

@ Online Clients

Edit Hostname
k | Switch L ESo09GEp [l Delete Offline Devices Batch Upgrade
L2 Router
= Wireless A w P MAC Status Model Software Ver SN
Bswitches Manage [ ES2096C-P & 192.168.110.3 Co:B8 DIT Online RG-ES209GC-P ESW_1.0(1)B1P3,Release(07200415) c 137
5200-
Network 192.168.110.74 54: \BF Offline s ReyeeOS 1.54.1818 Gl 78
ghitiil o : i 24SFP/BGTAXS el
M NBS3100 & 192.168.110.2 COE o pISTo0 ReyeeOs 1.83.1511 GIP) 47
Man 3 & 110, : ni 83.15
anage 3 ine SAGTASFP-P eyee! 5

- 10/page Total 3

Collapse

4.1.4 System Setting

4.1.4.1 Time

This page displays Current Time, Time Zone and NTP Server. It will synchronize the correct time

automatically,

Ruijie | FRcycc | test123 > EG1056W English A Ruijie Cloud 3§Download App & Network Setup @ Network Check 7 Wam [3Log Out

&% Overview

@) configure and view system time (The device has no RTC module. The time settings will not be saved upon reboot). @

Current Time  2022-04-07 21:11:32 m

@ Online Clients

[ Router
* Time Zone (GMT +8:00)Asia/Shanghai

= Wireless

B switches *NTP Server  O.cn.pool.ntp.org Add
Network 1.cn.pool.ntp.org Delete
Time cn.pool.ntp.org Delete
Password

poolntp.org Delete

Scheduled Reboot
Feboot & Reset asia.pool.ntp.org Delete

europe.pool.ntp.org Delete

rdate.darkorb.net

Save

Collapse

1. Manually edit the current time or click current time to let it synchronize current time automatically.
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*Time 2022-04-08 00:00:00

2022-04-08 00:00:00

2022 April

Tue Wed Thu

* Time 2022-04-07

2. Manually choose the Time Zone
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Ruijie | FRcycc ‘ test123 > EG105G6W English v

ORuijie Cloud  &EDownload App & Network Setup @ Network Check & Warn  [3Log Out

2. Overview
@ configure and view system time (The device has no RTC module. The time settings will not be saved upon reboot. ®

Current Time 2022-04-07 21:16:18

@ Online Clients

Router
*Time Zone ]
= Wireless
(GMT+8:00)Asia/Hong_Kong
. * NTP Server
B switches (GMT+8:00)Asia/Irkutsk
(GMT+8:00)Asia/Kuala_Lumpur
Network 2 =

(GMT +8:00)Asia/Kuching
Time (GMT+8:00)Asia/Macau
P (GMT +8:00)Asia/Makassar

(GMT+8:00)Asia/Manila
Scheduled Reboot

(GMT+8:00)Asia/Shanghai
Reboot & Reset
europe.pool.ntp.org Delete
rdate.darkorb.net Delete

Save

&Collapse

3. Add or delete the NTP server.

Ruijie | ERcycc | test123 > EG105GW English +

ORuijie Cloud 3§ Download App & Network Setup @ Network Check jifWam  [3Log Out

&% Overview

o Configure and view system time (The device has no RTC

ile. The time settings will not be saved upon reboot), @
@ Online Clients

Current Time  2022-04-07 21:15:39 m
[ Router

* Time Zone (GMT +8:00)Asia/Shanghai
= Wireless

*NTP Server  O.cn.pool.ntp.org

[ Switches

1.cn.pool.ntp.org

Time

cn.pool.ntp.org Delete
Password
poolntp.org Delete
Scheduled Reboot
asia.pool.ntp.org Jelete
Reboot & Reset P P-org Delete
europe.pool.ntp.org Delete
rdate.darkorb.net Delete

«Collapse

4.1.4.2 Password

Modify the password by enter your old password and new password.
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Ruijie | ERcycc | test123 > EG105GW English A Ruijie Cloud 3§Download App & Network Setup @ Network Check 7 Wam [3Log Out

&% Overview
o Change the login password. Please log in again with the new password later. @
@ Online Clients
" Old Password  sessessees

[ Router

* New Password wennrensnes
= Wireless

[ Switches

* Confirm Password wes

Network

Time

Password

Scheduled Reboot

Reboot & Reset

«Collapse

4.1.4.3 Reboot

1. Schedule Reboot for All Devices on the same SON network.

RRuijie  FRcycc | test123 > EG1056W English A Ruijie Cloud 3§Download App & Network Setup @ Network Check i Wam  [3 Log Out

&% Overview
o It is recommended to set the scheduled time to a network idle time, e.g. 2 AM..

@ Online Clients The downlink device will also be rebooted as scheduled.

5 Router

= Wireless Day 8@ Mon B Tue B Wed ®EThu B Fi B Sat ®& Sun

) Switches .
Time 03 : 00

Network

Time

Password

Scheduled Reboot

Reboot & Reset

«Collapse

2. Reboot for All Devices or Specified Devices on the same SON network immediately.
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Configuration

Ruijie | ERcycc | test123 > EG105GW

English ~

O Ruijie Cloud  38Download App @ Network Setup @ Network Check fi{Wam [3log Out
&% Overview

o Network Management
@ Online Clients
[ Router

@ The action here may affect the whole network. Please be cautious. If the page does not respond, please log in again.

=Wireless | Network Management

o acon
Select All Devicr Specified Devices

(0].¢

Time

Password
Scheduled Reboot

Reboot & Reset

«Collapse

3. Reboot for Specified Devices on the same SON network immediately.

Choose the devices which need to be reboot, then click Add and OK, then the devices will reboot.

RRuijie  fRcycc | test123 > EG1056W

English -

ORuijie Cloud 38 Download App

& Network Setup - @ Network Check i Wam [3Log Out
& Overview

o The action here may affect the whole network. Please be cautious. If the page does not respond, please log in again.
@ Online Clients
5 | Network Management
4 Router
B Switches Select Al Devices

Network

B Available Devices

Selected Devices 0/0
Time
Password
H 3402 - EGI05GW (-
Scheduled Reboot
511 1478 - NBS5200-2.. Add
Reboot & Reset
1G 0534 - RAP2260(E)
G1PH 747 - NBS3100-2..
GIQHZ i4A - RAP1200(F)
CAPCOY 37 - RG-ES209GC-P
OK
&Collapse
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Ruijie | FRcycc ‘ test123 > EG105G6W English v A Ruijie Cloud 3gDownload App @ Network Setup @ Network Check & Wam [3Log Out

WP NCLWOIR Wialager et

s Overview

o The action here may affect the whole network. Please be cautious. If the page does not respond, please log in again.
@ Online Clients

BRoiter | Network Management

SWireless o Action Reset
Switches Select Al Devices Specified Devices
P

= Network =
Available Devices 0/2 Selected Devices 0/4
Time
Password
G1Q 1384A - RAP1200(F) H1PE 19402 - EG105GW
Scheduled Reboot
CAPCC. 237 - RG-ES209GC-P G1RH1 447B - NBS5200-24...

Reboot & Reset
G1QH6 0534 - RAP2260(E)

G1PHC 747 - NBS3100-24GT4..

&Collapse

If you don’t want to reboot some selected devices, you can select then delete.

Ruijie | ERcycc | test123 > EG1056W English v  Ruijie Cloud 3§Download App & Network Setup @ Network Check # Wam [3Log Out

&% Overview

o The action here may affect the whole network. Please be cautious. If the page does not respond, please log in again.
@ Online Clients

2 Routs | Network Management
£ Router

= Wireless Action Reset
2 Switches Select Al Devices

Available Devices 072 B Selected Devices 214
Time
Password
GIC TTT74A - RAPT200(F) 1 )2 - EG105GW
Scheduled Reboot
CA 7 - RG-ES209GC-P 5 47B - NBS5200-24...
Reboot & Reset
G i4 - RAP2260(E)
Gl 47 - NBS3100-24GT4...
OK

«Collapse

4. Reboot Router

Click Router->System->Reboot, then click Reboot to reboot Router itself.
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Ruijie | FRcycc | test123 > EG1056W English A Ruijie Cloud 3§Download App & Network Setup @ Network Check 7 Wam [3Log Out

&% Overview

: EG105GW : H IP: 1
i Hostname: ) SN P; O Raboot
@ Online Clients * EG105GW MAC: 30 5
Overview  Basics Security Behavior VPN Advanced Diagnostics
= Wirell
reess Reboot  Scheduled Reboot
Management
[Z Switches
@ Ficase keep the device powered on during reboot. Upgrade ®

== Network Reboot
-
'
Ai

«Collapse

5. Schedule Reboot Router

Click Router->System->Reboot, then choose Schedule Reboot and click Enable to set the reboot day and time.

Finally Save the setting

Ruijie FRcycc | test123 > EG1056W English A Ruijie Cloud 3§Download App & Network Setup @ Network Check i Wam  [3 Log Out

&% Overview

Hostname: EG105GW SN: H1F 02 P " i T
@ Online Clients © EG105GW MAC: 30 15

= Wireless Login
Reboot oot
Management

i
Bswitches o it i rocommondod 1o set the schedklad one ko network ide time: eigs 2AM

The downlink device will also be rebooted as scheduled.

== Network
Day B Mon @ Tue B wed @ Thu B Fri @ sat B Sun
Time 03 t00
Save
-
'
ai
&Collapse

4.1.4.4 Reset
1. Reset all devices on the same SON network

Click Network->Reboot&Reset->Reset, then click OK to reset all devices.
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Ruijie | ERcycc | test123 > EG105GW English A Ruijie Cloud 3§Download App & Network Setup @ Network Check 7 Wam [3Log Out

&% Overview

o Network Management @
@ Online Clients

@ The action here may affect the whole network. Please be cautious. If the page does not respond, please log in again.

4 Router
Network Management
= Wireless | 9
Acti
B switches ction Reboot

Option Unbind Account (1 will n
[ ——]

Password

Scheduled Reboot

«Collapse

If you want to remove devices from Ruijie Cloud, can enable the option Unbind Account, then click OK.

Ruijie | ERcycc | test123 > EG105GW English A Ruijie Cloud 3§Download App & Network Setup @ Network Check 7 Wam [3Log Out

&% Overview

o Network Management @
@ Online Clients

@ The action here may affect the whole network. Please be cautious. If the page does not respond, please log in again.

& Router
Network Management
= Wireless | g
Acti
[ Switches ction  Reboot Re:

will not be managed by this account).

Unbind Account (The

Network

Time oK
Password
Scheduled Reboot

Reboot & Reset

«Collapse

2. Reset Router

Click Router->System->Management->Reset.
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Ruijie | FRcycc | test123 > EG1056W English A Ruijie Cloud 3§Download App & Network Setup @ Network Check 7 Wam [3Log Out

&% Overview

Host : B IAGW SN b 1P: 1
ostrame B e

@ Online Clients ® EG105GW MAC
Overview  Basics Security Behavior VPN Diagnostics
Login

= Wirel
retess Backup & Import

[ Switches

@ resetting the device will lear the current settings. If you want to keep the setup, please Backup P Up

= Network

Ai

Collapse

ﬁ Note

Resetting the device will clear the current settings. If you want to keep the setup, please Backup Profile first.

4.1.4.5 Backup &Import the configuration of Router

Click Router->System->Management->Backup & Import->Backup to backup configuration.

Ruijie | FRcycc | test123 > EG1056W English A Ruijie Cloud 3§Download App & Network Setup @ Network Check 7 Wam [3Log Out

&% Overview

Hostname: FI0SGW SN: IP
_  Raboo
@ Online Clients « EG105GW MAC.
= Login
= Wireless
Backup & Import Reset
Management
B\ Switches U y
o If the target version is much later than the current version, some configuration may be missing. spgrece @
) It is recommended to choose Reset before importing the profile. The device will be rebooted autc
= Network
| Backup Profile
Backup Profile
| Import Profile
File Path Beees
-
'
Ai
«Collapse

Click Router->System->Management->Backup & Import->Browse to choose the configuration, then click

Import to import it.
4.1.4.6 Upgrade the firmware of Router
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Ruijie | FRcycc | test123 > EG1056W

English ~

ORuijie Cloud 3§ Download App & Network Setup @ Network Check jifWam  [3Log Out

&% Overview

Hostname: EG105GW sn:t 2 IP: 13 O Reboot
D00
@ Online Clients ® EG105GW MAC: 3
B8 Router Basi VPN ics System
= Wireless
Backup & Import Reset
[ Switches
o If the target version is much later than the current version, some configuration may be missing. @
It is recommended to choose Reset before importing the profile. The device will be rebooted automatically later.
Network
| Backup Profile
—
| Import Profile
File Path  backup-EGIOSGW-E g
-
'
Ai
«Collapse

4.1.5 Diagnostics
4.1.5.1 Network Check

You can check your network and fix the problem on this page.

Click Router->Diagnostics->Network Check->Start

Ruijie  #Rcycc

4 Overview

Hostname: Ruijie SN: H

‘ P 1 MAC:
A Onfine Clients ® EG105G-P

© Reboot
sics Security PN
 Wireless
@ Network check @)
[E\Switches.
- Network
'
Ai
&Colapse
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Ruijie BRcycc

£ Overview

@ Oniine Clients

(B Router

= Wireless

witches

F Network

«Coltapse

test123 > Ruijie ORuijie Cloud

Hostname; Ruijie SN: H 3 IP: 172.265.253 MAC: €O

* EG105G-P

Securfty Behavior VPN Advanced

Diagnastics

@ nNetwork check

B 0ownload App

Configuration

£ Network Setup

) Reboot

WAN/LAN Cable
Auto-Negotiated Speed
WAN Port

DHCP-Assigned IP Address
LAN 8 WAN Address Conflict
Loop

DHCP Server Conflict

IP Address Conflict

Route

Next Hop Connectivity

DNS Server

4.1.5.2 Alarms

Alarms page can view and manage alarms.

Ruijie BRcycc

£ Overview

@ Oniine Clients

= Wireless

witches

F Network

«Coltapse

Ruijie-Hotel > Ruijie English ~  QRuijie Cloud B Download App

Hostname: Ruijie SN: H P17 MAC: EC:B
#EG105G-P
Overview  Basic Securfty v Behavior ~ VPN~ Advanced - [ Diagnostics -] sy
Network Checl
@ view and manage alarms
Alarms
: Network Taols
| Alarm List d
Packet Capture
Expand  Alarms Faull o
No Data
- 10/page
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£ Network Setup @ Network Check  fiWam  [3Log Out

U Reboot

View Unfollowed Alarm

Action

Total 0

@Network Check  H{Warn  [FLog Out

)
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4.1.5.3 Network Tool
You can check the network status by some tools on this page, such as Ping, Traceroute, DNS Lookup Tools

ORuijie Cloud  BDownload App & Network Setup @ Network Check fi{Warn  [3Log Out

Ruijie BRcycc | Ruijie-Hotel > Ruijie English ~

# Overview
. Hostname: Ruljie SN: P:1 MAC: ECB. @ Reboot
@ Oniine Clients ® EG105G-P

T Wireless
@ network Tools
Bswitches [ Newwors Toos
Tool @ Ping Traceroute DNS Lookup Network Tools
FNetwork e
. ress/Domain  www.google.com
1P Address/Domain  www.google.com Fault Collectior

*Ping Count 4

* Packet Size 64

'
M

«Coltapse

1. Ping Tool
Key in IP Address/Domain, Ping Count, Packet Size on this page, then Click Start will show the ping result on the

following windows.
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o Network Tools
Tool @ Ping Traceroute DNS Lookup

* |P Address/Domain 884858
*Ping Count 4

* Packet Size b4 Byies

PING 8.8.8.8 (8.8.8.8): b4 data bytes

72 bytes from 8.8.8.8: seq=0 ttl=112 time=42.277 ms
72 bytes from 8.8.8.8: seq=1 ttl=112 time=43.100 ms
72 bytes from 8.8.8.8; seq=2 ttl=112 time=43.862 ms
72 bytes from 8.8.8.8; seq=3 ttl=112 time=41.880 ms

--- 8.8.8.8 ping statistics —-

4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 41.880/42.779/43.862 ms

2. Traceroute Tool

Key in IP Address/Domain, Max TTL on this page, then Click Start will show the ping result on the following windows.
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0 Network Tools
Tool Ping © Traceroute DNS Lookup

* |P Address/Domain 172.26.4.1

*MaxTTL | 20

traceroute to 172.26.4.1 (172.26.4.1), 20 hops max, 38 byte
packets
1 172.26.4.1 (172.26.4.1) 1.860 ms 1.624 ms 1.868 ms

3. DNS Lookup Tool

Resolve the domain to an IP address.
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o Metwork Tools

Tool Ping Traceroute © DNS Lookup

* IP Address/Domain | www.google.com

Server: 127.0.0.1
Address 1: 127.0.0.1 localhost

Name:  www.google.com
Address 1: 2001::6ca0:a7a7
Address 2: 128.242 .240.20

4. Packet Capture
You can capture packet to generate a diagnosis file on this page.
Click Router->Diagnostics->Packet Capture, fill the Interface, Protocol, IP Address, File Size Limit, Packet Count

Limit then click Start.

English ~ O Rujjie Cloud BDownload App @ Network Setup @ Network Check H{Warn [FLog Out

Ruijie | BRcycc | Ruijie-Hotel > Ruijie

£ Overview

r Hostname: Ruijie SN E P17 MAG: EC 5 ) Reboot
@ Oniine Clients *EG105G-P
= Wireless
@ Packet Capture @)
Eswitches
Interface  LAN I ol
F Network Packet Capture
Protoeel, | TEP Fault Collectio
1P Address
Flle Size Limit ~ 2M lable Memory 7217 M
Packet Count Limit 500
-
ai
«Coltapse

Interface: Capture packets passing through this interface.

79



Reyee Cookbook Configuration

Protocol: Capture packets of this protocol.
IP Address: Capture packets of this IP address
File Size Limit: Limit the size of packet file

Packet Count Limit: Limit the packet count. When the packet count reaches the limit, packet capture will stop and a

download link will be generated.
5. Fault Collection

Compress the configuration file for engineers to identify fault.

Click Router->Diagnostics->Fault Collection->Start. Then will auto download a fault collection file for this.

Ruifie | BRcyce | RufieHotel > Ruije English ~ Q3 Rufie Cloud BiDownlosd App & Network Setup  @Network Check i Wam 3 Log Out
£ Overview
i Hostname: Ruijie SN: HIC 1P: 1 MAC: EC i i
& Online Clients ® EG105G-P
-m verview havior N Advanced Diagnostics
T Wireless e

o Fault Collection
Compress the configuration file for engineers to identify fault.

£ Switches o
- Network Packet Capture
Fault Callection

'
o

«Coltapse

4.1.6 WAN Load Balance

Application Scenario

80



Reyee Cookbook Configuration

Reyee Router

Reyee Switch

PC

Prerequisite
Two uplink cables which can access internet should be prepared.

Procedure

Step 1: Choose Gateway > Basics > WAN

' 2 U']’e ‘ Reyee > Ruijie OMACC = Download App & Network Setup & Network Check  pf Alarms 3 Exit
s Overview
Hostname: Ruijie IP Address: 172.18.158.150 () Reboot
@ Online Clients ¢ EG105G !
[ Gateway Device Overview  Basics Security Behavior VPN Advanced Diagnostics System
A WAN
+ Wireless WAN Settin @
o Configure ws LAN
[\ Switches

Single Line Dual-Line
= Network

*IP Assignment  Static IP Address
*IP Address  172.18.158.150 0]
* Submask  255.255.255.0
* Gateway 172.18.158.1

* DNS Server 192.168.58.95

Advanced Settings

Save

Step 2: Configure the WAN interface accordingly
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Configuration
Iuy'e ‘ Reyee > Ruijie English OMACC SDownload App & Network Setup @ Network Check i Alarms  [3 Exit
% Overview
) Hostname: Ruijie SN: 12348 012 IP Address: 172.18.158.150 @) Reboot
@ Online Clients  EG105G MAC: 00:DO:F8:11:11:11

B Gateway Device Overview  Basics Security Behavior VPN Advanced Diagnostics System

SRS WAN Settings ®
o Configure WAN settings.

£ Switches

“F Network

WAN WAN1

* IP Assignment

* IP Address

ISP/Load Settings

Static IP Address

172.18.158.150

*Submask | 255.255.255.0

* Gateway 172.18.158.1
* DNS Server 192.168.58.95

Advanced Settings

Save

Step 3: Choose ISP/Load Settings, and configure the load mode and interface weight

Reyee > Ruijie

rR_uiie

ownload App & Network Setup & Network Check g Alarms [ Exit

& Overview

Hostname: Ruiji SN 4 1P Address
© Reboot

@ Online Clients « EG105G MAC: 00
B Gateway Device Overview  Basics ecurity Behavior VPN Advanced Diagnostics systermn
= Wireless WAN Settings

Configure WAN settings @
2 Switches
+ Network

WAN WAN1 1SP/Load Settings
I Load Balancing Settings
Traffic will be routed based on ISP i P i The

traffic will be managed according to load mode.
1. Balanced mode: The traffic will be spread across multiple links according to the weight of each WAN port. For example. if WAN and WAN1 weight are set to 3 and 2
o respectively, 60% of the total traffic will be routed over WAN and 40% over WAN 1

2. Primary & secondary mode: All traffic is routed over the primary interface. Once the primary interface fails, traffic will be switched over 1o the secondary interface. If
there are multiple primary and secondary interfaces. please configure their weight (See balanced made).

Load Mode

Balancing Policy

* WAN Weight

*WAN1 Weight

100

Balanced

Based on Link

100

a

Balanced mode: The traffic will be spread across multiple links according to the weight of each WAN port. For example,

if WAN and WAN1 weight are set to 3 and 2 respectively, 60% of the total traffic will be routed over WAN and 40% over
WAN1.

Primary & secondary mode: All traffic is routed over the primary interface. Once the primary interface fails, traffic will

be switched over to the secondary interface. If there are multiple primary and secondary interfaces, please configure
their weight (See balanced mode).

Step 4: Save the configuration
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Configuration
&% Overview
Hostname: Ruijie IP Address: 172.18.158.150 ) Reboot
@ Online Clients © EG105G
[ Gateway Device Overview Basics Security Behavior VPN Advanced Diagnostics System
= Wireless WAN Settings
o Configure WAN settings. @
B\ Switches
"= Network
WAN WANT1 ISP/Load Settings
I Load Balancing Settings
Traffic will be routed based on ISP ings prefer ly. The ining traffic will be managed according to load mode.

1. Balanced mode: The traffic will be spread across multiple links according to the weight of each WAN port. For example, if WAN and WAN1 weight are set to 3 and 2
o respectively, 60% of the total traffic will be routed over WAN and 40% over WAN1.

2. Primary & secondary mode: All traffic is routed over the primary interface. Once the primary interface fails, traffic will be switched over to the secondary interface. If
there are multiple primary and secondary interfaces, please configure their weight (See balanced mode).

Load Mode  Balanced

Balancing Policy Based on Link

ank service, please

* WAN Weight 100

“WANT Weight 100

41.7 Port VLAN

Application Scenario
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Tag with VLAN 10

switch

Tag with VLAN 10
VLAN 10 client : 192.168.10.0/24

1. Click Router->Basics->LAN to create VLAN first.

Procedure

E‘uyTe BRcycc | Ruijie-Hotel > Ruijie English ~ O Rujjie Cloud BDownload App @ Network Setup @ Network Check H{Warn [FLog Out
£ Overview

: Hostname: Ruijie SN HI 4 1P 172 MAC: ECBS s @ Reboot

@ Oniine Cllents *EG105G-P

= Wirel
Wirsless LAN Setting: ¢IP Addresses  DHCP Option  DNS Proxy
ElSwitches
B L/ REU @
#Network PoE
| Lanset . tAdd | | @ Delete Selected
Upto 84 "
P Subnet Mask VLAN ID Remark DHCP Server Start IP Count Lease Time(Min) Action
192.168.110.1 255.255.255.0 Default VAN . Enabled 192.168.110.1 254 0 Edit
192.168.12.1 255.255.255.0 12 Enabled 192.168.12.1 254 a0 Edit Delete
-
ai
& Collapse
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*IP 192168101

* Subnet Mask  255.255.255.0

| *VLANID | 10

Remark

*MAC | EC:B970:51:88:88

oHeP Server @D)

“start | 192.168.10.1

“IP Count = 254

* Lease Time(Min) 30

DNS Server 192.168.10.1 @

Cancel oK

192.168.10.1 255.255.255.0 10 E Enabled 192.168.10.1

2. Click Port VLAN to tag VLAN, normally the VLAN will be tagged default.

Configuration

30 Edit Delete

ORuijjie Cloud  BDownload App & Network Setup @ Network Check f{Warn  [3Log Out

R‘uy’i?: #Rcycc | Ruijie-Hotel > Ruijie English ~
£ Overview
= Hostname: Ruijie SN: H 54 [0 ! MAC: ECB 5
@Oniine Clients ®EG105G-P
Overview Securlty Behavior VPN Advanced Diagnostics System

- WAN
= Wireless o Port

Pleasi LAN & VLAN first and configure port settings based on the VLAN.
() Switches .

IPV6 Address
| Port VL4
F Netwark ok
& conne ] POTLVLAN
BTV
i
Port 0 Port 1 Port2
Default VLAN UNTAG UNTAG UNTAG
VLAN 10 I ™G TAG ™6
VLAN 12 TAG TAG TAG
«Coiapse

@ Reboot

é
Ai

UNTAG: If VLAN 10 is set to untag VLAN of port 2, VLAN 10 will be the native VLAN of port 2. The packets from VLAN
10 will be forwarded over port 2 without tag VLAN 10 and all untagged packets over port 2 will be taken as the packets

from VLAN 10.
Each port can be configured with only one untag VLAN.
The native VLAN of port 1 is the default VLAN and cannot be edited.

TAG: If both VLAN 10 and VLAN 20 are set to tag VLAN of port 2, the packets from VLAN 10 and VLAN 20 will be

forwarded over port 2 with the corresponding VLAN tag.
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Not Join: If both VLAN 10 and VLAN 20 are set to Not Join port 2, port 2 will not receive or transmit packets from
VLAN 10 or VLAN 20.

41.8 VPN

Application Scenario

Clients to Site Scenario

HQ

wm:wz.ze.sV @

2 @

Reyee Gateway

WAN user
LAN:192.168.10.0/24

Site to Site Scenario

HQ Branch

WAN:172.26.5.237
WAN:172.25.6V -_"-'-'--..______

Reyee Gateway

Reyee Gateay

LAN:192.168.110.0/24
LAN:192.168.10.0/24

Procedure
4.1.8.1 PPTP VPN

PPTP VPN usually is used for the clients to site scenario and site to site scenario. For example, clients work from home,
but he need to access company server through PPTP VPN tunnel. Another example is that a company has three
branches which are distributed in three different places of the Internet, and every place need to establish a tunnel with

each other by a gateway.

1) Clients to Site Scenario Configuration

(1) On the HQ side:
Log in to Reyee EG by the default IP 192.168.110.1.
Click Setup->VPN->PPTP and enable PPTP.
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Ruijie | FRcycc ‘ Cloud Auth Test > EG105G-P

Configuration

English ~

&% Overview

®Online Clients

®EG105G-P
BRouter Overview Basics v Security ¥ Behavior ¥ VPN
o 1PSec
= Wirel
lieiess PPTP Settings  Tunnel List
—_— L2TP
[\ Switches
@ PrrPsettings
FNetwork
PPTP Type @ Server Client
* Local Address 192.168.100.1
“IPRange  192.168.1002-192.168.100.254
*DNSServer 8888
*PPP Hello Interval 10
«Collapse

Hostname: EG105G-P.

SN: HIPTATC001746

Advanced

VPN Clients

ORuijie Cloud #Download App £ Network Setup @ Network Check i Wam [3Log Out

IP: 172.265.253 MAC: CO:B8:£6:35:28:3C © Reboot

Diagnostics System

e

seconds

¢ Configure the PPTP setting and click Save.

Ruifie BRcycc

Cloud Auth Test

EG105G-P

. P English~ & mioad App @ Metwork Setup @ Network Check  {Wam [ Log Out
peration succeede

Online Cllents *EG105G-P

& Router

rview  Basics

= Wireless

PPTP Settings  Tunnel

@ Prresettings

PRTP Type

* Local Address

*IP Range

DNS Server

* PPP Hello Interval

“Collapse

Hostname: EG105G-P

List

@

© Server

Client

192,168.100.1

192.168.100.

0

d Configure VPN clients

Si; HIPTATCO01746

1P: 172.265.253 MAC: CO-BRES:35:28:3C © Reboot

System
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i?uyle %RCYCC ‘ Unknown Name > EG-gateway Engish O 8 & @ KA B
5% Overview
Host - EG-gatewa SN: H |
= ostname: EG-gateway T
@ Online Clients © EG105G-P IP: 172.26.5.46 MAC: EC:BY:/0:1/:39:35
[\ Router Overview  Basics ¥ Security v Behavior ¥ VPN ~  Advanced ¥  Diagnostics ¥  System v
=W IPSec
= Wireless v
o VPN Clients @
L2TP
[2 Switches —_—
| VPN Client List + Add 1 Delete Selected
- Network 4 VPN Clients
Upto 32 entries can be added.
Username Password Service Type Network Mode Peer Subnet Status Action

No Data

A

« Collapse

Add User

Service Type

* Username

* Password

Network Mode  PC to Router

Status @D

Cancel

A Note

o Service type: select PPTP.
o Network mode: select router to router.
° Peer Subnet: fill in the internal network segment of the branch. Please do(not to overlap with the internal

network segment of the headquarters).

(2) On the Clients side (take Windows 10 as example):

Enter Control Panel—Network and Internet—Network and Sharing Center
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B 0 @ Filters

Best match

3 Network and Sharing Center
Apps

B Settings

Settings

B system

2 Taskbar notification area
Search the web

O control panel -

2 control pane|

[EH Control Panel — (m] %

4 [E8 s Control Panel > v & ||Search Control Pane ¥

Adjust your computer's settings View by: Category ~

System and Security
Review your computer's status
Save backup copie:

your files with File History

Backup and Restore (Windows 7) i

Appearance and Personalization
% Network and Internet
View network status and tasks ¢ & Clock and Region
/ Hardware and Sound Change date, time, or number formats

[ View devices and printers
ﬂ Add a device @ Ease of Access

User Accounts

& Change account type

uggest settings

Programs

\.
[-J Uninstall a program

89



Reyee Cookbook Configuration

T eEUaTIE and Intemer ik i i
L = 4 B » ControlPanel » Mebwork and Internet » v 5 | Sasch e o
il ki Bl Metwork and Sharing Center
System and Securty * View mibwioik itatus snd tisks | Connect 1o 8 oebeork | View nataork Computins end Sevioes
» Metwork and Intemnet i?_l Internet Options
Liandware amd Sound ¥=] Change your homepage | Mensge browser add-ons | Delete browsing history and cookies
Programs f Irnfrar\ed
User Accounks Serad or receive a file
Appearance and
Perionaliceticn
Clock and Region
Ease of Access
5E Network and Sharing Center = o X
« v 4 ; > Control Panel > All Control Panel ltems > Network and Sharing Center v o Search Control Panel 0

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings
ange advanced sharing Big4 Access type: Internet

settings Public network Connections: .l Wi-Fi (Big4)
Media streaming options

Local Area Connection Access type: No Internet access
Public network Connections: § Local Area Connection

Change your networking settings

G Set up a new connection or network
Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

@ Troubleshoot problems
Diagnose and repair network p

bl P S

or get g ion.

See also
Internet Options
Windows Defender Firewall

b Configure VPN connection
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- X

“ % SetUp a Connection or Network

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

4 Set up 2 new network
<afy. Set up a new router or access point.

n. Manually connect to a wireless network
-, Connect to a hidden network or create a new wireless profile.

Connect to a workplace

Set up a dial-up or VPN connection to your workplace.

| Next | Cancel

<« I Connect to a Workplace

Do you want to use a connection that you already have?

(® No, create a new connection

O Yes, I'll choose an existing connection

&L Ruijie Demo

@ WAN Miniport (PPTP)

g% ALMA

WAN Miniport (PPTP)

|  Next || Cancel

91



Reyee Cookbook Configuration

< [g Connect to a Workplace

How do you want to connect?

—> Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.

N @ B

—> Dial directly

Connect directly to a phone number without going through the Internet.

N e

¢ [l Connect to a Workplace

Type the Internet address to connect to

Your network administrator can give you this address.

Internet address: |1?2.26.5.19d The WAN IP of HQ |

Destination name: |VPN Connection |

[JUse a smart card
[“] Remember my credentials

& [ Allow other people to use this connection

This option allows anyone with access to this computer te use this connection.

I Create II Cancel

¢ Change adapter’s setting.
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%% Network and Sharing Center

«

Control Panel Home

M ? > Control Panel > All Control Panel ltems > Network and Sharing Center

View your basic network information and set up connections

View your active networks
Bigd Access type: Internet
settings Public network Connections: .l Wi-Fi (Bigd)
Media streaming options
Local Area Connection Access type: No Internet access
Public network Connections: § Local Area Connection
Change your networking settings
‘5. Set up a new connection or network
Set up a broadband, dial-up, or VPN connection; or set up a router or access point.
Troubleshoot problems
Diagnose and repair network or get ing i
See also

Internet Options
Windows Defender Firewall

&tﬁ

7items

if‘ Network Connections

v A “F > Control Panel > Network and Internet > Network Connections

- Start this connection Rename this connection Delete this connection Change settings of this connection

ALMA "/ Bluetooth Network Connection "~ Ethemet2
Disconnected Not connected * _ Network cable unplugged
WAN Miniport (PPTP) Bluetooth Device (Personal Area... 3§ @7 Realtek PCle GBE Family Controller
Ruijie MY VPN Connection Sy Wi
Disconnected - Big4, Shared
WAN Miniport Connect / Disconnect ft (IKEv2) il Intel(R) Wi-Fi 6 AX200 160MHz
Status
Set as Default Connection
Create Copy
Create Shortcut
® Delete
& Rename
Ie Properties I

1item selected
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= o

X

v | & Search Control Panel @

= [m]

~ 1J] Search Network Co...

™| Local Area Connection
r Local Area Connection

@7 TAP-Windows Adapter V9 for Ope...

X

P
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3 VPN Connection Properties X

General Options Securty Networking Sharing

Type of VPN:
| Point to Point Tunneling Protocol (PPTP) v I
Data encryption: : .
Optional encryption (connect even if no encryption) v
Authentication

(O Use Extensible Authentication Protocol (EAP)

(® Allow these protocols

Unencrypted password (PAP)
Challenge Handshake Authentication Protocol (CHAP)
Microsoft CHAP Version 2 (MS-CHAP v2)

[] Automatically use my Windows logon name and
password (and domain, if any)

=

d Check the Status of Connect VPN Connection Status.
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Windows Security %

Sign in

OK Cancel

=
b4
1 |
. Netwaork

¥

Dsg.:: VPN Connection
nected

e If your PC can’t reach HQ internal devices(192.168.10.0/24) after VPN connected. Add the following static route on
your PC. The 192.168.100.2 is the PC's IP get from HQ. Then PC can reach HQ internal devices normally.

oute add 192. > . 10. 0 mask

Site to Site Scenario Configuration

(1) On the HQ side:
a Loginto Reyee EG by the default IP 192.168.110.1.
b  Click Setup->VPN->PPTP and then enable PPTP, choose PPTP type as Server.
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Configuration
Ruijie | FRcycc ‘ 20211224 > EG105G-P-V2 English v ARuijie Cloud g8Download App £ Network Setup @ Network Check & Warn  [3 Default Password
& Overview
Device Info Wi-Fi Setup>
®Online Clients Hostname: EG105G-P-V2
SN: F ; _— -
[ARouter Rintet 1 /,5~anaryW|t :20211224 = Guest W|tF‘,
0 Security: Yes 2 Security: No
® EG105G-P-V2 MAC: 00:D0:F8:15:08:43
2 Wireless v Software Ver: ReyeeOS 1.55.1914
B Switches
Net Status ( Online Devices / Total ) Refresh ©
= Network
g 7 000bps U 0.00bps ——— (— s
DHCP 1 0/0 0
Internet Router Switches Online Clients
Real-Time Flow (Kbps) Kops WAN
| -@- Uplink Flow ~@- Downlink Flow
08
0.6
|;
04
a
«Collapse 02

Ruijie | BRcycc | Cloud Auth Test > EGI056-F

English v ORuijie Cloud #¥Download App & Network Setup @ Network Check JijWarn  [3Log Out

% Overview
= Hostname EG105G-P SN: H1PTATC001746 IP: 172.26.5.253 MAC: C0:BE:E6:35:28:3C (O Reboot
®Online Clients ©EG105G-P
BRouter Overview Basics ¥ Security ©  Behavior v VPN ~  Advancec v  Diagnostics ¥ System
P IPSec
= Wirel -
ieless PPTP Settngs  Tunnel List
i L21P
i switches
@ Prre settings ®
FNetwork VPN Clents
PPTP Type © Serve Client
* Local Address  192.163.100.1
“IPRange | 192.168.100.2-192.168.100254 (-]
*DNSServer | 8888
*PPP Hello Intenval | 10 seconds
«Collapse

¢ Configure the PPTP settings and click Save.
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Ruijie | ERcycc | EWEB COBBEG2149FD > EG105G-P

1 Download App & Network Setup @ Network Check g Warmn  [3Log Out
Operation succeaded. L L &
&3 Overview
PPTP Settings Tunnel List
@ Online Clients

o PPTP Settings

B Router
Enable PPTP ()
reless

[ Switches PPTP Type @ PPTP Server PPTP Client
= Network *Local Address  192.168.100.1
* IP Range 192.168.100.2-192.168.100.254 (7]

* DNS Server 8888

* PPP Hello Interval 10

«Collapse

d Configure VPN client.

Ru,l’lé #Rcycc | UnknownName > EG-gateway

Engishv & B & @ © B

5% Overview
Hostname: EG-gateway SN;: HAE T p—
- eboo
@ Online Clients © EG105G-P 1P: 172.26.5.46 MAC: EC:BY./U:1/:39:35
[ Router Overview  Basics ¥ Security v

Behavior ¥ VPN ~  Advanced ¥  Diagnostics ¥  System “

= Wireless i IPSec

© ven clients . ®

2\ Switches PRTP
| VPN Client List + Add [l Delete Selected
“= Network v
Upto 32 entries can be added.
Username Password Service Type Network Mode Peer Subnet Status Action
No Data
]
Ai
« Collapse
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Add User

Service Type

* Username

* Password 12345678

Network Mode | Router to Router

* Peer Subnet | 192.168.110.0/24|

status @D

A Note

o The Peer Subnet is the local IP range of its branch.

On the Branch side:
a Log in to the Reyee EG by the default IP 192.168.110.1.
b Click Setup->VPN->PPTP and then enable PPTP, choose PPTP type as Client.

Ruijie  BRcycc | Cloud Auth Test > EG1056-P English ORuijie Cloud $Download App £ Network Setup @ Network C wam  [FLog Out
£ Overview
N Hostname: EG1056-P SN: HIPTATCO01746 IP: 172.26.5.253 MAC; COBBEG35:26:3C \
@ Online Clients ©EG105G-P
B Router Overview  Basics Security Behavior VPN Advanced Diagnostics System
= Wirel
ERieSs; PPTP Settings  Tunmel List
) Switches
@ prresettings @
= Network
Enable
'
&i
«Collapse
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Ruijie | ERcycc ‘ GTAC Reyee > EG English v Ruijie Cloud $§Download App & Network Setup @ Network Check gWarn  [3 Default Password

&5 Overview

Enable PPTP (@D
@ Online Clients
= PPTPType  PPTPServer @ PPTP Client
ERouter
Wireless * Username | test
&) Switches  Password  sssssses
& Network Interface  WAN
Tunnel IP @ Dynamic Static
*Server Address  172.26.6.190
* Peer Subnet 192.168.10.0/24
Work Mode @ NAT Router
~
* PPP Hello Interval 10 P
Ai
«Collapse O —

ﬁ Note

PPTP type: select PPTP Client
Username and password: Fill in the username and password Which have been added in the headquarters

Tunnel IP: Tunnel IP address is the address in the IP range of the address pool filled in by the
headquarters. Selecting dynamic means assigning the IP address of the address pool randomly. Selecting
static means that, any addresses in the address pool can be entered by yourself without conflict.

Server address: Fill in the WAN port address of the headquarters (public network IP is required. This is a
test, so it is a private network address).

Peer Subnet: the internal network segment of the headquarters (do not overlap with the internal network
segment of the branch).

Work mode: The work mode here refers to whether the headquarters is allowed to access the branch
intranet, if it is allowed, select [Router], if not, select [NAT].

¢ Check the VPN connection status.

PPTP Settings Tunnel List
o Tunnel List @
1 Delete Selected
Username Server/Client Tunnel Name Virtual Local IP Access Server IP Peer Virtual IP DNS Action
test Server ppp0 192.168.100.1 172.26.5.237 192.168.100.2 8888 Delete

41.8.2 L2TP VPN

L2TP VPN usually is used for the clients to site scenario and site to site scenario. For example, clients work from home

but he need to access company server through L2TP VPN tunnel. Another example is that a company has three

branches which are distributed in three different places of the Internet, and everyone need to establish a tunnel with

each other by a gateway.

Clients to Site Scenario Configuration
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On the HQ side:

a Loginto Reyee EG by the default IP 192.168.110.1.
b Click Setup->VPN->L2TP and enable L2TP.

Ruijie | RRcycc | 20211224 > EG105G-P-V2

English v yRuijie Cloud §gDownload App & Network Setup @ Network Check 1§ Wam 3 Default Password

& Overview
Device Info Wi-Fi Setup>
® Online Clients Hostname: EG105G-P-v2
SN: F : - -
—Primary Wi-Fi: 20211224 — Guest Wi-Fi:
Rousr ) =
[ Router IP: 1 remereme R Security: Yes * Security: No
© EG105G-P-V2 MAC: 00:D0:F8:15:08:43
= Wireless Software Ver: ReyeeOS 1.55.1914
2\ Switches
Net Status ( Online Devices / Total ) Refresh &
% Network
g  0.00bps 4 0.00bps —_—— K3
DHCP 1 0/0 0
Internet Router Switches Online Clients
Real-Time Flow (Kbps) Kops WAN
E -@- Uplink Flow ~@- Downlink Flow
08
0.6
a
' 4
04 -
a
«Collapse 02

RRuijie | ARcycc | text2 > EG-gateway

Engish- 3 88 & @ B B

&2 Overview

Hostname: EG-gateway SN: HallE 0 e

eboof
@0nline Clients * EG105G-P IP: 172.26.5.46 MAC: ECBS U 1735755
A Router Overview  Basics Security Behavior Advanced Diagnostics System
= Wireless g ) IPSec
L2TP Settings Tunnel List

£\ Switches

© L27P settings PPTP @

VPN Clients
Enable Q
L2TP Type @ Server Client
* Local Address  192.168.100.254
.?
) &
IP Range 192.168.100.1-192.168.100.253 (2]

« Collapse

¢ Configure the L2TP setting and click Save.
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Ruijie Cloud Auth Tast 5 EG1056-P
& Overview
Py @ Hostname: EG105G-P SN 1P 172.26.5.253 MAC: COT I ) Reboot
& Online Clients «EG1056-P
B Router Overview Basics = Securlty ~ Bohavior ~ VPN~ Advanced agnostics ~  System
¥ Wireless, L2TP Settings ~ Tunnel List
iswitches
@ L27p settings @
E Network
Enable (@D
L2TP Type @ Server Clent
*Local Address 10001
*IPRange  10.0.0.2-10.00.254 L]
“DNSServer 8888
1PSec Security  Open
* PPP Hello Interval 10
4 Collapse

d Configure VPN clients

Ruy’lé #Rcycc ‘ Unknown Name > EG-gateway

Englishv & 8 & @ B B

5% Overview
Hostname: EG-gateway SN: HONE ST
¥ eboo
@ Online Clients © EG105G-P IP: 172.26.5.46 MAC: EC:BY:/0:1/:39:35
A Router Overview  Basics ¥ Security v

Behavior ¥ VPN ~  Advanced ¥  Diagnostics ¥  System v

= Wireless ¥ IPSeq

© ven clients . ®

[2 Switches PPTP
| VPN Client List + Add 1 Delete Selected
= Network s
Upto 32 entries can be added.
Username Password Service Type Network Mode Peer Subnet Status Action
No Data
~
Ai
« Collapse
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Add User

Service Type

* Username

* Password

Network Mode PC to Router

Status (:)

A Note

The local address and the IP range of address pool cannot conflict with the internal network address of the
device.

Local address: Local address is the local virtual IP of the VPN tunnel. The PC can access the server
through this address after dialing in.

Address pool IP range: The IP address pool assigned by the L2TP servers to the clients.

The PPP link maintenance interval is the default, which refers to the interval at which PPP link
maintenance detection messages are sent after PPTP is connected.
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On the Clients side (take Windows 10 as example):

Configuration

a Enter Control Panel—Network and Internet—Network and Sharing Center

@ D @

Best match

g Control Panel
App

Racent

3 Network and Sharing Center

Apps
& settings
Settings

B system

=3 Taskbar notification area

Search the web

£ control panel

i s

Filters

[EH Control Panel

A [EH s Control Panel »

Adjust your computer’s settings

System and Security

Review your computer's status

Save backup copies of your files with File History
Backup and Restore (Windows 7)

Network and Internet

View network status and tasks

/ Hardware and Sound

View devices and printers
Add a device
Programs

Uninstall a program

v & ||Search Control Pane

View by: Category ~

User Accounts

9 Change account type

Appearance and Personalization

Clock and Region
Change date, time, or number formats

Ease of Access

Let Windows suggest settings

Optimize visual display

(m]

X

p

103



Reyee Cookbook Configuration

T TRetwoiK #nd Intermel = w =

- * 4 B » Control Panel » Hetwork and inbernwt w & | SwarchCo Y
el Kk MNetwork and Sharing Center
System and Securdy * View mibwioik itatus snd tisks | Connect 1o 8 oebeork | View nataork Computins end Sevioes

» Metwork and Intemnet i?_l Internet Options
Liandware amd Sound ¥=] Change your homepage | Mensge browser add-ons | Delete browsing history and cookies
Programs f Irnfrar\ed
T — Sersdd o regenve a file
Appearance and
Perionaliceticn
Clock and Region
Ease of Access

b Configure VPN connection

%% Network and Sharing Center - a X

< v A ¥ » Control Panel > All Control Panel Items > Network and Sharing Center v | O Search Control Panel ©

View your basic network information and set up connections

Control Panel Home

View your active networks

g g Bigd Access type: Internet
settings Public network Connections: . Wi-Fi (Bigd)
Media streaming options

Local Area Connection Access type: No Internet access
Public network Connections: © Local Area Connection

Change your networking settings

t. Set up a new connection or network
Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

@ Troubleshoot problems
Diagnose and repair network or get ing il

Seealso
Internet Options.
Windows Defender Firewall
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&=

? Set Up a Connection or Network

Choose a connection option

Configuration

X

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

4 Set up a new network

cagg, Set up a new router or access point.

‘. Manually connect to a wireless network

«_. Connect to a hidden network or create a new wireless profile.

Connect to a workplace

Set up a dial-up or VPN connection to your workplace,

&« & Connect to a Workplace

Do you want to use a connection that you already have?

(® No, create 2 new connection

(O Yes, I'll choose an existing connection

Next

I Cancel

Ruijie MY

WAN Miniport (PPTP)
g; Ruijie Demo

WAN Miniport (PPTP)

&w‘} ALMA

WAN Miniport (PPTP)
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- X
& [§ Connectto a Workplace

How do you want to connect?

—> Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.

N @ B

—> Dial directly

Connect directly to a phone number without going through the Internet.

] S

¢« [ Connect to a Workplace

Type the Internet address to connect to

Your network administrator can give you this address.

Internet address: 172266190 The WAN IP of HQ
Destination name: VPN Connection
[JUse a smart card

[ Remember my credentials

& [] Allow other people to use this connection

This option allows anyone with access to this computer to use this connection.

I Create ” Cancel
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¢ Change adapter’s setting.
5¥ Network and Sharing Center e a X

« “ 4 A > Control Panel » All Control Panelltems » Metwork and Sharing Center v O Search Control Panel 0

View your basic network information and set up connections
Control Panel Home

View your active networks
Change adapter settings
ange advanced sharing Big4 Access type: Internet

settings Public network Connections: .l Wi-Fi (Bigd)
Media streaming options

Local Area Connection Access type: Ne Internet access
Public network Connections: I Local Area Connection
Change your networking settings

Set up 2 new connection or network
Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

@ Troubleshoot problems

Diagnose and repair network probl or get troublest g i
See also
Internet Options
Windows Defender Firewall
& Network Connections - o X
< v A *P > Control Panel > Network and Internet > Network Connections v O Search Network Co... 0

Organize v Start this connection Rename this connection Delete this connection Change settings of this connection

gt ALMA "/ Bluetooth Network Connection SE‘ Ethernet 2 ;F Local Area Connection
- Disconnected Not connected > _ Network cable unplugged F Local Area Connection
@ WAN Miniport (PPTP) % Bluetooth Device (Personal Area... 3§ @7 Realtek PCle GBE Family Controller @& TAP-Windows Adapter V9 for Ope...
- Ruijie MY VPN Connection S Wi-Fi
&g Disconnected - kg Big4, Shared
ﬁ WAN Minipord Connect / Disconnect It (IKEv2) .d Intel(R) Wi-Fi 6 AX200 160MHz
Status

Set as Default Connection

Create Copy

Create Shortcut
® Delete
& Rename

IG Properties I

Titems  1item selected
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Configuration
2 Ruijie MY Properties

General Options Securty Networking Sharing

of VPN
Layer 2 Tunneling Protocol with IPsec (L2TP/1Psec)

Advanced settings
Data encryption:

~

Optional encryption (connect even if no encryption)
Authentication

(O Use Extensible Authentication Protocol (EAP)

(® Allow these protocols

Unencrypted password (PAP)

Challenge Handshake Authentication Protocol (CHAP)
Microsoft CHAP Version 2 (MS-CHAP v2)

[J Automatically use my Windows logon name and
password (and domain, if any)

d Check the Status of Connect VPN Connection Status
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Windows Security %

Sign in

OK Cancel

e
wh

] L |

N Metwork

i

o? VPN Conmection
ted

e If your PC can’t reach HQ internal devices(192.168.10.0/24) after VPN connected. Add the following static
route on your PC. The 192.168.100.2 is the PC's IP get from HQ. Then PC can reach HQ internal devices

normally.

aisy’route add 192. 168. 168. 10. 0 mask 255. 255. 255. 0 192. 168. 100. 2

Site to Site Scenario Configuration

On the HQ side:
a Loginto Reyee EG by the default IP 192.168.110.1
b  Click Setup->VPN->L2TP and then enable L2TP, choose L2TP type as Server.
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Ruijie | BRcycc | 20211224 > EG1056-P-v2

ORuijie Cloud  8Download App & Network Setup @ Network Check i Wam [3 Default Password

& Overview
Device Info Setup>
®Online Clients Hostname: EG105G-P-V2
SN: F ; . -
Primary Wi-Fi: 20211224 = Guest Wi-Fi:
[ Router - 1P; 1 reerererss < Security: Yes = Security: No
© EG105G-P-V2 MAC: 00:D0:F8:15:08:43
2 Wireless Software Ver: ReyeeOS 1.55.1914
2\ Switches
Net Status ( Online Devices / Total ) Refresh ©
% Network v
g  0.00bps 4 0.00bps — B K3
DHCP i 0/0 0/0 0
Internet Router Switches APs Online Clients
Real-Time Flow (Kbps) Kbps WAN
. -@- Uplink Flow @~ Downlink Flow
08
0.6
é
04 -
a
KCollapse 02

Ruijie | FRcycc | Cloud Auth Test > EG105G-P

eglsh 0 38 & @ & B3

5% Overview = .
8 Hostname: EG105G-P SN: H1PTATC001746 ) Reboot
[P: 172.26.5.253 MAC: CO:BB:E6:35:28:3C
(® Online Clients EG105G-P
Overview  Basics Security Behavior ~ Advanced Diagnostics ~ System *
A Router
= Wireless L2TP Settings Tunnel List
2 Switches o L2TP Settings PPTP @
VPN Clients

% Network

L2TP Type @ Server Client

* Local Address 192.168.100.254
IPRange  192.168.100.1-192.168.100.253 2]
«Collapse

¢ Configure the L2TP settings and click Save.
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Ruifie | ARcycc | Cloud Auth Test > EG1056-P Engshe O 28 & @ @ B

&% Overview

© L27e settings ®@

@ Online Clients

Enable O
B Router
L2TP Type @ Server Client
= Wireless
B switches * Local Address 192.168.100.254
Z Network IPRange  192168.100.1-192.168.100.253 ®

"DNS Server | 8888

IPSec Security Open

* PPP Hello Interval 10 seconds

«Collapse

d Configure VPN client.

Ruijie | FRcycc | Unknown Name > EG-gateway Engishe O 88 & @ H B
5% Overview
Hostname: EG-gateway SN: H . u ® Reboot
@ Online Clients © EG105G-P IP: 172.26.5.46 MAC: EC:bY:rU:1/:39:35
[M Router Overview  Basics v Security v Behavior ¥ VPN ~ Advanced v Diagnostics v System v
W IPSec
= Wireless v
© veN clients @
L2Tp
[Z) Switches pETD
| VPN Client List + Add [l Delete Selected
= Network 4
Upto 32 entries can be added.
Username Password Service Type Network Mode Peer Subnet Status Action
No Data
]
Ai
« Collapse
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Add User

Service Type

* Username

* Password vesanene

Network Mode  Router to Router

* Peer Subnet | 192,168.110.0/24

Status c

Cancel

A Note

The Peer Subnet is the local IP range of its branch.

On the Branch side:
a Loginto the Reyee EG by the default IP 192.168.110.1
b Click Setup->VPN->L2TP and then enable L2TP, choose L2TP type as Client.

Ruijie | 8Rcycc | Cloud Auth Test > EG105G-P

English ~  Ruijie Cloud 3§ Download App & Network Setup @ Network Check i Warn  [3 Log Out

&% Overview
Hostname: EG105G-P SN: HIPTATC001746 IP; 172.26.5.253 s
eboot
@ Online Clients «EG105G-P MAC: CO:BS:E6:35:28:3C
& Router Overview  Basics Security Behavior VPN Advanced Diagnostics System
= Wireless IPSec

L2TP Settings Tunnel List

L2re

2 Switches
o L2TP Settings PRTR @
= Network VPN Clients
Enable (@D
L2TP Type Server @ Client
*Username  Branch
“Password | seeee @
Interface  WAN
Tunnel IP @ Dynamic Static 1?
i
«Collapse Server Address 172.26.5.237
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Ruijie BRCYCC | GTAC Reyee > ReyeefG English v O Ruijie Cloud B Download App @ Network Setup @ Network Check  fiWam  [FLog Out
, Overview @ La1P Settings )
& Online Clients Enable @D
& Rou

P Type erver @
¥ Wireless
test!
E\ Switches.
ord
nterface WAN
funnel IP @ Dyna Stati
Add '2.26.6.19
P t 8.10.0/2-
IPSec Security | Oper
Work Mode €@ NAT Router
* PPP Hello Interval
A\ Note
° Work Mode description:
o NAT: NAT the incoming L2TP packets (Replace the source IP address with the local virtual IP address).
o Router: Only route the incoming L2TP packets.
¢ Check the VPN connection status
L2TP Settings Tunnel List
o Tunnel List @
[ Delete Selected
Username Server/Client Tunnel Name Virtual Local IP Access Server IP Peer Virtual IP DNS Action
test1 Client 12tp 192.168.30.1 172.26.6.190 192.168.30.254 8888

4.1.8.3 IPsec VPN

IPsec VPN is used for Site to Site scenario. For example, three branches of a company are distributed in three different
places of the internet. And every branch uses a gateway to establish tunnels with everyone, and the data between the

corporate intranets (several PCs) is securely interconnected through the IPSec VPN tunnel established by these
gateways.
Site to Site Scenario Configuration
On the HQ side:
a Loginto Reyee EG by the default IP 192.168.110.1.

b Click Setup > VPN > IPSec > Add the policy.
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Ruijie | FRcycc | 20211224 > EG105G-P-V2 English v A Ruijie Cloud ZgDownload App @ Network Setup @ Network Check & Warn  [3 Default Password
&% Overview
Device Info Wi-Fi Setup>
@ Online Clients Hostname: EG105G-P-V2
—=Primary Wi-Fi: 20211224 = Guest Wi-Fi:
R = =
B Router — g Security: Yes g Security: No
©EG105G-P-V2 MAC: 00:D0:F8:1
= Wireless - Software Ver: ReyeeOS 1.55.1914
B Switches
Net Status ( Online Devices / Total ) Refresh &
Network
@ oo Comps () g
DHCP 1 0/0 0/0 0
Internet Router Switches APs Online Clients
Real-Time Flow (Kbps) Kbps WAN
| -@- Uplink Flow @~ Downlink Flow
08
0.6
04
& Collapse 02

Ruijie | FRcycc | Cloud Auth Test > EG105G-P English v QRuijie Cloud ggDownload App & Network Setup @ Network Check 7 Wamn [3Log Out
&% Overview
Hostname: EG105G-P SN: 1 P: 172265253 T
eboo
@ Online Clients ©EG105G-P MAC: C0:B8:E6:35:28:3C
[ Router Overview Basics ¥  Security v Behavior v Advanced ¥  Diagnostics ¥  System v
= Wirels d . 2 .
Lol IPSec Security Policy IPSec Connection Status
_— L2TP
Switches IPSec Security Policy PPTP
o Note: Example: IP address/number of subnet mas @
% Network v Tip: If it s set to 192.168.110.x/24, the address rar VPN Clients .168.110.254.
| Policy List
Upto 1 entries can be added.
Policy Type Policy Name Peer Gateway Local Subnet Peer Subnet Status Action
Client test eksawadi.dyndns.org 192.168.110.0/24 192.168.6.0/24 Enable © Edit Delete

K Collapse

¢ Configure the IPsec VPN Security Policy.

PolicyType ~ Client @ Server
* Policy Name
Interface
* Local Subnet 192.168.113.0/24

*Pre-shared Key  ruijie123

status (@D

1. Set IKE Policy

2 Cannection Policy
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IKE Policy 1

IKE Policy 2

IKE Policy 3

IKE Policy 4

IKE Policy 5

Negotiation

Mode

Local ID Type

Peer ID Type

* Lifetime

DPD

* Lifetime

* DPD Interval

Transform Sat 1
Transform Set 2

Perfect Forward

Secrecy

* Lifetime

On the Branch side:

1. Set IKE Policy

shal-3des-dh1

shal-des-dh1

shal-3des-dh2

md5-des-dh1

md5-3des-dh2

© Main Mode Aggressive Made
o P NAME
(- Wl NAME
86400
© Enable Disable

86400

© Enable Disable

10

seconds

esp-shal-aes128

esp-md5-3des

a Login to the Reyee EG by the default IP 192.168.110.1.

b Click Setup > VPN > IPSec and then Add the policy.
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Configuration
Ruijie | FRcycc ‘ 20211224 > EG105G-P-V2 English v A Ruijie Cloud ggDownload App £ Network Setup @ Network Check 1§ Warn  [3 Default Password
&% Overview
Device Info Wi-Fi Setup>
®Online Clients Hostname: EG105G-P-v2
SN: F ; - —
Rt — Y /,Espnmary Wi- : 20211224 = Guest Wi-i
1 remerese Security: Yes Security: No
© EG105G-P-V2 MAC: 00:D0:F8:15:08:43
7= Wireless Software Ver: ReyeeOS 1.55.1914
B\ Switches
Net Status ( Online Devices / Total ) Refresh &
Network
9 ™ 000bps ¥ 000bps = [ )
DHCP 1 0/0 0/0 0
Internet Router Switches APs Online Clients
Real-Time Flow (Kbps) Kops WAN
| ~@- Uplink Flow @~ Downlink Flow
08
0.6
04
& Collapse 02

Ruijie | FRcycc | Cloud Auth Test > EG105G-P English v O Ruijie Cloud ggDownload App & Network Setup @ Network Check 13 Warn [3Log Out

5% Overview
Hostname: EG105G-P SN: 1 P: 172265253 T
eboo
@ Online Clients ©EG105G-P MAC: C0:B8:E6:35:28:3C
[ Router Overview  Basics Security ¥ Behavior v Advanced ¥ Diagnostics ¥  System v
= Wirels = . 2 .
Lol IPSec Security Policy IPSec Connection Status
_— L2TP
Switches IPSec Security Policy PPTP
Note: Example: IP address/number of subnet mas @
% Network v Tip: If it s set to 192.168.110.x/24, the address rar VPN Clients .168.110.254.
| Policy List
Upto 1 entries can be added.
Policy Type Policy Name Peer Gateway Local Subnet Peer Subnet Status Action
Client test eksawadi.dyndns.org 192.168.110.0/24 192.168.6.0/24 Enable © Edit Delete

K Collapse

¢ Configure the IPSec Security Policy, make sure the IKE Policy and Connection Policy are same on both side.
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Policy Type

* Policy Name

* Peer Gateway

Interface

* Local Subnet

* Peer Subnet

* Pre-shared Key

IKE Policy 1

IKE Policy 1

IKE Policy 2

IKE Policy 3

IKE Policy 4

IKE Palicy 5

Negotiation

Mede

Local ID Type

Peer 1D Type

* Lifetime

* Lifetime

* DPD Interval

Transform Set 1
Transform Set 2

Perfect Forward

Secrecy

* Lifetime

d Check IPSec Connection Status.

© Client Saerver

172.26.6.93

192.168.10.0/24
192.168113.0/24

ruijie123

@

1. Sel IKE Policy

shat-3des-dh1

1. Set IKE Policy
shal-3des-dh1
shal-des-dhl
shal-3des-dh2
md5-des-dh1

md5-3des-dh2

© Main Mode Aggressive Mode
(- N NAME
or NAME
86400
© Enable Disable

86400
© Enable Disable

10

seconds
2. Connection Policy
esp-shal-aes128

esp-md5-3des
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Configuration
Ruiffe | ERcycc 3 4 English Cloud 3 Downiciad App 8 Network Setup @ Metwork Check i 'Wan [
5 Ol viéond
.
) Omdine Clients EG105G-PN2 AT NN R 15084
& Ramatr Bebs VPN
ke
- —
Swtiches
) 17sec Conmmetion Starus ®
X Metwork
| IFSec Connection Status ~ Resfresh
Hame 5P Direction Tumeel Endpaint o -
&5 )
[ in K 172 26,6100 a7 168 11 5 043 92 16K 100724 ”
12564
lest S il 12266035172 26,5190 102 168, 102 1R 100724 I
o olapse

A Note

mapping on external devices and configure Local ID Type as NAME on HQ and Branches.

If you HQ EG has no public IP configured under other external devices, you need to configure port

4.1.8.4 L2TP Over IPsec VPN

L2TP over IPsec VPN usually is used for the Site to Site scenario and Client to Site scenario. For example, three

branches of a company are distributed in three different places of the Internet, and everyone uses a gateway to

establish tunnels with each other, and the data between the corporate intranets (several PCs) is securely
interconnected through the L2TP over IPSec VPN tunnel established by these gateways, the staff who work at home
can access company data through L2TP over IPSec VPN tunnel too.

On the HQ side:

a Loginto Reyee EG by the default IP 192.168.110.1.

b  Click Setup->VPN->L2TP and choose IPsec Security.

Ruijie | FRcycc ‘ 20211224 > EG105G-P-V2

English v

& Overview
Device Info

@ Online Clients Hostname: EG105G-P-v2

SN: F
BRouter

IP: 1rcescise

Security: Yes
© EG105G-P-V2 MAC: 00:D0:F8:15:08:43
2 Wireless Software Ver: ReyeeOS 1.55.1914
2 Switches
Net Status ( Online Devices / Total )
“ Network
P "o L oomes —
DHCP i} 0/0
Internet Router Switches
Real-Time Flow (Kbps)
1 -@- Uplink Flow —@- Downlink Flow
08
0.6
04
«Collapse 02
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= Guest Wi-Fi:

0/0
APs

Security: No

-
[
Online Clients

ORuijie Cloud  g¥Download App & Network Setup @ Network Check 7 Warn  [3 Default Password

Setup>

Refresh ©

Kbps WAN
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Configuration

Ruijie | iRcycc ‘ Cloud Auth Test > EG105G-P English v QRuijie Cloud $EDownload App & Network Setup @ Network Check i Wam (3 Log Out
&% Overview

Hostname: EG105G-P SN: HIPTATCO01746 P 172.265.253 T

Clatele)

& Online Clients ®EG105G-P MAC: CO:B8:E6:35:28:3C
[ Router Overview  Basics Security Behavior © VPN Advanced Diagnostics System
F Wireless IPSec

L2TP Settings Tunnel List

= L2TP
[ Switches

© L27p settings PPTP
= Network VPN Clients

Enable (@D

L2TP Type @ Server Client

* Local Address 10.0.0.1

“IPRange  10002-1000.254 L]

* DNS Server 8888

&Collapse

Ruijie | fRcyce | Cloud Auth Test > EG1056-P

English

O Ruijie Cloud  FDownload App & Network Setup @ Network Check & Wamn 3 Log Out

&% Overview

“DNS Server 8888
@ Online Clients

R l IPSec Security Security
outer

= Wireless * Pre-shared Key  ruijie
[\ Switches

IKE Policy  shal-3des-dh1

== Network

Transform Set | esp-shal-aes128

Negotiation Mode @ Main Mode Aggressive Mode
Local ID Type © P NAME
* PPP Hello Interval 10

seconds

A
-
e Ai

&Collapse

A Note

° PPP Hello Interval: The interval between hello messages on PPP over IPsec connection
° IPsec Auth: Whether to encrypt the tunnel or not.

o Pre-shared Key: A pre-shared key is required for IPsec encryption.

[}

Local ID Type: When your HQ WAN port set with public IP, you can choose IP, when your HQ WAN port set
with private IP, you need to choose name and set DMZ on external device.

¢ Configure VPN clients and set clients, one is for branch EG, another is for PC.
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Ru.,ﬁfe #Rcycc | Cloud Auth Test > EG105G-P English v O Ruijjie Cloud ¥ Download App & Network Setup @ Network Check ffWarn  [3Log Out
£ Overview
EG105G-P
Hostname: SN: HIPTATCO01746 IP: 172.26.5.253 T
@ Online Clients ®EG105G-P MAC: C0:B8:E6:35:28:3C
[ Router Overview  Basics Security ¥ Behavior VPN Advanced Diagnostics System
“ Wireless ¥ " IPSuc
© ven clients @
L2Tp
[\ Switches o
| VPN Client List Tl Delete Selected

2 Network VPN Clients

Upto 32 entries can be added.

Username Password Service Type Network Mode Peer Subnet Status Action
test test L27pP PC to Router - Enable Edit: Delete
testl testl PPTP PC to Router = Enable Edit Delete
test2 test2 PPTP PC to Router = Enable Edit Delete

&collapse

Add User

Service Type

*Username  Branch

* Password

Network Mode  Router to Router

* Peer Subnet | 192.168.10.0/24|

status (@D

cancel

Add User
Service Type
* Username

* Password

Network Mode | PC to Router

Status ()

Cancel “
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ﬂ Note

° PC-to-Router: PC-to-router connection is established between a PC and an terminal

Router-to-Router: Router-to-router VPN typically creates a direct, unshared and secure connection
between two terminals.

On the Branch side:

a Login to the Reyee EG by the default IP 192.168.110.1.
b Click Setup->VPN->L2TP and then enable IPsec Auth.

Ruijie | Rcycc ‘ 20211224 > EG105G-P-V2

English v A Ruijie Cloud §gDownload App 4 Network Setup @ Network Check i Warn  [3 Default Password

&% Overview

Device Irfo Wi Setup>
@ Online Clients

Hostname: EG105G-P-V2

Router Router

© EG105G-P-V2

Z=Primary Wi-Fi: 20211224

= Guest Wi-Fi:
Security: Yes o

Security: No

= Wireless Software Ver: ReyeeOS 1.55.1914
[BSwitches
Net Status ( Online Devices / Total ) Refresh &
% Network
g 1 0.00bps 4 0.00bps ——— =) s
DHCP 1 0/0 0/0 0
Internet Router Switches APs Online Clients
Real-Time Flow (Kbps) Kops WAN
| -@- Uplink Flow @~ Downlink Flow
08
06
é
04 2
a
«Collapse 02

7Ruijie | FRcycc | Cloud Auth Test > EG105G-P

English v O Ruijjie Cloud #Downlcad App & Network Setup @ Network Check f#fWarn [3Log Out
&% Overview
T Hostname: EG105G-P SN: H1PTATC001746 IP: 172.26.5.253
— (O Reboot

(B Online Clients EG105G-P MAC: CO:B8:E6:35:28:3C
B\ Router Overview Basics Security Behavior VPN Advanced Diagnostics System
P IPSec
Wirsless L2TP Settings Tunnel List

—_— L2TP
[\ Switches T
= © L2 settings PPTP @
= Network VPN Clients

Enable Q

L2TP Type  Server

*Username  Branch

*Password  ssesssses ©
P
'
Interface  WAN ]

«Collapse

¢ Configure the IPsec Security, make sure the pre-share password, IKE Policy and Transform Set is the same
on both side.
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Ruijie  BRCycc | GTAC Reyee > ReyeeEG

English ~  Ruijie Cloud 3 Download App @ Network Setup @ Network Check i Warn  [3 Log Out

£ Overview
* Server Address 172.26.2.253

@ Online Clients

* Peer Subnet 192.168.110.0/24
B Router

IPSec Security  Security
Z Wireless
= * Pre-shared Kes ij
B switches ¥, | i
% Network IKE Policy  shal-3des-dh1

Transform Set  esp-shal-aes128

Negotiation Mode @ Main Mode Aggressive Mode
Peer ID Type @ IP NAME
Work Mode @ NAT Router
*PRP Hello Interval 10 seconds
«Collapse

d Check the status of L2TP over IPsec Connection.

Ru,ffe ERcycc GTAC Reyee > ReyeeEG English

ORuijie Cloud B Download App @ Network Setup @ Network Check  #{Wam  [3Log Out

&2 Overview

e Hostname: ReyeeEG SN: H1QHERLO45754 IP; 172.26.5.46
@ Online Clients

© Reboot
Staiian MAC: EC:BI70:17:39:35
& Router Basics Security VPN Advanced Diagnostics System
= Wirels
e L2TP Settings  Tunnel List

2 Switches

O Tunel List (@)

1 Delete Selected
Username Server/Client Tunnel Name Virtual Local IP Access Server IP Peer Virtual IP DNS Action
Branch Client 12tp 10002 172265253 10.0.0.1 8888

«Collapse

On the Clients side (take Windows 10 as example):

a Enter Control Panel—Network and Internet—Network and Sharing Center
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5D @ Filters \/

Best match

<7 Control Panel
2op

Recent
3 Network and Sharing Center
Apps

B Settings

Settings

B system

1 Taskbar notification area
Search the web

O control panel - ea web resuts

£ control panef

[EH Control Panel = (m] X

4+ [EH > Control Panel » v & | |Search Control Pane )

Adjust your computer’s settings Viewby: Category ~

System and Security User Accounts
Review your computer's status S& @ Change sccoumt type
Save backup copies of your files with File Histery
Backup and Restore (Windows 7)

¢ y Network and Internet
View network status and tasks
/ Hardware and Sound
ﬂ‘ View devices and printers
Add a device
Programs

L.___
[-] Uninstall a program

Appearance and Personalization

Clock and Region

Change date, time, or number formats

Ease of Access
sggest settings

Optimize vis

display
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Configuration
T MU and Internet = (M) -
- = 4 B o ContrcdPamel » Mebwork and inbernet w i Search C B
Ciokrot il Lama KR MNetwork and Sharing Center
System and Securky * View pebeoik ftatus end tasks | Connect 1o 4 peteork | Vil natwork computien snd Sevice
» Metwork and internet e_l Internet Options
Handware s Seurd ¥=] Change your homepage | Mansge browser add-ons | Delete browsing history and cookies
Programs f Irnf:are-d .
A Serd or receive o file
Appearance and
Pemanalicstion
Clock and Region
Ease of Access
b Configure VPN connection
L% Network and Sharing Center = [m] X
<« v 4 X 5 Control Panel > All Control Panel ltems > Network and Sharing Center v | O Search Control Panel 0
e View your basic network information and set up connections
ontrol Panel Home
View your active networks
g Big4 Access type: Internet
settings Public network Connections: .} Wi-Fi (Bigd)
Media streaming options
Local Area Connection Access type: No Internet access
Public network Connections: U Local Area Connection

Change your networking settings

ﬁ. Set up a new connection or network
Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

@ Troubleshoot preblems
Diagnose and repair network p

or get

See also

Internet Options
Windows Defender Firewall
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- X

& ¥ Set Up a Connection or Network

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

4 Set up a new network
<agp, OSectup anew routeroraccess point.

Ly Manually connect to a wireless network
<ag., Connectto a hidden network or create a new wireless profile.

Connect to a workplace

Set up a dial-up or VPN connection to your workplace,

[ Net | cancel |

& [Ig Connect to a Workplace

Do you want to use a connection that you already have?

(® No, create a new connection

(O Yes, I'll choose an existing connection
Ruijie MY
WAN Miniport (PPTP)

g; Ruijie Demo
WAN Miniport (PPTP)

gluﬁ'» ALMA

WAN Miniport (PPTP)

| Next || Cancel
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— X
< [Eu Connect to a Workplace

How do you want to connect?

—> Use my Internet connection (VPN)

Connect using a virtual private network (VPN) connection through the Internet.

M@ O

—> Dial directly

Connect directly to 2 phone number without going through the Internet.

AN [Pe

< [l Connect to a Workplace

Type the Internet address to connect to

Your network administrator can give you this address.

Internet address: |1?2-26.5.19d

The WAN IP of HQ |

Destination name: |VPN Connection |

[JUse a smart card
[“] Remember my credentials
& [] Allow other people to use this connection

This option allows anyone with access to this computer to use this connection.

| Create | | Cancel

¢ Change adapter’s setting.
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Configuration
L& Network and Sharing Center - o X
- v A ? > Control Panel > All Control Panel ltems > Network and Sharing Center v | O Search Control Panel 0
Eaniogi Banal e View your basic network information and set up connections
View your active networks
ange advanced | g Big4 Access type: Internet
settings Public network Connections: M Wi-Fi (Bigd)
Media streaming options
Local Area Connection Access type: No Internet access
Public network Connections: U Local Area Connection
Change your networking settings
Set up a new connection or network
Set up a broadband, dial-up, or VPN connection; or set up a router or access point.
@ Troubleshoot problems
Diagnose and repair network p 5, or get g N
See also
Internet Options
Windows Defender Firewall
‘Jf‘ Network Connections - [m] x
L 2] v 4 »P > Control Panel > Network and Internet > Network Connections v O Search Network Co... P
Organize v Start this connection Rename this connection Delete this connection Change settings of this connection m @
™ | ALMA ™ Bluetooth Network Connection =/ Ethernet2 | Local Area Connection
= Disconnected Not connected * _ Network cable unplugged o= _ Local Area Connection
@ WAN Miniport (PPTP) b4 Bluetooth Device (Personal Area .. 3§ @57 Realtek PCle GBE Family Controller @ TAP-Windows Adapter V3 for Ope...
Ruijie MY ; M VPN Connection SL WiFi
Disconnected - Bigd, Shared
a WAN Miniport Connect / Disconnect (IKEv2) cﬂ Intel(R) Wi-Fi 6 AX200 160MHz
Status
Set as Default Connection
Create Copy
Create Shortcut
& Delete
9 Rename
I@ Properties I

Titems  1item selected
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2 Ruijie MY Properties X

Type of VPN:
Layer 2 Tunneling Protocol with IPsec (L2TP/IPsec) |
| Advanced settings |
Data encryption: —
(Opﬁorﬂmaypﬁm(eurndwmimmuypﬂon) v:
" _—

(O Use Extensible Authentication Protocol (EAP)

(® Allow these protocols

A Unencrypted password (PAP)
[#] Challenge Handshake Authentication Protocol (CHAP)
A Microsoft CHAP Version 2 (MS-CHAP v2)

] Automatically use my Windows logon name and
password {and domain. if any)

[ ok ]| canca |

d Click Advanced Settings to configure the pre-shared password.
2 Ruijie MY Properties X

General Options Securty Networking Sharing

Type of VPN:
| Layer 2 Tunneing Protocol with IPsec (L2TP/IPsec) v

| Advanced settings
Data encryption: - -
| Optional encryption (connect even f no encryption) v
oo

(O Use Extensible Authentication Protocol (EAP)

(®) Allow these protocols

[A Unencrypted password (PAP)
[~ Challenge Handshake Authentication Protocol (CHAP)
[A Microsoft CHAP Version 2 (MS-CHAP v2)

[] Automatically use my Windows logon name and
password (and domain, i any)

ok ] Comcel |
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Verify the Name and Usage attributes of the server’s certificate

p— ALMAA ST Dbl etwi rk c
D, AdV D b AV Lu
Advanced Properties X |
LZTP
(®) Use preshared key for authentication :
Key: [ruje123]
(O Use certificate for authentication

[ Unencrypted password (PAP)
[#]Challenge Handshake Authentication Protocol (CHAP)
[ Microsoft CHAP Version 2 (MS-CHAP v2)

[[] Automatically use my Windows logon name and
password (and domain, i any)

_ Ok || Cand |

Using the account of PC-to-Router to connect PC.

Add User

Service Type

* Username

* Password

Network Mode

Status

ALL

PC

PC to Router

(_©)
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iay
N
T

|
-

MNetwork

nga VPN Connection

Disconnect

4.1.8.5 Open VPN

Open VPN usually is used for the Site to Site scenario and Client to Site scenario. OpenVPN is an application-layer
VPN implementation based on the OpenSSL library. Compared with traditional VPN, its advantages is simple to use.
The literal translation of VPN is a virtual private channel, which is a tunnel that provides secure data transmission
between enterprises or between companies. Open VPN is a full-featured SSL VPN that uses Layer 2 or Layer 3 secure
network technology using industrial Standard SSL/TLS protocol. SSL (Secure Sockets Layer), and its successor
Transport Layer Security (TransportLayer Security, TLS) is a security protocol that provides security and data integrity
for network communications. OpenVPN supports flexible client authorization methods, supports certificates, usernames
and passwords, allowing users to A virtual interface that connects to the VPN, OpenVPN is not a web proxy-based

application, nor is it a browser-based access.
(1) On the HQ side:
1. Login in to EG -> VPN -> OpenVPN.
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Ruijie | FRcycc ‘ ReyeeNetwork 01 > Ruijie English v @ Ruijie Cloud §8Download App @ Network Setup @ Network Check & Warn  [3Log Out

& Overview

Hostname: Ruijie SN: EG34 1p:1 2 O Robont
{Selele)
@ Online Clients ®EG105G-P-V2 MAC: 00:D0:F8:15:08:43
[ Router Overview Basics ¥ Security ¥  Behavior ¥ VPN ~  Advanced ¥  Diagnostics ¥ System
= Wireless . IPSec
Overview
Latp
B\ Switches TP
Memory Usage Status: Online
= Network . 14% OpenVPN 0 Dure.ztion: 9 days 19 hours 56 minutes 19 seconds
o Systime: 2022-04-18 11:47:47
VPN Clients

Device Details

Model: EG105G-P-V2 Hostname: Ruijie & SN: EG34942570019
MAC:  00:D0:F8:15:08:43 Work Mode: Router & Role: Master AC @
Hardware Ver: 1,00 Software Ver: ReyeeOS 1.56.1325

| Interface Details
E] Connected Disconnected ';

Ai
ccotpe ik [

2. Enable Open VPN and select/ input VPN information to below fields.
+ VPN type (Server/Client) based on your needed
+ Server Mode - 3 authentications method supported: Account, Certificate, Account & Certificate
- Account mode: you have to create account at VPN => VPN Clients
- Certificate: VPN connection will use certificate to auth.
- Account & Certificate: use both methods
+ Protocol: TCP or UDP
+ Server Address: IP/domain (your WAN ip address) or your domain name.
+ Port ID: 1194 by default.
+ IP Range: the IP will assign to client device.
+ Deliver Route: based on your network, you can add more than one route.
Advanced configuration:
- TLS authentication: to secure your VPN connection with TLS key
- Allow Data Compression: Yes by default.
- Route All Traffic over VPN: No by default.
- Ciper: Allow you to chose data encryption algorithms, by default will be AES-128-CBC
- Deliver DNS: will assign DNS address to client device.

- Auth: SHA1 by default.
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o OpenVPN

Enable @D

OpenVPN Type @ Server

Server Mode

Protocol

* Server Address

*Port ID

* IP Range

Deliver Route

Account

TCP

vpn.rjnoc.com

1194

10.80.12.0/24

192.168.100.0

Client

132
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255.255.255.0
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TLS Authentication (@D @

Allow Data Compression Yes (2]
Route All Traffic over VPN = No (7]
Cipher = AES-128-CBC e
Deliver DNS = 8.8.8.8 ® +
Auth

Client Config

Server Log Export

Save

3. Save configuration by click to Save button and Export Client Config/ Server log

Ruijie TRcycc | ReyeeNetwork 01 > Ruijie

Houd B8 Download App & Network Setup @ Network Check  fi{Wam  [31og Out
© Operation succeeded. oud @ Download App & P @ ool Blog

&% Overview Collapse
@ Online Clients TLS Authentication (@) @
Route

B Router Allow Data Compression  Yes @
= Wireless

Route All Traffic over VPN No [>]
) Switches

Cipher  AES-128-CBC (2]
“= Network
Deliver DNS  8.888 o+
Auth

Clent Canig

Server Log Export

Save

-
-

o

«Collapse

On the Clients side (take Windows 10 as example):
1. Download and install OpenVPN application to your PC

- You can download OpenVPN client in this link (select suitable version for your PC):
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https://openvpn.net/community-downloads/

2. Import Client config to OpenVPN client after installed on your PC.
- Extract Client that you downloaded before then you will get etc folder with client.ovpn file

- Right click to OpenVPN icon on try system and chose Import => Import file... => browse to the location

client.ovpn extracted.

Connect
Disconnect
Reconnect

Show Status

View Log

Edit Config

Clear Saved Passwords

| lm | Import file...

Settings... Import from Access Server...
Exit Import from URL...

t » ThisPC » Downloads » 20220310_openvpn-client-cfg (1) » etc » openvpn

Mew folder
ents & Mame - Date modified Type Size
5 "f. = A0S 1190 DA " T e 7
' client.ovpn 3/10/2022 11:20 PM JpenVPN Config ... 2 KB
:- Persor

&] OpenVPN GUI for Windows

File imported successfully.

File Imported successfully, then you can connect to VPN
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3. Click to OpenVPN icon on try system then select connect, if you using Account authentication method then you have

to input your vpn account at this step.

ﬂ'—ﬂ OpenVF onif on (clie — ]
Cument State: Connecting
Thu Mar 10 23:38:20 ; . Compression has been used inthe §
Thu Mar 10 23:38:20) @) client X F128.CBC" bnt missing in ~data-ciphers
Thu Mar 10 23:38:20 SL)] [LZ0] [LZ4] [PKCS11] [AEAD] bv
Thu Mar 10 23:38:200 |jeemame: ull ) 64bit
Thu Mar 10 23:38:20 — ' ’ 1. LZ20 2.10
Thu Mar 10 23:38:20 ; — F_INET]127.0.0.1:25340
Thu Mar 10 23:38:20 Ersmrond: l r e, watting...
Thu Mar 10 23:38:21 INET]127.0.0.1:25340

[
Thu Mar 10 23:38:21] £ 3ave password

Thu Mar 10 23:38:21 ;
Thu Mar 10 23:38:21 Cancel

Thu Mar 10 23:38:21
Thu Mar 10 23:38:21 Connecting automatically in 2 seconds._
Thu Mar 10 23:38:21
L 4 >
OpenVPN GUI 11.26.0.0/25.5
Disconnect Beconnect . Hide

Cument State: Connected

Thu Mar 10 23:38:28 2022 interactive service msg_channel=308 A
Thu Mar 10 23:38:28 2022 open_tun

Thu Mar 10 23:38:28 2022 tap-windows6 device [OpenVPN TAP-Windows6)] opened

Thu Mar 10 23:38:28 2022 TAP-Windows Driver Veersion 9.24

Thu Mar 10 23:38:28 2022 Set TAP-Windows TUN subnet mode network/local/netmask = 10.80.12.0/10.£
Thu Mar 10 23:38:28 2022 Notified TAP-Windows driver to set a DHCP IP/netmask of 10.80.12.2/255.255.
Thu Mar 10 23:38:28 2022 Successful ARP Flush on interface [45] {C6800A22-5C51-4078-844C-40D24535
Thu Mar 10 23:38:28 2022 MANAGEMENT: >STATE: 1646930308, ASSIGN_IP,,10.80.12.2...,

Thu Mar 10 23:38:28 2022 IPv4 MTU set to 1500 on interface 45 using service

Thu Mar 10 23:38:30 2022 TEST ROUTES: 1/1 succeeded len=1 ret=1 a=0 u/d=up

Thu Mar 10 23:38:30 2022 MANAGEMENT: >STATE: 1646930310 ADD_ROUTES......

Thu Mar 10 23:38:30 2022 C:\WINDOW S\system 32\route exe ADD 192.168.100.0 MASK 255.255.255.0
Thu Mar 10 23:38:30 2022 Route addtion via service succeeded

Thu Mar 10 23:38:30 2022 Inttialization Sequence Completed

Thu Mar 10 23:38:30 2022 MANAGEMENT: >STATE:1646930310,CONNECTED,SUCCESS,10.80.12.2,12

W
< >

Assigned IP: 10.80.12.2
Bytes in: 6930 (6.8 KiB) out: 4448 (4.3 KiB) OpenVPN GUI 11.26.0.0/25.5
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4.1.9. Port Mapping

Port Mapping is used to map the internal server IP and the port to external IP, so that the outside staffs can access
internal server. The difference between port mapping and DMZ is that port mapping only map one/several ports, but
DMZ will map all ports.

Application Scenario

Typical Port Mapping Scenario

Remote access l &

http://192. 168. 1. 1:80
with http://172. 26.5.195:45

Revee/Ruijie EG IP 172.26.5.195 45
port mapping IP 192.168.1.1 TCP port
80to IP 172.26.5.195 TCP port 45

switch

Server 192.168.1.1 web login TCP port 80

Typical DMZ scenario
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Remote access 192.168.1.1 with
IP 172.26.5.185.

; A=
4

:
1

2+ %

eyee/Ruijie EG WAN IP 172.26.5.195
eyee/Ruijie EG DMZ 192.168.1.1to
172.26.5.195

switch

Server [P 192.168.1.1

il '—

Procedure

Click Router->Advanced->Port Mapping->Add to add the port mapping or DMZ policy.

J_“uyTe BRcycc | Ruijie-Hotel > Ruijie English ~ O Rujjie Cloud BDownload App @ Network Setup @ Network Check H{Warn [FLog Out
£ Overview
: Hostname: Ruijie SN [ MAC: 5 @) Reboot
@ Oniine Clients *EG105G-P
Overview  Basics v Security ©  Behavior v VPN Diagnostics ©  Syster
= Wireless Routing
PortMapping  NAT-DMZ
Eswitches
@ Port Mapping @
F Network
| Port Mapping List id [ Delete Selected
Upto 50 entries can be added.
Name Protocol jp, ? Address External Port Internal IP Address Internal Port Action
tee No Dat
ther Setting
B o ot
-
ai
«Coltapse
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“Name  PortMapping
Preferred Server HTTP
Protocol  TCP

External IP Address  172.26.6.124

* Extemnal Port/Range 45

*internal P Address  192.168.1.1

* Intemal Port/Range

Edit Rule

*Name

* Dest [P Address |~ 192.168.1.1

Outbound Interface |~ WAN

status @D

Cancel oK

A Note

When the DMZ and Port Mapping enable at the same time, the Port Mapping will work priority.

4.1.10. Dynamic DNS

DDNS (Dynamic Domain Name Server) is to map the user's dynamic IP address to a fixed domain name resolution
service. Every time the user connects to the network, the client program will transfer the dynamic IP address of the host
through information transmission. It is transmitted to the server program located on the host of the service provider, and

the server program is responsible for providing DNS services and implementing dynamic domain name resolution.
Application Scenario

Access Server with Domain Scenario
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Remote access Server with

A
l v
domain http://reyee. ddns. net q

Revee/Ruijie EG IP 172.26.5.195
"=

Do port mapping for server then

configure DDNS to do Domain
Mapping for Server

switch

Server 192.168.1.1 web login TCP port 80

Connect VPN with Domain Scenario

Branch HQ

Access HQ with Domain Domain: reyee.ddns.net

Clients: 192.168.10.0/24 Server: 192.168.1.0/24

Procedure

Click Router->Advanced->Dynamic DNS, there are three DDNS servers you can choose to connect.

Peanut Shell DDNS, NO-IP DNS and DynDNS.
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Ruijie BRcycc | Ruijie-Hotel > Ruijie

English ~ & Rujjie Cloud BIDownload App & Network Setup @ Network Check  ffWarn  [3Log Out

5% Overview

. Hostname: Ruijie SN E P:1 MAC ) Reboot
@ Online Clients * EG105G-P

T Wireless Routing

Peanut Shell NAT Dynamic DNS No-iP DNS Dynl

[E\Switches. .
@ no-pons P

= Netwark
*Service Interface  WAN

* Usemame

* Password

Domain

Link Status

Domain -

-
Ai
«Coltapse

If using Peanut Shell DDNS, It is recommended to use WeChat or Peanut Shell to scan the QR code to register
account.

Ruijie BRcycc | Ruijie-Hotel > Ruijie

English ~ & Rujjie Cloud BIDownload App & Network Setup @ Network Check  ffWarn  [3Log Out

4 Overview

® EG105G-P

Hostname: Ruijie SN H [ MAC: EC

E @ Reboot
@ Oniine Clients

[ Router Sverview  Basics Security Behavior VPN - Advenced ~  Diag

T Wireless . . .
Peanut Shell NAT Dynamic DNS No-1P DNS DynDNS
B Swikches o Peanut Shell NAT
Itis racommended to use WeChat or Peanut Shel to scan the OR code.
= Netwark
tnevle @D
Service Status -
Scan 1o Login E e F, '|E
1
e
- .
: oy
| J
LT
-
Ai
«Coltapse

Click Dynamic DNS to fill in the username and password, then click Log In to connect the DDNS server. Finally you can
use the Domain to access the intranet server or HQ device.
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o Dynamic DNS

It is recommended 1o use Peanut She
| Dynamic DNS
* Preferred Interface

AT A &I )
WAN @

* Username 15396042344

* Password

T

Delete

Domain emptynamea.vicp.net

4.1.11. Authentication

Application Scenario

Cloud Auth Scenario

User Traffic

v

Configuration

for NAT, including TCP, UDP, HTTP and HTTPS mapping.

Captive portal synched to EG
Voucher/Account management

Reyee EG enable authentication for Guest

&---

Staff:192.168.12.0/24

Local Account Auth Scenario

141
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Auth IP range: 192.168.110.2-192.168.110.254

switch

Guest:192.168.110.0/24
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Reyee EG enable local account auth for Clients
Auth IP range: 192.168.110.2-192.168.110.254

“=EEEE |

Guest:192.168.110.0/24

&ll

Staff:192.168.12.0/24
Ruijie AP

Procedure
4.1.11.1 Cloud Auth
Reyee EG devices support Cloud portal authentication, including one-click, voucher, account, SMS (integrated

ol

Auto Refresh: @
Q

SN, Alias, Description

with Twilio) authentications.
1. Configuring the Cloud authentication on cloud, click the SN of the EG to enter the the EG detail page

Description  Action

| Gateway List
Web CLI ‘ eweb ‘m 0 Selected
Status 2 SN Alias MGMT IP MAG Egress P Network Firmware Version Offline Time Model
HIQHED' 25754 Ruijie 172.26.5.46 ecb9.7017.3935 120.35.11.195 Rujjie-Hotel Reyee0S 1.56.1325 - EG1056-P  Emply [}
Previous Page | 1 of 1 jext Las [ 10~ ]1intotal

@ oniine

2. Click Config-> Cloud Portal Auth,
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Ruiie £

Configuration

‘ e ‘

Operation Mode: Route
Actual Master Device H1QHBRLO45754
Network Master Device: @ H1QHGRLO45754

Overview

| Device Config

I Web CL H ewen H TELNET H ssH H Tunnel H Reboot Hr:\:uu»:'mmn‘n ‘
| PTV
IPTV/IGMP

IPTVAVLAN

& &
WAN LAN Disconnected Disabled

i
EgressIP 120.35.11.195
MGMT 1P 172265.46
Acti
Firmware Version. Reyee0s 1.56.1325
Description £ =1
i |
Model Description  Action
&

= o
PPPOE StaticiP DHCP Copper SFP

[REg—

we wan vass

| Dynamic DNS @

3. Fill the Auth IP/Range who need to do authentication then can access internet.

Ruiie £

| Cloud Portal Auth

Auth @ @

Aftar you enable Cloud

Portal Escape @ @

I Auth IP/Range

Seamiess Onine @ @

192 168 120 2-192 168 120 254

[ 1Day “-,

er Offline Detection

Please select a portal or add a new portal

Dloe

Description  Action

Portal Escape: When the cloud server was down, if you enable this function, the clients can access internet directly

without authentication.

Seamless Online: User only need to pass the authentication once. If they want to go online again, authentication is not

required. After users go online, they do not need to log in again in the specified period. You can choose 1 Day, 1 week,

1 Month or Always.

User Offline Detection: User won't access internet after the valid period

4. Click add a new

portal to add a portal page.
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Ruijie
| Captive Portal > Add

Name | test

Description

Login Options & One-click Login Voucher Account SMS

The twillio account is not configured. Please dlick here o configure

Show Balance Page® @

Postiogn URL @ |

Portal Page @

RegistrationdZ0

Facebook Account

Basic Advanced

Lego Picture @  Default Logo Upload

ound @ Image Solid Color

Background Image

Default Image Upload

Languages Engish X |+
Welcome Message @ Text Image @
Text 60 characters remaining

\ \
5. Click the portal page to apply it, then click Save.

MONTORING

| Cloud Portal Auth

Portal Escape @ @

h IP/Range 192.168.120.2-192.168.120.254 +
Seamless Online @ @ 1Day ~
User Offline Detection @

Please select a portal or add a new portal

Reset Style

Configuration

il

gl

6. If you use voucher or account authentication, click Configuration->Voucher/Account to add voucher or account

used for clients. Click Manage Package to add package
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MONITORING CONFIGURATION

MAINTENANCE

Configuration

A, | abedeig@111.com

Ruijie-Hotel v Search Network Q.

@ PROJECT
S Note: Reyee AP requires authentication on Reyee gateway. Please enable Cloud Auth on EG for Reyee devices
Basic | Voucher

Layout
Print Voucher Manage Package More v @ Total Vouchers: 0 @ Activated Vouchers: 0 @ Depleted Vouchers @ -0
Radio

Wi-Fi Optimization Voucher Code Alias Package Name Price  Period
Roaming
Bluetooth

Load Balancing

© AUTHENTICATION
Captive Portal
PPSK
Voucher
Account
Easy Sharing

< ADVANCED
Batch CLI Config
Customize CLI Set

AP VLAN

7. Click Add Package, fill the Price, Concurrent Devices, Bind MAC,

MONITORING

Ruijie

& PROJ

T WIRELESS Note: Reyee Al

@ Package

Joota] Package Name De3

ENTICATION

& ADVANCED

Add Package

Package Name

Description

Price

Concurrent Devices

Bind MAC

Period

Downioad Speed

Upload Speed

Created at Activated at

fest

3

30 Minutes

1 Mbps

1 Mbps

How to enable Cloud Auth on Reyee EG?

Bind MAC

0 o0

Downioad Speed

(GMT+8:00)Asia/Shanghai | Manage Project H Take over Network “ Unbind Device ‘

o
5
;

Q| Advanced Search v

Download Speed Upload Speed status

(0. Jointotal

(=l

Period, Download Speed, Upload Speed.

Upload Speed Action

8. Click Print Voucher to add voucher. Fill the Quantity and choose the Package you add just now. Then click Print.
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MONITORING CONFIGURATION

Configuration

MAINTENANCE

R | abcdelg@1tt.com V.
| Voucher > Print Voucher

® PROJECT
= WIRELESS | Print Gonfiguration | Profile Information on Voucher
You can select at most 4 parameters for the voucher
Basic - Quantity ou cal tat most e e vo
Layout Package Name Bind MAC
1 test Yes
Radio
Concurrent Devices Period

Wi.Fi Optimization X Alias 3 30 Minutes

Roaming 0120 | Preview

Bluetooth

* Package Voucher Code

ot g & Manage Package xxxxxx E
© AUTHENTICATION [ fost ] 0

Captive Portal Logo T Clear

PPSK

Voucher

Account Toxt

Easy Sharing 4
SLADVANCED Print Method

Batch CLI Config

Print in 2 Columns (A4)
Customize CLI Set

A m

Print Voucher

Voucher Code  Alias Package Name Price

[ Manage Package H More ~ ‘ @ Total Vouchers: 1 @ Activated Vouchers: 0 @ Depleted Vouchers @ - 0

Q| Advanced Search v

Period Created at Activated at Expiredat  Devices  Bind MAC Download Speed Upload Speed Status

3Ttcrg o test = 30 Minutes 2022-04-14 21:50:31 S = 03 Yes 1.00 Mbps 1.00 Mbps Not Activated

—_— =
Page | 1 0. |lintotal

9. Click One-Click to Login to do authentication on PC

O O auh x B

L= G A 7%= | portalruijienetworks.com/download/static/advertisement/maccauth/src/index.html?RES = /../expand/res/mftzuxGhvo:

4.1.11.2 Local Account Auth

One-click Login

Account Login

Voucher Login

Reyee EG devices provide local account authentication, the portal page and account are all created locally.

1. Click Router->Advanced->Local Account Auth, enable local account auth, fill the Auth IP/IP Range, then click

Save.
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cycc ‘ Ruijie-Hotel > Ruijie English v O Ruijie Cloud B¥Download App & Network Setup @ Network Check fiiWarn 3 Log Out
& Overview
- = Hostname: Ruijie SN: 1P: 172.26.546 MAC: EC:B3:70:17:39:35 © Reboot
®Online Clients ©EG105G-P

Overview Basics -  Security ¥ Behavior v VPN v Diagnostics ¥ System
S Routing
Wil .
ligless Cloud Auth Authorized Auth Online Clients
—_— Flow Control

[2)Switches Local Account Auth PPPOE Server

1. Enable account authentication and create an account. c
NGO . Authentication
o 2. A user logs in with the account created in step 1 and will b ®
Session Limit
Make sure that the device can access the Internet. Otherw »p up on the terminal.
If the IP address of the EAP device is in the authentication POt MaPPing list to add the EAP MAC address to the MAC address whitelist.
Dynamic DNS

Local Account Auth
@ UPNP Settings

Accounts 1 Kereal DS
Other Settings
*Auth IP/IPRange | 192.168.120.2-192.168.120. Add
Account Settings e Search + Add 1 Delete Selected
Upto 200 accounts can be added.
Username Password MAC Action &
&
testl test Edit Delete

«Collapse

Auth IP/IP Range: The IP of the client who needs to do authentication. The IP can’t overlap with other auth IP.

2. Add the account used by clients, up to 200 accounts can be added.

Add Account

* Username  test?

*Password | test2

Cancel

A Note

The account can be used by multi clients.

3. Do authentication on PC, normally the portal page will pop-up automatically. If it can’t pop-up auto, please try
to key in 1.1.1.1 to redirect to portal page (The page will auto showing with English or Chinese based on your

browser language setting).
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&« C A Notsecure | http://192.168.120.1/guest auth/pwdpage en.html?gw id=ecb9701739358gw sn=H1QHERLO457548gw address=192.168.. @ & # [ &

2

Please enter your username and password~
Please enter username

Please enter password

Change Password

/ e
( Reset |
\\ /

4. Fill the username and password got from manager, or if you want to change the password, you can click Change

Password.
€ C A Notsecure | http://192.168.120.1/guest_auth/pwdmodify_en.htmi?dis=0 o Q 2 % O &
test1

s
ssnes

( Reset

A

/
/
\\

/.‘

( Back
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rMecasc Clilcl a 11TV pPpadsovwul l. =

Please enter the new password agair

Change Password Succeeded

n

5. Fill the new username and password to login. The page will appear automatically after you login in, then you can

access the internet.

Q

Please enter your username and password~

Change Password

d N
| Reset )
. 4

6. Check the online information on EG
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Ruijie | FRcycc ‘ Ruijie-Hotel > Ruijie English v O Ruijie Cloud  #9Download App & Network Setup @ Network Check  fifWarn  [3Log Out
& Overview

Pl st Hostname: Ruijie SN: H1 IP: 1 MAC: EC 35 ) Reboot
@ Online Clients ©EG105G-P

B Router Overview  Basics ¥ Security ¥ Behavior VPN~ Advanced ¥  Diagnostics System v

EMreless ) Cloud Auth  Local Account Auth  Authorized Auth QR Code Auth  Whitelist

[ Switches
© oniine Clients
E Network
| Auth Settings
Idle Client Timeout | 15 Min (Range: 5-65535)
Online Clients Search by IP Address Q © Refresh il Delete Selected
Username P MAC Upon Duration(Sec) Auth Type Status Action
testl 192.168.120.8 i 2ff 2022-4-15 10:38:10 0 Password Online Delete
n 10/page Total 1
=
-
&
«Collapse

4.1.11.3 Authorized Auth

Reyee EG supports Authorized Auth. Once this function is enabled the authenticated user can authorize guests by

scanning his/her QR code.

1. Click Router->Advanced->Authentication->Authorized Auth, then enable it.

Ruijie | fRcycc ‘ Ruijie-Hotel > Ruijie English v ORuijie Cloud  #EDownload App & Network Setup @ Network Check i Wam [3Log Out

% Overview

Cloud Auth Local Account Auth Authorized Auth QR Code Auth Whitelist Online Clients

@ online Clients -
Authorized Auth

ERouter An authenticated user can authorize guests by scanning his QR code.
Make sure that the device can access the Internet. Otherwise, the Portal page may not pop up on the terminal. @
= Wireless b
If the IP address of the EAP device is in the authentication IP range, please choose Whitelist to add the EAP MAC address to the MAC address whitelist.
2 switches
Authorized Auth @)
= Network
Popup Message | Welcome to Reyee
a
I * Auth IP/IP Range 192.168.110.2-192.168.110. Add
Limit Online Duration @D
* Duration Limit | 60 minute
* Authorization IP/IP 192.168.12.2-192.168.12.254
Range
=
'
«Collapse

Auth IP/IP Range: The IP of the guest.
Limit Online Duration: The online duration of guest.
Authorization IP/IP: The IP of the authenticated user.

2. The guest will pop-up the following authentication portal page automatically after he/she connected to the internet.
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2

WelcometoReyee

3. After the Authorization clients scan the QR code, the guest authorized succeed, then can access internet.

Authorization succeeded.

4.1.11.4 QR Code Auth

Reyee EG supports QR Code Auth. Once this function is enabled, the user can access the Internet by scanning
the specified QR code.

1. Click Router->Advanced->Authentication->QR Code Auth, then enable it.
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Ruijie | BRcycc ‘ Ruijie-Hotel > Ruijie English v O Ruijie Cloud ##Download App & Network Setup @ Network Check fiWarn  [3Log Out

Whitelist Online Clients

& Overview
Cloud Auth  Local Account Auth  Authorized Auth | QR Code Auth

@ Online Clients
QR Code Auth

A user can access the Internet by scanning the specified QR code. ®

Make sure that the device can access the Internet. Otherwise, the Portal page may not pep up on the terminal.

= Wireless If the IP address of the EAP device is in the authentication IP range, please choose Whitelist to add the EAP MAC address to the MAC acidress whitelist.
[2\Switches QR Code Auth @D
FNetwork [ Authorization IP/IP | 192.168.110.2-192.168.110. Add I

Range

Limit Online Duration @)
* Duration Limit 60 minute
QR Code Generator
*Dynamic QR |~ defqrcode

Code

Popup  Welcome to Reyee

Message

Please print and paste the QR code for guests to scan.

Save

'ed
&

Authorization IP/IP Range: The IP of guest.
Limit Online Duration: The online duration of guest.
QR Code Generator: Please print and paste the QR code for guests to scan.

2. The guest scan the QR Code then can access internet.

X Ruijie Networks o

~/

Authorization succeeded.

4.1.11.5 Whitelist

A user configured with whitelisted IP or MAC address can access the Internet without authentication.
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1. Click Router->Advanced->Authentication->Whitelist, add User Whitelist, IP Whitelist, URL Whitelist, MAC
Whitelist, MAC Blacklist.

Ruijie  BRcycc | Ruijie-Hotel > Ruijie English v O Ruijie Cloud BIDownload App & N Setup @ Network Check f{Warn [3Log Out
# Overview
< Hostname: Ruijie SN: H P:1 MAC ) Reboat
@ Oniine Clients ® EG105G-P
[ Router Overview  Basics Security Behavior VPN Advanced Diagnostics System
T Wireless B R
Cloud Auth  Local Account Auth  Authorized Auth QR Code Auth Online Clients
[ Switches
O Auser wiith whitelisted IP or MAC add) access the Internet without authentication.
= Netwark
| User Whitelist + Add B Delete Selected
Upto 50 entries can be added.
IP/IP Range Action
No Data
- 10/page Total 0
Upto 50 entries can be added.
IP/IP Range Action
No Dat. r;
Ai
«Coltapse [ 1] 10/page Total 0

Add

* IP/IP Range 192.168.110.8

Cancel

User Whitelist: The user can access internet without authentication. Up to 50 entries can be added.

IP Whitelist: Users can access this external IP without authentication. Up to 50 entries can be added.
URL Whitelist: Users can access this URL without authentication. Up to 100 entries can be added.
The following URL is the default URL added for the Cloud Auth.
| uRL whitetist +add | | @ Delete Selectea

Upto 100 entries can be added.

URL Action

I ruijienetworks.com I Edit Delete

MAC Whitelist: The MAC can access internet without authentication. Up to 250 accounts can be added.

MAC Blacklist: The MAC can’t do authentication.
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4.1.11.6 Online Clients

RUI[TE F;Rcycc ‘ Ruijie-Hotel > Ruijie

English v O Ruijie Cloud  B¥Download App £ Network Setup  @Network Check  fWarn [3Log Out

&HOverview

®O0nline Clients

@ Reboot
®EG105G-P
B Router Overview  Basics Security ¥ Behavior VPN Advanced ©  Diagnostics System

7 Wireless

Cloud Auth Local Account Auth Authorized Auth QR Code Auth Whitelist Online Clients
[E\Switches

© oniine Ciients

“ Network
| Auth Settings
Idle Client Timeout 15 Min (Range: 5-65535)
Online Clients Search by IP Address 2 Refresh i Delete Selected
Username P MAC Upon Duration(Sec) Auth Type Status Action
testl 192.168.1208 ( 2Af 2022-4-1510:38:10 0 Password Online Delete
n 10/page Total 1
"
A&
«Collapse

Idle Client Timeout: The idle client will be kicked offline after 15 minutes. (Range: 5-65535 Min)
Search Function: Search by IP Address, Search by MAC, Search by Username.
Delete: The clients will be kicked offline, need to do re-auth then can access internet again.

4.1.12. Behavior

Application Scenario
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YouTube, Facebook or Other

A
AJ
’W ¢

Reyee EG WAN IP 172.26.5.195

switch

Guest: 192.168.110.0/24
Forbidden clients access Facebook,
Youtube or other APP/Website/Server

Procedure
4.1.12.1 App Control

1. Click Router->Behavior->Address Management to add the IP address group for clients.

3 Log Out

Ruijie | BRcycc ‘ Ruijie-Hotel > Ruijie English ~ O Ruijie Cloud §¥Download App & Network Setup - @ Network Check 5 Warn
& Overview
@ E Hostname: Ruijie SN: H1 1P 4 MAC: EC:BS P35 ) Reboot
®Online Clients ©EG105G.P
BRouter Overview Basics  Security ¥ Behavior ~ VPN  Advanced v  Diagnostics ¥ System ™
= Wireless App Control
© 1P Address Management
Website Management
[ Switches R
| IP Address Group List QQ Mariagement + Add T Delete Selected
= Network Access Control
Upto 20 entries can be added. “Address Management
Time Management
IP Range Action
Al Addresses 11.1.1-255.255.255.255
«Collapse
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Add IP Address

*Group Name | Guest

*IPRange | 192.168.110.2-192.168.110.254 ¥

L) m

Guest 192.168.110.2-192.168.110.254 Edit Delete

Server 192.168.12.13 Edit Delete

2. Click Router->Behavior->APP Control to add policy for rejecting the guest to access Facebook and YouTube

Ruijie
& Overview
= Hostname: Ruijie SNk 754 P:1 MAC: EC:B U Reboot
@Oniine Clients S EG10SG-P

Overview  Basics Security Behavior VPN Advanced Diagnostics

© 200 control

T Wireless

@

Management

B\ Switches I
| App Control  Mansgernent Feature Library Version:  International 8 Delete Selected

= Network Access Control

Upto 50 entries can be added. -

ess Management

1P Address Group ) ne Blocked App Status Remark Action

No Data

)

«Coltapse
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Edit App

IP Address Group ~ Guest
Time Al Time

* Blocked App | GoogleVideolyoutuba X
Voutube-lve *
FacebookiMessenger %
Facebooklite *
FacebookWebmail x

Remark  Facebook and Youtube

status (@D

IP Address Group: Set a managed IP address group.

Time: Set a managed time span when managed clients cannot access the blocked application.

Blocked List: Select applications to be blocked.
Remark: Set a remark up with 64 characters long.
Status: Enable or disable a rule.

3. Try to access Facebook on Guest PC, failed.

This site can't be reached

www.facebook.com took too long to respond.

Try:
* Checking the connection
e Checking the proxy and the firewall
¢ Running Windows Network Diagnostics

ERR_CONNECTION_TIMED_OUT

=

4.1.12.2 Website Management

1. Click Router->Behavior->Address Management to add the IP address group for clients.
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English v

Hotel > Ruijie ORuijie Cloud  #¥Download App

Configuration

& Network Setup  @Network Check  fiWarn  [3 Log Out

& Overview
N Hostname: Ruijie SN: H1 IP: " 4 MAC: EC:BS 135
®Online Clients ©EG105G-P
BRouter Overview Basics ©  Security ¥ Behavior ~ VPN~  Advanced v  Diagnostics ¥ System
= Wireless App Control
© 1P Address Management
Website Management
[ Switches "
| IP Address Group List £Q Mariagement
T NaicHe Access Control
Upto 20 entries can be added.
Time Managernent
IP Range
Al Addresses 1.1.1.1-255.255.255.255
«Collapse

Add IP Address

* Group Name | Guest

*IPRange = 192.168.1102-192.168.110.254  +

Cancel

Guest 192.168.110.2-192.168.110.254

Server 192.168.12.13

O Reboot

@

1] Delete Selected

Action

Edit

Delete

Edit Delete

2. Click Router->Behavior->Website Management to add policy for rejecting the Guest to access Facebook and

YouTube website. Click Website Group->Add, fill the group information like following
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Add Group

*Group Name | Guest

*Member | *youtube.com
*.facebook.com

Cancel

3. Click Website Filtering->Add, choose the IP Address Group and Blocked Website to guest.

Add Website Filtering

I IP Address Group ~ Guest

Time  All Time

I * Blocked Website ~ Guest %

Remark

satus (@D

Cancel

4. Try to access Facebook on Guest PC, then you can see the Facebook page failed.
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B

This site can’t be reached
www.facebook.com took too long to respond.

Try:
o Checking the connection
o Checking the proxy and the firewall
¢ Running Windows Network Diagnostics

ERR_CONNECTION_TIMED_OUT

o

4.1.12.3 Access Control

Configure Access Control to block/allow client A to access internet, or block/allow Clients A to Clients B.

1. Click Router->Behavior->Access Control-> Add, choose MAC to block or allow the clients based on MAC. The

policy will take effect from top to button.

Add Rule

Basedon @ MAC 13

“MAC  00:e0:d4c68:42:4F

Contral Type  Block

Wireless Schedule Al Time

Remark  RX1501

2. Choose IP to block/allow Clients A to Clients B based on IP.

Example: Block Guest (192.168.110.0/24) to access Server(192.168.12.13)
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Add Rule

Basedon  MAC @ IP

SrcIP Address: Port  192.168.110.0/24

Dest IP Address: Port  192.168.12.13

Protocol Type Al Protocals

Control Type  Block (Reverse flow mismatches)

Wireless Schedule  All Time

Interface | LAN

Remark

Cancel

Wireless schedule: Effective schedule.
Interface: Since Guest and Server both are in LAN network, it is recommended to choose LAN port.

3. Click Match Order to move up or down the policy.

Ruijie | BRcycc ‘ Ruijie-Hotel > Ruijie English v O Ruijie Cloud  B¥Download App £ Network Setup  @Network Check  fWarn [3Log Out

&HOverview

E N Hostname: Ruijie SN: H1QHBRL045754 1P: 172.26.6.124 MAC: EC:B9:70:17:39:35 O Reboot
®O0nline Clients © EG105G-P
B Router Overview  Basics v Security v Behavior VPN~ Advanced v Diagnostics System
= Wireless - @

Configure ACL based on IP addresses. Reverse flow mismatches .
[E\Switches The policy cannot take effect on the WAN port to block the traffic among the internal users between an L2TP server and an L2TP iient. The policy only takes effect in the LAN network. ®
Example: Configure a deny ACL entry containing source IP address 192.168.1.0/24 and destination IP address 192.168.2.0/24. Device configured with IP adidress 192.168.1.x will fail to access device 192.168.2.x. But dlevice 192.168 2. will be allowed
1o access device 192.168.1.x.
“ENetwork - Tip: Configure one more deny ACL entry containing source IP address 192.168.2.0/24 and destination IP address 192.168.1.0/24. The two devices will be mutually unreachable.

| Act uist +Add | [ Delete Selected
Upto 50 entries can be added.

Match

Rule Control Type Wireless Schedule Interface Effective State Remark Order Action
MAC 00:e0:4c:68:42:ff Allow Al Time WAN Active RX1501 Edit Delete
MAC 00:e0:4c:68:42:ff Block Al Time WAN Active RX1501 r Edit Delete

n 10/page Total 2

«Collapse

A Note

The policy cannot take effect on the WAN port to block the traffic among the internal users between an L2TP

server and an L2TP client. The policy only takes effect when the traffic go from the LAN network.

Example: Configure a deny ACL entry containing source IP address 192.168.1.0/24 and destination IP address
192.168.2.0/24. Device configured with IP address 192.168.1.x will fail to access device 192.168.2.x. But
device 192.168.2.x will be allowed to access device 192.168.1.x. Configure one more deny ACL entry
containing source IP address 192.168.2.0/24 and destination IP address 192.168.1.0/24. The two devices will
be mutually unreachable.
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4.1.13. Flow Control

Application Scenario

Enable Flow Control to limit clients speed

switch

Clients: 192.168.110.0/24

Procedure

1. Click Router->Advanced->Flow Control->Enable, configure the WAN Bandwidth based on reality. For example,
ISP give you a cable with uplink 100Mbps and downlink 200Mbps, you can fill up 100 Mbps and down 200 Mbps here,

then click Save.
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Ruijie  BRcycc | Ruijie-Hotel > Ruijie English ~ loud BIDownload App & Network Setup @ Network Check fifWamn [3Log Out
& Overview
= Hostname: Ruijie SN: HIQHERLO45754 1P: 172.26.6.124 MAC: EC:B9:70:17:39:35 O Reboot
@ Oniine Clients ® EG105G-P
A Router Overview  Basics Security Behavior VPN Advanced Diagnostics System
T Wirel
Witghiss Smart Flow Control
Esiiches @ o Contrl
Adjust the bandwidth allocated to each user according to the user count. @
= Network
If you want to test the WAN rate, please disable smart flow control first.
WAN Bandwidth *Up 100 Mbps  * Down 200 Mbps
WAN1 Bendwidth  *Up | 1000 Mbps *Down 1000 Mbps
=
'
Ai
«Collapse

A Note

If you want to test the WAN rate, please disable smart flow control first.

2. After enable flow control, you can see a new button Custom Policy. Click it to allocate bandwidth to the specified IP

address or range. The priority is sorted as follows: Custom Policy > Smart Flow Control.

*Policy Name  Guest
*IP/IP Range 192.168.110.2-192.168.110.254
Bandwidth Type | Shared
UplinkRate  *CIR 1000
Downlink Rate  *CIR 1000

Interface Al WAN Ports

Status ()

Cancel

IP/IP Range: Set an IP address or IP address range.

Bandwidth Type: Shared indicates that all IP addresses share the total bandwidth. Independent indicates that the rate

limit is set per IP address.

Uplink Rate:

CIR: CIR indicates the committed information rate.
PIR: PIR indicates the peak information rate.
Downlink Rate:

CIR: CIR indicates the committed information rate.
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PIR: PIR indicates the peak information rate.

Interface: Select a WAN port which the policy is applied to. If choose All WAN Ports: The policy is applied to all WAN
ports.

Status: Enable or disable a policy.

3. Do speed test, showing the guest only can reach under 2Mbps

(7)) SPEEDTEST Apps Analysis Network Developers Enterprise About 2 Log In

SW2022 Sept 28-30, 2022

7 : § . ‘ N 4 H HYBRID #SpiceWorldHybrid
(1) ry Sy test OS and Android

Tech-rich sessions,
networking, and
® PING n @ DOWNLOAD Mbps (@ UPLOAD Mbps best pructices.

14 19[] 190 Join IT’s must-attend

) (@) (F) €3 1 RESULTS {21 SETTINGS

event in-person or online!

Connections
! ! RATE YOUR PROVIDER REGISTER NOW

China Unicom FuJian

China Telecom

Having Internet Problems?
Waiting for securepubads.g.doubleclick.net... r

4.1.14. Security

Application Scenario
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Revee EG only let the staff to access internet.

switch

[

Staff-102.168.12.0/24 . Attacker:192.168.110.0/24
Ruijie AP

Procedure

4.1.141 ARP List

1. Click Router->Security->ARP List->Enable, select the clients to bind IP-MAC then only the devices configured with

IP-MAC binding are allowed to access the Internet which could avoid the attacker used bandwidth.

Ruijie | ERcycc ‘ Ruijie-Hotel > Ruijie

English v O Ruijie Cloud  #9Download App & Network Setup @ Network Check  fifWarn  [3Log Out

& Overview

e Hostname: Ruijie SN: 754 1P % t MAC: EC i5 © Reboot
®Online Clients ©EG105G-P
Overview Basics ~  Security ~  Behavior VPN~ Advanced v  Diagnostics ¥ System
2 Wireless . ARP List
The device leamns | MAC Filtering annected to its interfaces. You can bind or filter the MAC address. ®
B\ Switches Enable ARP GUATT wiuwe ussussgsars a1 vese s smasaesy 0 IMProve network security.
E Network | ARP Guard
Enable @) Ofly the devices configured with IP-MAC binding are allowed to access the Internet.
| ARP List o} + Add Bind Selected [ Delete Selected
Upto 256 IP-MAC bindings can be added.
No. MAC [ Type Action
1 00:e0:4c:68:42:ff 192.168.110.8 Dynamic @ Bind
2 30:0d9e:ech2ab 1722641 Static Edit Delete
3 c470:ab:89%5a:1a 192.168.110.137 Static Edit Delete
4 00:0e:c6:c2:a0:35 172.26.7.87 Dynamic & Bind
A
'ed
A
Total4 | 10/page - Gotopage 1
«Collapse
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4.1.14.2 MAC Filtering

Enable MAC address filtering and configure the filtering type to control the host's access to the Internet.

Blacklist Type: The following hosts are not allowed to access the Internet.

) Reboot

[ Delete Selected

Total 1

£

Ruijie  BRcycc | Ruijie-Hotel > Ruijie English v O Ruijie Cloud BiDownload App @ Network Setup @ Network Check  f{Warn  [FLog Out
% Overview
Hostname: Ruijie SN: H1 MAC: EC:B.
@ Online Clients ® EG105G-P
[ Router Overview  Basics Behavior VPN Advanced Diagnostics System
EE—
= Wireless MAC Filtering
Enable MAC address filtering and configure the filtering type to control the host's access to the Internet,
[ Switches
| MAC Filtering
= Netwark
MAC Filtering (D)
The following hosts are not allowed to access
the Internet.
| Filtering Type  Blackiist
Save
| Filtering Rule List + Add
Upto 80 rules can be added,
MaC Remark Action
00 i Edit Delete
0P e
«Coltapse

I *MAC y J I

Remark ¢ AZff (192168.110.8)

‘5ar1a (192.168.110.137)

Cancel

Whitelist Type: Only the following hosts are allowed to access the Internet.
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Ruijie BRcycc | Ruijie-Hotel > Ruijie English - Ofufie Coud MiDownlosd App & Network Setup  @MNetwork Check ffiWam  [3Lag Out
# Overview
P Hostname: Ruijie SN: HIC Ip: 172 MAC: EGE 3 S
& Oniine Clients *EG105G-P
i Behavior VPN :
= Wireless MAC Filtering ©

Enable MAC address filtering and configure the filtering type to control the host's access to the Internet,
witches

| MAC Filtering

= Netwark

MAC Filterin
Only the following hosts are allowed to access

the Internet.

| Filtering Type ~ Whitelist |
Itering Rule List [ Delete Selected

Upto 80 rules can be added,

MAC Remark Action

of y2:ff Edit Delete

[ 1] 10/page Towi1 M

«Coltapse

Filtering Rule List + Add [l Delete Selected
Upto BO rules can be added.

MAC Remark Action

00:el 2:4f Edit Delete

B o o

4.1.15. PPPoE Server

Application Scenario
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Revee EG enable PPPoE Server
PPPoe Clients IP range: 10.44.66.100-10.44.66.200

®

PPPoE clients :10.44.66.100/24

Procedure

1. Click Router->Advanced->PPPoE Server->Global Settings, enable PPPoE Server.

Ruijie | ERcycc ‘ Ruijie-Hotel > English v O Ruijie Cloud #@Download App & Network Setup @ Network Check am 3 Log Out
& Overview
N N Hostname: Ruijie SN: E IP: 24 MAC: EC:B9:7 © Reboot
@ Online Clients ©EG105G-P
Overview Basics ~  Security ¥ Behavior VPN Diagnostics ¥ System
= Wireless Routing

Global Settings  AccountSettings  Account Manageme i Online Clients
—_— Flow Control

—
(£ Switches Global Settings PPPOE Server

o 1. MAC binding and MAC fitering are not valid for PPPE c} ®
2. The IP address of the PPPOE server cannot overlap with any Authentication

ENetwork
3. The authentication function is not valid for PPPOE clients.

Session Limit

- Port Mapping

Dynamic DNS

Mandatory PPPOE Dialup Enable © Disable UPnP Settings

Local DNS
Local Address 10.44.66.99 Other Settings
*IP Range 10.44.66.100-10.44.66.200
VLAN Default VLAN
Primary DNS Server | 88.88
Secondary DNS Server
*Unanswered LCP 10
Range: 1-60
«Collapse

Packet |imit

ﬁ Note

1) MAC binding and MAC filtering are not valid for PPPoE clients.
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2) The IP address of the PPPoE server cannot overlap with any interfaces' IP range.
3) The authentication function is not valid for PPPoE clients.

2. Fill PPPoE clients IP range, you can modify it or keep it on default. Choose the VLAN who need to do PPPoE
dial up.

Ruifie | ERcycc | Ruije-Hotel English « O Ruifie Coud  MDownload App & Network Setup @ Network Check 1 Wam  [3 Log Out

Wireless

Switches

* Netwedk
l VLAN Deetanit AN |
etondary DNS S
e
ket L
e @ P =
|wmow @
[ “
&
Collapse

Mandatory PPPoE Dial up: Enable or disable mandatory PPPoE dial up.

After you enable this function, only dial up users and exceptional clients can access the Internet. If you want to
configure exceptional IP addresses, please choose Exceptional IP Address. If you only need the choosed VLAN to do

PPPoE authentication, please disable this function.

Unanswered LCP Packet Limit: When the number of unanswered LCP packets exceeds the limit, the session will be

disconnected automatically. Default: 10.

3. Click Account Management to add speed limit policy for clients.

RuyTe %‘.Rcycc Ruijie-Hotel > Ruijie English ~ O Rujjie Cloud BDownload App @ Network Setup @ Network Check H{Warn [FLog Out
£ Overview
Hostname: Ruijie SN H (Rt MAC: ECBS 5 @ Reboot
@ Oniine Cllents *EG105G-P
(5 Router verview  Basics Security Behavior /PN - Advanced agnastics System
= Wireless

Global Settings ~ Account Settings Exceptional IP Address  Online Clients

Eswitches R -
Account Management List + Add + Delete Selected

F Network

Upto 10 entries can be added.

Account Name Uplink Rate Downlink Rate Interface Action

-
a

«Coltapse
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* Account Name | Guest!

UplinkRate  *CIR 1000

Downlink Rate  *CIR 1000

Interface  All WAN Ports

Cancel

Uplink Rate:
CIR: CIR indicates the committed information rate.
PIR: PIR indicates the peak information rate.
Downlink Rate:
CIR: CIR indicates the committed information rate.

PIR: PIR indicates the peak information rate.

Configuration

Interface: Select a WAN port which the policy is applied to. If choose All WAN Ports: The policy is applied to all

WAN ports.

4. Click Account Settings to add account.

Ruijie | BRcycc | Ruijie-Hotel > Ruijie

English ~ & Ruijie Cloud BDe

d App € Net Check HiWarn [FLog Out

£ Overview
F Hostname: Rulfie SN; HI 754 P17 MAC: ECB9
@Online Cllents S REEER
[BiRouter Overview Basics ©  Securtty ©  Behavior © VPN~ Advanced ©  Diagnostics ¥ System
= Wireless ' - . e

Global Settings | Account Settings | Account Management  Exceptional IP Address  Online Clients
E)Switches ° G

The a effect.Enable smart flow control

FNetwork

| Account List

Upto 35 eniries can be added. Clents 0
Username Password Expire Date Status
No Data

«Coltapse
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Usemame | test123

* Password | test123

Expire Date 2022-04-29

Remark

staus (D)
Flow Control (D)

* Account | Guest1

Management

Cancel

Expire Date: Set expire date for the account. Max date: 2099-01-01.
Flow Control: Select the account management policy to limit speed for the account.
5. Dial up on PC, check the online status on EG.

Ovemiew  Bass  Secunty ¥ Behavior < VPN Advanced ©  Diagnosics ¥ System

Global Settings Account Settings Account Management Exceptional IP Address Online Clients.
o Online Clients @
| Account List @ Disconnect O Refres
Online Clients 1

Username IP Address MAC Upon Action

test123 10.44.66.101 30:0D:9E:ET:ES1T 2021-06-10 18:16:35 Disconnected

6. Click Exceptional IP Address to configure whitelist user who can access internet without authentication.

R‘uy’i?: #Rcycc | Ruijie-Hotel > Ruijie English v QRuijie Cloud BDownload App & Netw tup @ Network Check i Wamn [3Log Out
# Overview
= Hostname: Ruijie SN: HI 1 P17 MAC: EC:L 35 @ Reboot
@ Oniine Clients ® EG105G-P
[ Router Overview  Basics Security Behavior VPN Advanced Diagnostics System
= Wireless N -
Global Settings ~ Account Settings  Account Management jonal IP Address | Oniine Clients

[\ Switches

@ oxceptional 1P Address @

= Netwark

| Exceptional IP Address List [ Delete Selected

Upto § entries can be added.
Start IP Address End IP Address Remark Status Action

No Data

«Coltapse
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“Start!P | 1921681201

Address

*End (P | 192.168.120.254

Address

Remark

status @D

Global Settings ~ Account Settings ~ Account Management  Exceptional IP Address  Online Clients

© Exceptional 1P Address @
| Exceptional IP Address List + Add [ Delete Selected
Upto § entries can be added,

Start IP Address End IP Address Remark Status Action

192.168.120.1 192.168.120.254 Enable Edit Delete

4.1.16. IPTV

Application Scenario

Scenario 1:

Laptop, PC
Smartphone

Internet
Reyee GW
EG105 IPTV data

Video cable

CoE 0

‘ IPTV
Set-top box 'E@

Scenario 2:
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ELV Cabinet

RG-EG105G V2

Combine IPTV and Wi-Fi to

single cable

| IPTV STB

Procedure

a 1 Connect the ISP cable with WAN port, and connect your PC with LAN port. Using the default IP

192.168.110.1 to login Reyee EG and then refer to the wizard to let your EG can access Internet successfully.

b 2. Click Setup->Basics->IPTV/VLAN

i?uy‘Te ERCycc | 20211224 > EG105G-P-V2 English O Ruijie Cloud  §80Download App & Network Setup @ Network Check i Wam (3 Default Password

& Overview

Wi-Fi Setup>
ECnline Clients Hostname; EG105G-P-v2
sn: F i !
B Router b ==Primary Wi-Fi: 20211224 — Guest Wi-Fi
5 Rk 1P T B Security: Yes o Security: No
®EG105G-P-V2 MAC: DODOFE15:08:43
= Wireless Software Ver: Reyea0s 1.55.1914
[E\ Switches
. Met Status ( Online Devices / Total ) Rafresh 2
== Networl

o
<[4
o L

2

Online Clients

g -_-.-.—:r. —
DHCP oso
Internet Router Switches.

T 0.00bps L 0.00bps
1

=
-

weal-Tirme Flow (Kbps) Kbps AN

~@- Uplink Flow ~@- Down

«Collapse [

Ruifie  WRcycc English Download App & Network Setup @ Network Check i Wam 3

£ Overview
=S i 293 © Reoe
(Eoniine Clients . EGI05G-P-V2
EiRouter
= Wireless hi
[ R
=) Switches i
I IPTV/VL oo Ader
Network N
LaNT PT
LANZ  1P-Phone
LANIMWANT  intermet
IPTV VLAN ID tod
*IP-Phone VLANID 200
Intermet VLAN 502,10 Tag
T p
&
“Cellpse

3. Configure the IPTV VLAN ID or IP-Phone VLAN ID:

1) If you are in following regions, you can choose the mode directly.
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Ruijie BRcycc | 20211224 » EG105G-P-V2 English ~ ) Ruipe C nload App @ Network S “ Kk HiWam [3Delault Password
£ Overview
E Hostname; EG1056-P-V2 SN: BGI4942570013 1P 17226693 MAC: O0DO-FE:1508:43 & Reboot
(EOniine Clients * EG1056-P-V2
&l Router Iverview Basics
= Wil
Wil © PTUVLAN sattings.
i Switches
I IPTV/VLAN
i Network
*Mode | Singapore-Singtel
LAND Singapore-Singte!
LaN
LANZ
LANIAWANS
IPTV VLAN ID 20
internet VAN (D) 80210 Tag
“Intemet VLANID 10
“ “
Ll
& Collapse

2) If you are not in these regions, you can choose custom, and contact with ISP for the IPTV setting, then connect the
IPTV and IP-Phone with related LAN ports. For example, the IPTV VLAN is 100, IP-Phone VLAN is 200 and the .Internet
VLAN ID is 300.

Rufjie BRcycc | 20211224 ) EG1056-Pv2 English

s Overview

—
. A Hastname: EG10LG- P42 3 £ 17226693 HAAC: DODIFE1508:43 O
& Cmline Clients *EG105G-P-V2
Beouer verview  Basics
“ WWirel
freless @ 'PTVIVLAN sattings
4 Swiches
| IPTV/VLAN
¥ Netwark
* Mods Custom
LANO
LAN1 BTV

LAMZ  IP-Phone

“LANIAWANT  Intemnet
FTVVLANID 100
P-Fhone VLAN D

ntermet VLN @) 802101 Tog

*Internet VLAN 1D 300 #

came T

3) If you are scenario 2, after configuring IPTV setting on Reyee EG, you need to configure the IPTV VLAN 100 on WALL
AP LAN port. If you are scenario 1, please ignore this step.

Click Wireless->LAN Ports->Add
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Ruifie | RRcycc | Cloud Auth Test > EG105G-P English ~  yRuijie Cloud 3@ Download App & Network Setup @ Network Check

S Overview
LAN Port Settings
@ e configuration takes effect only for the AP with a LAN port, g, EAP1DT

& Online Clients
b Note: The configured LAN port settings prevall. The AP device with no LAN port settings will be snabiled with default sattings

[ Router

f Default Settings

WLAN 1D Add VLAN
APs
Wi Rang a 090. A b a ficat amme
WAN
Clienits
Blacklist/whitelist Applied to AP device with no LAN port settings @

-
‘ LAN Port Settings + Add I Delete Selected

LED

Metwark Optimization Up1o8 VLANIDE or 32 APs can be added (0 APs have been addead),

= Switches VLAN ID Applied to Action
e
F Network — 4
o Callapse

Configure VLAN ID to be 100, Applied to WALL AP.

VLANID 100

* Applied to

Cancel

ﬂ Note

° Reyee OS 1.55 or later version can support IPTV.

41.17. UPnP
Application Scenario

UPNnP (Universal Plug and Play) is a protocol that enables application running on a host to automatically configure port

mapping on the NAT-Router. On the other hand, enabling UPnP may pose potential danger to network security. There

are three requirements for applying UPnP:
1) The device must be enabled with UPnP.
2) The operating system of the internal host must support UPnP.

3) The application must support UPnP.

175



Reyee Cookbook Configuration

&

Y

iy

o Reyee EG: Enable UPnP
-

switch

é Client: Enable UPnP function

1. Click Router->Advanced->UPnP Settings->Enable. then enable UPnP function on your Phone or PC. The Router

Procedure

will auto detect your device and set port mapping for it. Finally you can use external IP and port to access your Phone or

PC service.
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Ruijie FRcycc | ReyeeNetwork 01 > Ruijie English A Ruijie Cloud 3§ Download App & Network Setup @ MNetwork Check # Wam [3Log Out

&% Overview

Hostname: Ruijie SN: £ 019 1p: 172 O Reboot
eboof
@ Online Clients EG105G-P-V2 MAC: 00:D0 3:43
= Routing
= Wireless o UPnP Settings
UPNP (Universal Plug and Play) is a new Internet protocol ¢ Flow Control on between devices. @
[ Switches ,
PPPoE Server
= Network
Save
| UPnP List Dynamic DNS
UPnP Settings
Protacol App ient IP Address Internal Port External Port
Local DNS
Othes lo UPnP Device
'’ 4
Ai
«Collapse

4.2 Reyee ES Series Switches Configuration

4.2.1 System Settings

4.2.1.1 Device Info

Device Info displays device details, including Hostname, Model, MAC Address, IP Address, Submask, Gateway, DNS,

SN, Firmware Version, Firmware Date and Hardware Version.

Ruijie BReyce e
Y o3 & s & 7 W 3
Homepage I
& Downlink ! Ulink
System Settings
Hostname
IP Settings
Mode!
Account Settings. MAC Addies
IP Address
Reboot. Submask
Gateway
Upgrade DNS 192.168.110.1
SN CAR
Restore Default Firmware Version ESW_1.0(1)81P3 Release(07200415)
Firmware Date Aug 04 2020
Menitoring v Hardware Version 130

Switch Settings
VLAN Settings
QoS Settings

Po Settings

4.2.1.2 IP Settings

IP Settings could configure the management IP address and management VLAN for the device. Auto Obtain IP is set
to Enabled by default. When VLAN Settings is set to off, the management VLAN is 1.
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Ruifie | iReyee
1 2 3 4 3 6 7 8 =
Homepage 1P il
: Downlink Uil
Collapse
Device Info IP Settings
VLAN VLAN 1 -
; Enabled v
Account Settings Auto Obtain IP i .
you disable this feature, mult-DHCP larmming wilfo
Reboot IP Address 1821681103
Submask 2552552550
Upgrade
Gatewny 192.168.110.1
Restore Default Auto Obtain DNS Enabled v
DNS 192.168:110.1
Monitoring

Switch Settings

VLAN Settings

QoS Settings

PoE Settings

When VLAN Settings is set to on, the following figure will be displayed.

IP Settings
VLAN VLAN 1 v
Auto Obtain IP feples) =
f you disable this featurs, multi-DHCP alarming wil fail,

IP Address 192.168.110.3
Submask 255.255.255.0
Gateway 192.168.110.1

Auto Obtain DNS Enabled ~
DNS 192.168.110.1

When VLAN Settings is set to on, select the management VLAN from the configured VLANs (you can choose VLAN
Settings > VLAN Members to add a VLAN).

You can change the status of Auto Obtion IP to Disabled to manually configure Static IP Address that belong to the

management VLAN and DNS server for the device.

IP Settings
VLAN VLAN 1 ~
Auto Obtain IP it
f you disable this feature, multi-DHCP alarming will fail.

IP Address 192.168.110.3
Submask 255.255.255.0
Gateway 192.168.110.1

Auto Obtain DNS Disabled v
DNS 192.168.110.1

The device will be disconnected for a short time during the period of IP address configuration. If Auto Obtain IP is set to

Enabled, the device needs to obtain an IP address from the uplink device, or you can enter the management IP address

(10.44.77.200) for Web management.

After VLAN Settings is set to on, change the management VLAN and check whether the port VLAN contains the

management VLAN to avoid IP address inaccessibility.
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4.2.1.3 Account Settings

Under factory default settings, the eWeb management system displays a prompt, asking you whether to change the

password. (You can configure switch functions only after changing the password.)

Ruijie | BReyee 10.44.77.200 says English ¥ i

You are not allowed to manage the device with the default
password. Do you want to change the password?

Tonapse

System Settings

VLAN Settings  off () Device Info

Monitoring v
Model: RG-ES218GC-P Firmware Version: ESW 1.0(1)B1P3,Release(07193011)
Switch Settings MAC Address: 00:D0:F8:21:80:41 SN: GINW21M000217
1P Address: 0.0.0.0 Uptime: 00h 00min 43s
VLAN Settings ~ ~ Cloud Status: Unconnected Hostname:  ruijie m
QoS Settings ~ Port Info Refrash List
Port Status PoE N
Pok Settings Ri/Tx Isolation Loop DBovniink
Port Config Status Flow Flow Rate 5 PoE Device
Status Actual Status . (kbps) tatus Status Action Sqarch
Speed Duplex Control{Config) Control(Actual) Power L
YOOM/Full
Port1 Enabled * Auto * Auto v ! "‘ I‘I s Disabled v Disabled 10/145 Unisolated Normal
Port? Enabled v Auto v Auto v | Disconnected Disabled v Disabled 0/0 Unisolated Normal
Port3  Enabled v  Auto v Auto v | Disconnected Disabled v Disabled 0/0 Unisolated Normal
Port4 Enabled v Auto v Auto v | Disconnected Disabled v Disabled 0/0 Unisolated Normal
Port5 Enabled v  Aute v Aute v | Disconnected Disabled v Disabled o/0 Unisolated Normal
Port& Enabled v Auto ¢ Auto v | Disconnected Disabled v Disabled 0/0 Unisolated Normal

Click OK. The Web management system automatically redirects to the Account Settings page (or you can choose

System Settings > Account Settings to configure the login password).

Ruijie | iReyce

Homepage

English v | Logout

4 6 8
L——pownlink————! Iplink

System Settings A 3
Collapse

Account Settings

Device Info

1P Settings T ot be configured with an independ =
Account Settings P S

Reboot Password Password The password must contain only letters, numbers and the following special characters: <=>[1|@#3*).

Confirm Password | Confirm Password
Upgrade

Restore Default
Monitoring v
Switch Settings v
VLAN Settings v

Qos settings v

POE Settings

Enter a new password according to password rules and then click Save. In the displayed dialog box, click OK.

Keep the configured device management password in mind. After the password is being changed, the eWeb

management system may need re-authentication and login.

When switches are managed via a Self-Organizing Network (SON), no management password can be separately

configured for the device and the global password needs to be configured on the master device.

Account Settings

d. Please use \+ App to change the password of all devices. If you change the p y this device, configuration

Account admin
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4.2.1.4 Reboot

Click Reboot to reboot the switch.

Ruijie BReyce English v
7 s

Collapse

Reboot

Device Info

Please click Reboot to reboot the switch.

1P Settings
Account Settings
Upgrade
Restore Default

Menitoring

Switch Settings v

VLAN Settings

QoS Settings

PoE Settings

4.2.1.5 Upgrade

Ruijjie | iRcyee Eogih ] Logout

Homepage

————ownlisk————  uglink

System Settings A
Collapse

Device Info Local Upgrade

IP Settings

Account Settings

Reboot TR
Online Upgrade

Restore Default
Current Version ESW_1.0(1)B1P3 Release{07200415)

Latest Version
Menitaring

Switch Settings

VLAN Settings

QoS Settings

Pok Settings

Local Upgrade
Click Select File. In the displayed dialog box, select a target upgrade package. (The software upgrade package is an
xxx.bin file while the system upgrade package is an xxxx.tar.gz file. You need to manually decompress the package and

select the xxx.bin file for upgrade.)

Local Upgrade

m Keep Old Config

Decompress the package and select the bin file for upgrade.

Keep Old Config is selected by default. If the target version is much later than the current version, it is recommended

not to choose Keep Old Config.

Online Upgrade
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Online upgrade will keep your current configuration. If there is a new version available, the Upgrade button can be
clicked. Click Upgrade button and then confirm upgrade. The device will download the new version from the Cloud and

upgrade to the target version. The time it takes depends on network performance.

Online Upgrade
Online upgrade will keep the old configuration,

Current Version ESW_1.0(1)B1P3,Release(07200415)
Latest Version The current

4.2.1.6 Restore Default

Click Restore to restore factory settings and reboot the device.

Ruijie | RReyee English v Logout

Settings A

Device info Restoring

Restore factory configuration and reboot the device.

1P Settings
Account Settings
Reboot
Upgrade
Restore Default
Monltoring v
Switch Settings
VLAN Settings v

QoS Settings v

PoE Settings

4.2.2 Switch Settings

4.2.2.1 Port Settings

Ruijie | iReyce English v Logout

1 2 3 4 5 6 7 8 9
bl |l - = up

Homepage uLn, in | m_n, [TTNTEY
(e

Downlink——————  Uplink

System Settings v
Collapse

Monitoring v Port Settings

After the port is shut down, it is not allowed to send or receive packets(PoE is not affected). Shutting down all ports will make the switch unmanageable, Please be cautious.
Switch Settings  ~

Port Status Speed Duplex Flow Control
Port Settings 5
—-Select-- Enabled v Auto v Auto v Disabled v
Port Mirroring Save
Port Isolation Port List
Static MAC Speed/Duplex Flow Control
Port Status
Config Status Actual Status Config Status Actual Status
search MAC Port 1 Enabled Auto/Auto Disconnected Disabled Disabled
Port 2 Enabled Auto/Auto Disconnected Disabled Disabled
MAGLE Port 3 Enabled Auto/Auto Disconnected Disabled Disabled
Port 4 Enabled Auto/Auto 100M/Full Duplex Disabled Disabled
VLAN Settings Port 5 Enabled Auto/Auto Disconnected Disabled Disabled
Port 6 Enabled Auto/Auto Disconnected Disabled Disabled
QoS Settings v Port7 Enabled Auto/Auto Disconnected Disabled Disabled
Port 8 Enabled Auto/Auto Disconnected Disabled Disabled
Port 9 Enabled Auto/Auto 1000M/Full Duplex Disabled Disabled

PoE Settings

In the Port Settings page, you can configure the port status, speed, duplex mode, and flow control status of the ports.
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Port Settings
After the port is shut down, it is not allowed to send or receive packets(PoE is not affected). Shutting down all ports will make the switch unmanagesble, Please be cautious.
Port Status Speed Duplex Flow Control
[ort 2x]port 3 x[port 4] Enabled Auto v Auto ~ Disabled v

A disabled port cannot transmit or receive packets (the PoE function is not affected). Disabling all ports of a switch will

make the switch unmanageable. Therefore, exercise caution when disabling ports.

In the Port List, it displays the configuration properties and the actual properties in effect for each port of the device.

Port List
Speed/Duplex Flow Control
Port Status
Config Status Actual Status Config Status Actual Status
Port 1 Enabled Auto/Auto 1000M/Full Duples Disabled Disabled
Port 2 Enabled Auto/Auto 1000M/Full Duplex Disabled Disabled
Port3 Enabled Auto/Auto Disconnected Disabled Disabled
Port 4 Enabled Auto/Auto 100! | Duplex Disabled Disabled
Port 5 Enabled Auto/Auto Disconnected Disabled Disabled
Port 6 Enabled Auto/Auto 1000M/Full Duplex Disabled Disabled
Port7 Enabled AutofAuto 1000M/Full Duplex Disabled Disabled
Port8 Enabled Auto/Auto Disconnected Disabled Disabled
Port9 Enabled Auto/Auto Disconnected Disabled Disabled
4.2.2.2 Port Mirroring
Ruijie | iReyee English v | Logout
1 2 3 4 5 6 7 8 9
Homepage yun | ons || e | e |
L —Downlink-
System Settings
Collapse
Monitoring . Port Mirroring
port will be mirrored to the mirror port.(The image destination port can only grab packets and cannot transmit data with the
Switch Settings A
Port Settings Source Port Member Direction Mirror Port
--Select-- Input v Port1 v
Port Mirroring
Port Isolation
Source Port Member Direction Mirror Port
Static MAC m
Search MAC
MAC List

VLAN Settings v

QoS Settings v

Pok Settings

Port Mirroring forwards input/output packets of one or more source port to the destination port to monitor the network.

Select the source port, direction (Input/Output/All), mirror port for port mirroring configuration and click Save.
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Port Mirroring

Packets received and transmitted on the source port will be mirrored to the mirror port.(The image destination port can only grab packets and cannot transmit data with the
switch)

Source Port Member Direction Mirror Port
Output Port5 v

Save

The following list shows the port mirroring configurations that currently exist:

Port Mirroring

Packets received and transmitted on the source port will be mirrored to the mirror port.(The image destination port can only grab packets and cannot transmit data with the
switch)

Source Port Member Direction Mirror Port

--Select—- Input  ~ Port1 v

Source Port Member Direction Mirror Port

2 Qutput 5

Only one port mirroring entry can be set, but multiple source ports are supported:

Source Port Member Direction Mirror Port
A Ports v

Save

Source Port Member Direction Mirror Port

2-4 All 5

Destination mirroring ports on RG-ES205C-P, RG-ES205GC-P, RG-ES209C-P, and RG-ES209GC-P can only capture

packets. They cannot transmit data to the switch.

4.2.2.3 Port Isolation

Port isolation implements layer-2 isolation of packets. After port isolation is enabled (which is disabled by default), data
can be forwarded only between uplink ports and downlink ports, and downlink ports cannot forward packets to each

other.
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System Settings  ~

Monitoring

Port Settings Status

Port Mirroring

VLAN Settings

QoS Settings

Pok Settings

8

Port Isolation

PC1: connect to Port 1, IP: 192.168.1.10 PC2: connect to Port 2, IP: 192.168.1.12

Ping the test results when the port Isolation turned off:

of data:

Lost = 4 (

4.2.2.4 Static MAC

The Static MAC page is divided into two parts:
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Ruijie | BiReyce English v| Logout
1 2 3 4 S 6 2 i) 9
e - - ]

Homepage 1P ey e ey
L Downlink—————— Uplink

System Settings v
Collapse

Monitoring v Static MAC Address

Switch Settings A

MAC Address VLAN ID Port
Port Settings
00:00:00:00:00:00 VLANID | (1-4094) Port3 v
Port Mirroring m
Port Isolation
No. MAC Address VLAN ID Port
Search MAC
MAC List

VLAN Settings

QoS Settings Vv

Pok Settings

Adding a static MAC address: Enter a valid MAC address and VLAN ID, select a port, and then click Add to add a
static MAC address. Up to 16 static MAC addresses can be added.

Static MAC Address
Up to 16 MAC addresses can be configured.

MAC Address VLAN ID Port

F4:8E:38:F5:38:BA 10 (1-4094) Port3 v

After VLAN Settings is set to off, no VLAN ID needs to be entered to add a static MAC address.

Displaying and deleting a static MAC address: After a valid static MAC address is added, the information will be
displayed in the list below. Select a static MAC address and click Delete to delete the static MAC address.

No. MAC Address VLAN ID Port
1 F4:8E:38:F5:38:BA 10 3

4.2.2.5 Search MAC

With the Search MAC function, you can search for the MAC addresses learned by the device. MAC addresses can be

fuzzily searched.
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Ruijie | BiReyce

Homepage

System Settings v
Collapse

Monitoring v MAC Address Search

MAC Address

Switch Settings A
00:00:00:00:00:00

Port Settings

Port Mirroring
Port Isolation
Static MAC
Search MAC
MAC List
VLAN Settings
QoS Settings Vv

Pok Settings

English v| Logout

VLAN ID
VIAN 1D (1-4094)

You can enter a part of a complete MAC address (such as c0:b8:e6:9a:43:0d) for searching.

MAC Address Search

MAC Address

c0:b8:e6:9a:43:0d

VLAN ID
1 (1-4094)

The search results will show the information of VLAN ID, Type, Port corresponding to the MAC address:

MAC Address VLAN ID Type Port
C0:B8:E6:9A:43:0D 1 Dynamic Port 6
After VLAN Settings is set to off, the VLAN ID column will not be displayed.
MAC Address Search
MAC Address
00:00:00:00:00:00
MAC Address Type Port
CO:B8:E6:9A:43:0D Dynamic Port 6

4.2.2.6 MAC List
The MAC List page lists MAC addresses learned by the device.
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Ruijie | iRecyece English v| Logout
&

1 2 3 4 5 6 T 8
1 i B ey
Homepage e yon | | e | v | | e 10w

L Dpownlink———— Uplink

System Settings v

Collapse
LA, MAC Address Info
Monitoring v
No. MAC Address VLAN ID Type Port.
SWitkBoEngs A 1 30.0D9EE7:£0:15 1 Dynatic 7
. 2 EC:B9:70:23:A4:97 1 Dynamic 2
PorRiSEHings 3 COBBE6IAA30E 1 Dynamic 6
4 C0:B8:E6:9A:43:0D 1 Dynamic 6
Port Mirroring
5 30:0D:9E:D6:D3:A6 . Dynamic 4
i 6 54:16:51:76:EA:8F 1 Dynamic 7
Port Isolation
7 54:16:51:76:EA:90 1 Dynamic 7
Static MAC Clear Dynamic MAC
Search MAC
MAC List

VLAN Settings v

QoS Settings v

PoE Settings

Click Clear Dynamic MAC, the device will re-obtain the list of learned MAC addresses.

MAC Address Info

No. MAC Address VLAN ID Type Port
1 30:0D:9E:ET:E9:15 1 Dynamic 7
2 EC:B9:70:23:A4:97 1 Dynamic 2
3 C0:B8:E6:9A:43:0E 1 Dynamic 6
4 30:0D:9E:D6:D3:A6 1 Dynamic B

Clear Dynamic MAC

After VLAN Settings is set to off, the VLAN ID column will not be displayed.

MAC Address Info

No. MAC Address Type Port
il 30:0D:9E:E7:E9:15 Dynamic i
2 EC:B9:70:23:A4.97 Dynamic . 2
8 C0:B8:E6:9A:43:0E Dynamic 6
4 CO:B8:E6:9A:43:0D Dynamic 6
5 54:16:51:76:EA:8F Dynamic 7
6 54:16:51:76:EA:90 Dynamic 7
7 30:0D:9E:0B:7D:05 Dynamic 7
8 30:0D:9E:D6:D3:A6 Dynamic 4

Clear Dynamic MAC

4.2.2.7 DHCP Snooping

DHCP Snooping is used as a DHCP packet filter. The DHCP request packets will be forwarded only to the trusted port.
Only the DHCP response packets from the trusted port will be allowed to forward.
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Ruijie | iReyce i 3 5 7 9 # 13 1s English | Logout

wiviply piwiviy
2 4 6 17 18
:

8 10 12 14 16

System Settings

Downlink-

Uplink
L Collapse
Monitoring v
DHCP Snooping Settings

Switch Settings ~

orwarded only to the

Port Settings
Port Mirroring DHCP Snooping: off
Port Isolation
Static MAC
Search MAC
MAC List
DHCP Snooping
VLAN Settings v

QoS Settings v

PoE Settings

After DHCP Snooping is set to on, as shown in the figure below, the device sets the uplink port as a trusted port by

default. You can select a port and click Save to set the port as the trusted port.

DHCP Snooping Settings

Tip: DHCP Snooping functions as a DHCP packet filter. The DHCP request packets will be forwarded only to the trusted port. The DHCP response packets from only the trusted
port will be allowed for forwarding.

Note: Generally, the DHCP server port (uplink port) is set as the trusted port.

DHCP Snooping: m
Select Trusted Port:
Select ALL/Unselect

Port 1 Port 2 Port 3 Port 4 Port 5 Port 6 Port7 [ |Port8 Port 9 Port 10 Port 11 Port 12 Port 13 Port 14 Port 15 Port 16 Port 17

The port connected to the DHCP server (uplink port) is configured as the trusted port generally.

EPort 18

The ES205GC-P and ES209GC-P do not support this feature.

4.2.3 VLAN Settings

4.2.3.1 VLAN Members

When VLAN Settings is set to off, the page is shown in the figure below:
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Ruijie | BiReyce English v| Logout

Homepage

System Settings v

Collapse

Monitoring v VLAN Members

VLAN Settings _off @

Switch Settings VLAN settings are disabled. The device forwards packets

according to the destination MAC address.

After VLAN settings are enabled, the device will forward packets

based on the combination of the destination MAC address and

VLAN ID. You can configure a port as an access/trunk port and

VLAN Members whether to tag packets. All ports will be initialized as access
ports.

VLAN Settings ~

VLAN Settings

QoS Settings v

PoE Settings

When VLAN Settings is set to on, the page is shown in the figure below:

Ruijie | iReyce English v| Logout

1 2 3 4 5 6 7 8 9
0 0 0 0 i e i iy oy

Homepage ey wen | g e | | ) e F s
(I

Downlink——————  Uplink

System Settings v
Collapse

. VLAN Members
Monitoring v

VLAN settings @D @

VLAN settings are enabled. The device forwards packets based

on the combination of the destination MAC address and VLAN

ID.

The access port is used to connect to the endpoint. An access (1-4094)

port forwards packets to only member ports of the native VLAN.

VLAN Members The packets received or transmitted on this port are untagged.
The trunk port is used to connect to the switch. A trunk port may

. belong to multiple permit VLANSs, but only packets of the native

VLAN Settings VLAN are untagged. VLAN ID

After VLAN settings are disabled, all VLAN settings will be

cleared and the device will forward packets according to the 1

QoS Settings v destination MAC address.

PoE Settings

Switch Settings v

VLAN Settings A

After VLAN Settings is set to on, enter a valid VLAN ID and click Add to configure a new VLAN. Up to 16 VLANs can be

configured.

VLAN Members

VLAN Settings @ ) €

Up to 16 VLAN members can be configured.

VLAN ID 6 (1-4094)

Add

In the VLAN list, you can select VLANs and click Delete to delete them in batches.

No. VLAN ID
1 1
2 6

A VLAN ID bound to the port cannot be deleted.
4.2.3.2 VLAN Settings

When VLAN Settings is set to on, the page is shown in the figure below:
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Ruijie | BiReyce English | Logout
Homepage
System Settings v
Collapse
Fp VLAN Setti
Monitoring N N
VLAN Settings @ @
Switch Settings v
to VLA LAN IE
VLAN Settings Native VLAN
s ative
Port VLAN Type Permit VLAN The packets of this VLAN are untagged
VLAN Members
~-Select— Access v ~-Select— VLAN T v
VLAN Settings m
QoS Settings Port VLAN Type Permit VLAN Native VLAN
Port 1 Trunk 1.6 1
Pal Settings Port 2 Trunk 1.6 !
Port 3 Trunk 16 1
Port 4 Trunk 16 1
Port 5 Trunk 1,6 1
Port 6 Trunk 16 1
Port 7 Trunk 16 1
Port 8 Trunk 16 1
Port9 Trunk 16 1

The VLAN Settings page is divided into two parts:

The upper part enables port VLAN configuration. You can select a port, set the VLAN type as (Access or Trunk; when
Trunk is selected, Permit VLAN can be configured), Permit VLAN, and Native VLAN, and click Save to save the port
VLAN configuration:

VLAN Settings

VLAN Settings @) @

You can go to VLAN Members to add a VLAN ID.

. Native VLAN
Port VLAN Type Permit VLAN e
The packets of this VLAN are untagged.
[Port 3 x| Access v —Select-- VLANG v

Native VLAN: The packets of this VLAN are untagged.

The lower part lists the port and VLAN settings:

Port VLAN Type Permit VLAN Native VLAN
Port 1 Trunk 1,6 1
Port 2 Trunk 1,6 1
Port 3 Trunk 16 1
Port 4 Trunk &: 1
Port 5 Trunk 1,6 1
Port 6 Trunk 1,6 1
Port 7 Trunk 1,6 1
Port 8 Trunk 1,6 1
Port 9 Trunk 16 1

4.2.4 QoS Settings

4.2.4.1 Port Rate

You can configure the input and output rates for a port. The Port Rate page is divided into two parts:
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Ruifie | iRcyee
R B S S T e
Homepage il ply
Downlink Jplink
System Settings
Collapse
Monitoring Port Rate
Port Type Status Rate(Mbit/sec)
Switch Settings v
—-Select. Input v Disabled No Limit  (1-1000M)
VLAN Settings ==
Port Input Rate(Mbit/sac) Output Rate{Mbit/sac)
Port 1 No Limit
Port 2 No Limit
Port 3 No Limit
Storm Control Port 4 No Limit
Port 5 Ne Limit
PoE Settings Port & No Limit
Port7
Port 8 Nao Limit
Port9 1000 100¢

Configuration part: Select one or more ports, set the port type and whether to enable rate limiting (if yes, enter the rate

limit value of the port), and click Save.

Port Rate
Port Type Status Rate{Mbit/sec)
[Port 2%] Input Enabled ~ 1000 (1-1000M)

Display part: The input and output rates configured for device ports are displayed.

Port Input Rate(Mbit/sec) Output Rate(Mbit/sec)
Port 1 No Limit No Limit

Port 2 1000 No Limit

Port 3 No Limit No Limit

Port 4 No Limit No Limit

Port 5 No Limit No Limit

Port 6 No Limit No Limit

Port 7 1000 1000

Port 8 No Limit No Limit

Port9 1000 1000

For RG-ES205C-P, the range of the port rate limit is from 1 Mbit/s to 100 Mbit/s.

For RG-ES209C-P, the maximum rate is 100 Mbit/s for ports 1-8, and the actual rate is 100 Mbit/s if a greater rate is
configured. The range of the port rate limit is from 1 Mbit/s to 1000 Mbit/s for port 9.

For RG-ES226GC-P, RG-ES218GC-P, RG-ES205GC-P, and RG-ES209GC-P, the range of the port rate limit is from 1
Mbit/s to 1000 Mbit/s.

4.2.4.2 Storm Control
The Storm Control page is divided into two parts:

Configuration part: Specify the storm control type (Broadcast/Unknown Unicast/Unknown Broadcast), select ports,
enable storm control, and enter the storm control rate. Click Save to configure storm control.

Storm Control

Type Port Status Rate(Mbit/sec)

Broadcast v Enablec v 1000 (1-1000M)
N

Display part: The storm control types and rates configured for device ports are displayed (when storm control is

enabled, the storm control rates are displayed).
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Type Broadcast(Mbit/sec) Unknown Unicast(Mbit/sec) Unknown Broadcast(Mbit/sec)
Port 1 Disabled Disabled Disabled
Port 2 1000 Disabled Disabled
Port 3 Disabled Disabled Disabled
Port 4 Disabled Disabled Disabled
Port5 Disabled Disabled Disabled
Port6 Disabled Disabled Disabled
Port 7 Disabled Disabled Disabled
Port 8 Disabled Disabled Disabled
Port 9 Disabled Disabled Disabled

For RG-ES205C-P, the range of the port rate limit is from 1 Mbit/s to 100 Mbit/s.

For RG-ES209C-P, the maximum rate is 100 Mbit/s for ports 1-8, and the actual rate is 100 Mbit/s if a greater rate is
configured. The range of the port rate limit is from 1 Mbit/s to 1000 Mbit/s for port 9.

For RG-ES226GC-P, RG-ES218GC-P, RG-ES205GC-P, and RG-ES209GC-P, the range of the port rate limit is from 1
Mbit/s to 1000 Mbit/s.

4.2.5 PoE Settings

The PoE system status and PoE port status of the device are displayed.

Ruijie | iRcyece

1 2 3 4 5 & 7 @8

Homepage gl iy
Dowenlink Jplink
System Settings
Collapse

Monitering PoE Info
o . Total Power Used Remaining Waork Status
Switch Settings v

120w 7.5w 112.4w Normal

VLAN Settings ~ ~
POE Settings

oS Settings
POE Status
en off PoE will not wor

et Port Power(W) Current(ma) Voltage(V) Power Status Action

(- @] Port 0 0 0

[+ @) port 2 75 41 533
[ @] Port 3 0 0 0
a Port 4 0 0 0
& Ports 0 0
a Port 6 (] 0
a Port7 (] 0
& Port 8 0 Q

System status: The total power, used power, remaining power, and work status of the PoE function of the device are
displayed.

PoE Info

Total Power Used Remaining Work Status

120w 7.5w 112.4w Normal

Port status: The PoE voltage, current, power, and current power status of ports are displayed. You can choose whether

to enable PoE function on a port and restart PDs.
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When off PnEPv:IE\ f:i:srk on s pare Port Power(\W) Current(mA) Voltage(V) Power Status Action
a Port1 | 0 0 | 0 | Powered Off
@ Port 2 75 141 53.3 Powered On Re-Power On
a Port 3 0 0 0 Powered Off
a Port4 0 0 0 Powered Off
a Ports | 0 0 ' 0 | Powered Off
a Port 6 i 0 0 Powered Off
a Port7 0 0 0 Powered Off
a Port 8 0 0 0 Powered Off

Fiber ports (last two ports) of RG-ES226GC-P and RG-ES218GC-P do not support the PoE function.

Disabling PoE on a port will stop powering downlink devices connected to the port.

4.3 Reyee NBS Series Switches Configuration

431 VLAN

4.3.1.1 VLAN List
In the VLAN List screen, you can add and delete VLANs and edit the VLAN description. The time for loading the VLAN

page increases when there are many VLAN entries.

Batch adding VLANs/Adding a single VLAN
The VLAN range is 1-4094.

Click Batch Add. In the displayed dialog box, enter VLANs or a VLAN range (separate multiple VLANs by using

commas (",")), and click OK.

Batch Add

3-5,100

The added VLANSs are displayed in VLAN List.

193



Reyee Cookbook Configuration

Ruijie | BRCycc | test123 1 Auto > NBS5200 @ English « O Ruijie Cloud B0
v Y = © Add operation succeeded, -

#Home

vLan List @ fadd | | Delete Selectea
EFVLAN
Upto 4084 entries can be added.{ The default VLAN, management VLAN, native VLAN, svi Vian, MVR vian and access VLAN eanno
& Monitor
VLAN ID # Dascription Port Action

@Ports

= 1 VLANOODT Gi1-24Te25-28 Edit

)12 Multicast

@13 Interfaces 3 VLANOOD3 Git-2 Edit Delete
© Security 4 VLANOOO4 Git-2 Edit Delete
3 Advanced 5 VLANOOOS Git-2 Edit Delete
., Diagnostics 10 VLANDO10 Git-2 Edit Delete
= System 100 VLANO100 Gi1-2 Sl Lo

Total 6 10/page n Gotopage 1

Click Add. In the displayed dialog box, enter the VLAN (mandatory) and VLAN description, and click OK.

SVLANID: | 200

Description: | guset

If no VLAN descriptions are configured when VLANs are added, the system creates VLAN descriptions in

corresponding formats, for example, VLANOOOXX. VLAN descriptions cannot be repeated.

The added VLAN is displayed in VLAN List.

| VLAN List ° + Batch Add + Add T Delete Selected
Upto 4094 entries can be added.( The defauit VLAN, management VLAN, native VLAN, svi Vian, MVR vian and access VLAN cannot be deleted.)
VLAN ID Description Port Action
1 VLANOQO1 Gil-24,Te25-28 Edit
3 VLANO0O3 Gil-2 Edit Delete
4 VLAN0004 Gil-2 Edit Delete
5 VLANOOOS Gil-2 Edit Delete
10 VLAN0O10 Gil-2 Edit Delete
100 VLANO100 Gil-2 Edit Delete
200 quset Gil-2 Edit Delete
Total7 | 10/page n Gotopage 1
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Batch adding VLANs/Adding a single VLAN

Configuration

The default VLAN (VLAN 1), management VLAN, native VLAN, and access VLAN cannot be deleted.

Select multiple entries in VLAN List and click Delete Selected.

| VLAN List @ _ HBachAdd | | +Add
Upto 4094 entries can be added.( The default VLAN, management VLAN, native VLAN, svi Vlan, MVR vlan and access VLAN cannot be deleted.)
a VLAN ID Description Port Action
1 VLANOQOQO1 Gi1-24,Te25-28 Edit
<1 VLANODO3 Gi1-2 Edit Delete
4 VLANO004 Gi1-2 Edit Delete
O > VLANOQOOS Gi1-2 Edit Delete
10 VLANOO10 Gi1-2 Edit Delete
100 VLANO100 Git-2 Edit Delete
200 guset Gi1-2 Edit Delete
Total 7 | 10/page B Gotopage 1

The message "Are you sure you want to delete the VLAN?” is displayed. In the displayed dialog box, click OK.

@ Are you sure you want to delete the entry?

The message "Delete operation succeeded." is displayed, the selected VLANs will be deleted in VLAN List.

test123 1 Auto > NBS5200 @ English -+ @ Ruijie Cloud
© Delete operation succeeded.

| VLAN List ° + Batch Add + Add

I Delete Selected

Upto 4094 entries can be added.( The default VLAN, management VLAN, native VLAN, svi Vlan, MVR vian and access VLAN cannot be deleted.)

Total 5

10/page

VLAN ID Description Port Action
1 VLANOOO1 Gi1-24,Te25-28 Edit
% VLANO0O05 Gil-2 Edit Delete
10 VLANOO10 Gil-2 Edit Delete
100 VLANO100 Gi1-2 Edit Delete
200 guset Gil-2 Edit Delete

Go to page

1

Click Delete in the Action column.
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| VLAN List ° + Batch Add + Add [l Delete Selected
Upto 4094 entries can be added.( The default VLAN, management VLAN, native VLAN, svi Vian, MVR vlan and access VLAN cannot be deleted.)
VLANID Description Port Action
d VLANOOO1T Gi1-24,Te25-28 Edit
O 5 VLANODDS Gi1-2 Edit
10 VLANOO10 Gil1-2 Edit Delete
100 VLANO100 Git-2 Edit Delete
200 guset Gil1-2 Edit Delete
Total 5 10/page Go to page 1

The message "Delete operation succeeded." is displayed, the selected VLANs will be deleted in VLAN List.

@ Are you sure you want to delete the entry?

Conenl n

The message "Delete operation succeeded." is displayed, the selected VLAN will be deleted in VLAN List.

test123 1_Auto > NBS5200 @ English v ORuijie Clou
© Delete operation succeeded.
viaN List @ 4 BathAdd | | +Add | | B Delete Selected
Upto 4094 entries can be added.{ The default VLAN, management VLAN, native VLAN, svi Vian, MVR vian and access VLAN cannot be deleted.)
VLANID % Description Port Action
1 VLAN00O1 Gi1-24,Te25-28 Edit
10 VLAN0O10 Gi1-2 Edit Delete
100 VLANO100 Gil-2 Edit Delete
200 guset Gi1-2 Edit Delete
Total 4 10/page - Gotopage 1

Editing a VLAN
Click Edit in the Action column. In the displayed dialog box, edit the VLAN description, and click OK.
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# VLAN ID:

Description: | Staff

Cancel

The message "Edit operation succeeded." is displayed

test123 1 Auto > NBS5200 O English O Ruijie Cloud §§Download App £ Wizard [ Log Ou
© Edit operation succeeded.

| VLAN List ° + Batch Add + Add 1] Delete Selected
Upto 4094 entries can be added.( The default VLAN, management VLAN, native VLAN, svi Vian, MVR vian and access VLAN cannot be deleted.)
VLAN ID Description Port Action

1 VLANOQO1 Gi1-24,Te25-28 Edit Delet

10 VLANOO10 Git-2 Edit Delete

100 Staff Gi1-2 Edit Delete

200 quset Git-2 Edit Delete
Total 4 10/page Go to page 1

4.3.1.2 Port List

The Port List area allows you to configure the relationships between ports and VLANs, you can configure ports in

batches or a single port.

Improper configuration of port VLANs may lead to failure in accessing the eWeb management system. Exercise

caution during the configuration.

In Access Port mode, if an access VLAN is configured, only packets tagged with the corresponding access VLAN ID

are permitted. Untagged packets are automatically tagged with this VLAN ID.

In Trunk Port mode, if a native VLAN is configured, untagged packets are automatically tagged with the
corresponding native VLAN ID. Generally, the native VLAN is included in a permitted VLAN range. Otherwise, data
may be blocked.

Batch editing ports

Click Batch Edit. In the displayed dialog box, select a port mode, select the required port, set the native VLAN or
access VLAN, and click OK.
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Batch Edit

Port Mode: | Trunk Port

* Native VLAN:

Permitted VLAN:

* Select Port:

g Aooregate @ upink g Copper il Fiber

il Avaitable g Unavailable

13 15 17 19 21 23 17 19 21 23
Il il Bl e o ol e
AEREEEE oywy HM

14 16 18 20 22 24 18 20 22 24

Note: You can click and drag to select one or more ports. Select All Inverse Deselect

Configuration

Select ports on the port panel and set the port mode to Access Port or Trunk Port. In Trunk Port mode, configure
permitted VLAN ranges (separated by commas ","), set VLAN IDs for the ports, and click OK. The port list and VLAN

list will be updated correspondingly.

The message "Operation succeeded." is displayed.

test123 1 Auto > NBS5200 @
© Operation succeeded.

200 guset Gil-3,Gi5,Gi7
Total4 | 10/page - Gotopage 1
Port List ’
Port Port Mode Access VLAN Native VLAN
Gil TRUNK s 1
Gi2 TRUNK - 1
Gi3 TRUNK - 10
Gi4 ACCESS 1
Gi5 TRUNK - 10
Gi6 ACCESS 1
Gi7 TRUNK - 10
Gi8 ACCESS 1
Gi9 ACCESS 1
Gi10 ACCESS 1
Total 28 | 10/page n 2l =l B Gotopage| 1

English

ORuijie Cloud  §8Download App & Wizard [3Log O

Edit Delete
@ Batch Edit
Permit VLAN Action
1-4094 Edit
1-4094 Edit
1-4094 Edit
Edit
1-4094 Edit
Edit
1-4094 Edit
Edit
Edit
Edit

Editing a single port
Click Edit in the Action column, configure the port mode and VLAN, and click OK.
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Port:Gi4

Port Mode: | Access Port

* Access VLAN: 100

Cancel

The message "Operation succeeded." is displayed.

test123 1 Auto > NBS5200 @ English
® Operation succeeded.

200 guset Gi1-3,Gi5Gi7 Edit Delete
Totald | 10/page Gotopage| 1
Port List ° & Batch Edit
Port Port Mode Access VLAN Native VLAN Permit VLAN Action
Git TRUNK = 1 1-4094 Edit
Gi2 TRUNK e i 1-4094 Edit
Gi3 TRUNK = 10 1-4094 Edit
Gi4 ACCESS 100 = s Edit
Gi5 TRUNK s 10 1-4094 Edit
Gi6 ACCESS 1 = - Edit
Gi7 TRUNK = 10 1-4094 Edit
Gis ACCESS 1 - = Edit
Gi9 ACCESS 1 = = Edit
Gilo ACCESS 1 - 22 Edit

Total 28 | 10/page n 2 3 Gotopage| 1 e

4.3.2 Ports

4.3.2.1 Basic Settings
1.1 Basic Settings

The Basic Settings module allows you to configure the port status, duplex mode, flow control.
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l?u,ch #Rcycc ‘ test123 > NBS3100 @ English v ORuijie Cloud #¥Download App £ Wizard [3Log O
&% Home
BasicSettings  Physical Settings
£7 VLAN  ——7
Basic Settings
Monitor . Configure port status, duplex mode, rate and flow control.
& Ports ~ | Port List & Batch Edit
feslcaiinds Duplex Mode/Rate Flow Control
Port Status Action
Aggregate Ports Config Status Actual Status. Config Status Actual Status
Port Mirroring
Git Disable Auto/Auto Unknown/Unknown Disable Disable Edit
Rate Limiting
Gi2 Enable Auto/Auto Unknown/Unknown Disable Disable Edit
PoE
MGMT 1P Gz Enable Auto/Auto Unknown/Unknown Disable Disable Edit
© 12 Multicast Git Disable Auto/Auto Unknown/Unknown Disable Disable Edit
© seduity Gis Enable Auto/Auto Unknown/Unknown Disable Disable Edit
& Advanced § !
Gi§ Enable Auto/Auto Unknown/Unknown Disable Disable Edit
@ Diagnostics
Gi7 Enable Auto/Auto Unknown/Unknown Disable Disable Edit
& System
Gig Enable Auto/Auto Unknown/Unknown Disable Disable Edit
Gio Enable Auto/Auto Unknown/Unknown Disable Disable Edit
Gi10 Enable Auto/Auto Unknown/Unknown Disable Disable Edit
& Collapse

Configuration items for ports with different attributes (1000M port, 10G port, and fiber port) vary. During batch

configuration, only the common configuration items are configurable.

Click Batch Edit. In the displayed dialog box, select the target port, set the port status, speed, and mode, and click OK.

Batch Edit

Click Edit in the Action column. In the displayed dialog box, select the target port, set the port status, speed, and mode,
and click OK.
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Port:Gi1

Status: Disable

Duplex Mode: | Full-Duplex

Flow Control Enable

Sl “

The message "Delete operation succeeded." is displayed.

test123 1 Auto > NBS5200 O English v O Ruijie Cloud ownload App £ Wizard [3Log Ot
© Operation succeeded.
Basic Settings Physical Settings
Basic Settings
Configure port status, duplex mode, rate and flow control
| Port List & Batch Edit
Duplex Mode/Rate Flow Control
Port Status Action
Config Status Actual Status Config Status Actual Status
Gi1 Disable Full-Duplex/1000M Unknown/Unknown Enable Disable Edit
Gi2 Enable Auto/Auto Unknown/Unknown Disable Disable Edit
Gi3 Enable Auto/Auto Unknown/Unknown Disable Disable Edit
Gid Enable Auto/Auto Unknown/Unknown Disable Disable Edit

1.2 Physical Settings

Configure physical attribute. (The fiber port does not support EEE. The aggregate port containing combo ports which

cannot work as a combo port.)

MTU Configuration

The page of NBS3100/3200 series switches is as below:
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Qu.j-i?: ERcycc | test123 > NBS3100 @ English ORuijie Cloud nad App € Wizard  [Flog Or
& Home

BasicSettings  Physical Settings
£ VIAN p———z

Physical Settings
B Monitor Configure physical attribute. (The fiber port does not support EEE. The aggregate port containing combo ports cannot work a5 8 combo port)
@ ports [ mru
Basic Settings SMTU: | 1500 Range: 64-9216

Aggregate Ports

Port Mirroring

Rate Limiting

Port List & Batch Edit
PoOE

MGMT 1P Port EEE Attribute Description Action
O L2 Multicast Git Disable Copper Edit
© Security G2 Disable Copper Edit
5 Advanced Gi3 Disable Copper Edit
@ Diagnostics Gid Disable Copper Edit
= System Gis Disable Copper Edit
6i6 Disable Copper Edit

6i7 Disable Copper Edit

4 Colianse Gig Disable Lopper Edit

The series of NBS3100/3200 supports MTU global configuration, but cannot configure it based on specified port.
Enter the MTU value and then click “Save” the value range of MTU is within 64-9216.

Basic Settings  Physical Settings

Physical Settings
Configure physical attribute. (The fiber port does not support EEE. The aggregate port containing combo ports cannot work as a combo port.)

| MTU

*MTU: 1500 Range: 64-9216

Save

NBS5100/5200 supports MTU configuration based on single or multiple ports
Configure MTU value for a single port:

Click Edit in the Action column,and enter the MTU value in the dialog box, then save theconfigure by clicking OK.

Port:Gil

Attribute:

Description:

* MTU: Range: 64-9216

Cancel

The displaying of “Operation Succeeded” indicate the action of modifying MTU value for the port have been succeed
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test123 1 Auto > NBS5200 @ English v ORuijie Cloud ##Download App & Wizard [3Log Out
@ Operation succeeded.
Basic Settings Physical Settings
Physical Settings
Configure physical attribute. (The fiber port does not support EEE. The aggregate port containing combo ports cannot work as a combo port.)
| Port List £ Batch Edit
Port EEE Attribute Description MTU Action
Gil Disable Fiber 2000 Edit
Gi2 Disable Fiber 1500 Edit
Gi3 Disable Fiber 1500 Edit
Gid Disable Fiber 1500 Edit
Gis Disable Fiber 1500 Edit
Gi6 Disable Fiber 1500 Edit

Configure NTU value for multiple ports:

Click Batch Edit to choose the port, and then enter the MTU value and click OK to save the configuration.

Batch Edit

Attribute:
Description:
Range: 64-9216

* Select Port:

ol Available il Unavailable Aggregate Uptink il Copper [l

1315 17 19 21 23 17 19 21 23
Il i B ol ol
MREEEE oyyyE ER

14 16 18 20 22 24 18 20 22 24 25 26

Note: You can click and drag to select one or more ports. Select All Inverse Deselect

When displaying “Operation Succeeded” means the action of modifying the MTU value to the port have been succeed.

test123 1 Auto > NBS5200 @
@ Operation succeeded.

Basic Settings Physical Settings
Physical Settings
Configure physical attribute. (The fiber port does not support EEE. The aggregate port containing combo ports cannot work as a combo port)
| Port List ¢ Batch Edit
Port EEE Attribute Description MTU Action
Git Disable Fiber 2000 Edit
Giz Disable Fiber 1500 Edit
Gi3 Disable Fiber 9216 Edit
Gi4 Disable Fiber 1500 Edit
Gis Disable Fiber 9216 Edit
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Batch editing ports

Click Batch Edit. In the displayed dialog box, select the target port, and set the EEE, port mode, and port description,
MTU value, and click OK.

Batch Edit

Attribute:

Description:  Connect_to_PC

*MTU: 1500 Range: 64-9216

* Select Port:

il Available Unavailable % ~ooreaate il upiink il copper

1 3 5 7 9 1N 13 15 17 19 21 23 17 19 21 23
(11 il mll b S
NN . EE owywywy EMR

2 4 6 8 10 12 14 16 18 20 22 24 18 20 22 24 25 26

Nate: You can click and drag to select one or maore ports, Select All Inverse Deselect

Cancel

The message "Operation succeeded." is displayed.

Ru,ﬁé YEC ‘ test123 1_Auto > NBS5200 @ . English v % Download App & Wizard [3log O
@ Operation succeeded.
5% Home
Basic Settings Physical Settings
£5 VLAN
Physical Settings

— . 0 Configure physical attribute. (The fiber port does not support EEE. The aggregate port containing combo ports cannot work as a combo port)

& Ports = | Port List £ Batch Edit
Basic Settings Port EEE Attribute Description MTU Action
Aggregate Ports . . ) .

Gi1 Disable Fiber 2000 Edit
Port Mirroring

Gi2 Disable Fiber Connect_to PC 1500 Edit
Rate Limiting
MGMT IP Gi3 Disable Fiber 9216 Edit

O 12 Multicast Gi4 Disable Fiber Connect_to PC 1500 Edit

® 13Interfaces Gis Disable Fiber 9216 Edit

© Security v

Gi6 Disable Fiber Connect _to PC 1500 Edit

£ Advanced 2

Gi7 Disable Fiber 1600 Edit
Stolare Gig Disable Fiber 1500 Edit

Copper ports and fiber ports cannot be simultaneously configured during batch configuration.

Fiber ports do not support EEE configuration.

Editing a single port

Click Edit in the Action column. In the displayed dialog box, set the EEE, port mode, and port description, MTU value,
and click OK.
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Port:Gi1

Attribute:

Description:  Connect_to SW1

*MTU: | 2000 Range: 64-9216

Cancel

The message "Operation succeeded." is displayed.

Ruijie | Rcycc ‘ test123 1 Auto > NBS5200 @

© o e English v A Ruijie Cloud &EDownload App £ Wizard [SlogC

&% Home
Basic Settings Physical Settings
5 VIAN -
Physical Settings

Monitor: G Configure physical attribute. (The fiber port does not support EEE. The aggregate port containing combo ports cannot work as a combo port.)

& Ports ~ | Port List & Batch Edit
Basic Settings Port EEE Attribute Description MTU Action
Aggregate Ports " ’ "

Gil Disable Fiber Connect to_SW1 2000 Edit
Port Mirroring

Gi2 Disable Fiber Connect_to PC 1500 Edit
Rate Limiting
MGMT 1P Gi3 Disable Fiber 9216 Edit

O L2 Multicast Gid Disable Fiber Connect to PC 1500 Edit

@ d3nteraces Gis Disable Fiber 9216 Edit

© Security o

Gi6 Disable Fiber Connect to PC 1500 Edit

5 Advanced ¥

Gi7 Disable Fiber 1600 Edit
Shole-e Gig Disable Fiber 1500 Edit

Port mode switchover
Only the SFP combo ports support port mode switchover.

Click Edit in the Action column. In the displayed dialog box, set the port mode to Fiber or Copper (by default), and
click OK.
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Port:Gi19

Attribute:

Description:  Combo_change_to_Fiber

1500 Range: 64-9216

Cancel

The message "Operation succeeded." is displayed.

English v A Ruijie Cloud #EDownload App & Wizard [3Llog O

Ruijie | FRcycc ‘ test123_1_Auto > NBS5200 @

@ Operation succeeded.

Port EEE Attribute Description MTU Action
&% Home
Gil1 Disable Fiber 1500 Edit
£% VLAN
Maritar G Gi12 Disable Fiber 1500 Edit
& Ports e Gi13 Disable Fiber 1500 Edit
Basic Settings Gil4 Disable Fiber 1500 Edit
Aggregate Forts Gis Disable Fiber 1500 Edit
Port Mirroring
Gil6 Disable Fiber 1500 Edit
Rate Limiting
MGMT IP Gil7 Disable Fiber 1500 Edit
& L2 Multicast Gil8 t Disable Copper 1500 Edit
@ 3 Iterfaces Gi19 Disable Fiber Combo_change to_Fiber 1500 Edit
© Securi *
B Gi20 Disable Copper 1500 Edit
3 Advanced i
Total 28 10/page <Nl n 3l o Gotopage 2
Collapse

4.3.2.2 Aggregate Ports

The Aggregate Ports module includes Global Settings and Aggregate Port Settings.
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Ruijie | fRcycc | test123 1 Auto > NBS5200 @ English v O Ruijie Cloud FDownload App & Wizard [3Log Of

| Global Settings

VLAN

oin

Load Balance  Src & Dest MAC

L]

Monitor
Algorithm:

& Ports

Basic Settings

A te Ports
kil Aggregate Port Settings

Port Mirroring
Upto 16 aggregate ports can be added. An aggregate port contains up to 8 member ports.
Rate Limiting

MGMT IP
No Data

&3 L2 Multicast

& L3 Interfaces
* Aggregate Port

© Security
* Select Member Ports

& Advanced ok

1.1 Global Settings

Select a value from the Load Balance Algorithm drop-down list box, and click Save.

Ruijie | FRcycc | test123 1. > English v Q3 Ruijie Cloud 38Download App & Wizard (3 Log Out
&% Home
Global Settings
£ VIAN
Load Balance | Src & Dest MAC
& Monitor )
Algorithm: ¢ )
& Ports SrcIP
. Src L4 Port
Basic Settings
Src Port

Aggregate Ports
e Aggregate Port | Dest MAC

Port Mirroring Dest IP Address
Upto 16 aggregate upto 8 member ports.
Rate Limiting Dest L4 Port
Src & Dest MAC
MGMT IP
No Data

O L2 Multicast

The ports supported load balance algorithms are Src MAC, Src IP, Src L4 Port, Src Port, Dest MAC, Dest IP Address,
Dest L4 Port, Src & Dest MAC, Src & Dest IP Address, Src & Dest L4 Port.

1.2 Aggregate Ports Settings
Adding an aggregate port

Enter an aggregate port ID, select member ports (ports that have been added to another aggregate port cannot be

selected), and click Save.
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Ru,l’,é Rcyce ‘ test123 1 Auto > NBS5200 O English v QRuijie Cloud #Download App & Wizard [3log g
ave
&% Home
£ VAN .
| Aggregate Port Settings
Monitor %
Upto 16 aggregate ports can be added. An aggregate port contains up to & member ports.
& Ports id
; 3 No Data

Basic Settings

Aggregate Ports

Port Mirroring * Aggregate Port: i

Rate Limiting

* Select Member Ports

MGMT IP . Available Unavailable G Aggregate [ Uplink Copper Fiber

O 12 Multicast
13 15 17 19 21 23 17 19 21 23
® L3 Interfaces il il L] ]
© Security v 14 16 18 20 22 24 18 20 22 24 25 26 27 28
Note: You can click and drag to select one or more ports. Select All  Inverse Deselect
£ Advanced
A
&« Collapse

The message "Operation succeeded." is displayed. The port panel displays the added aggregate port.

Ruijie | FRcycc ‘ test123 1 Auto > NBS5200 @

English v O Ruijie Cloud &§Download App & Wizard [3Log Oy

@ Operation succeeded.
ave

5% Home
£ VAN .
| Aggregate Port Settings
Monitor i
Upto 16 aggregate ports can be added. An aggregate port contains up to 8 member ports.

& Ports - Select Al

: : X

Basic Settings
Al [ Delete Selected

Aggregate Ports

Port Mirroring

* Aggregate Port:

Rate Limiting
CHIIE * Select Member Ports Please select at least one member port,
) 12 Multicast - Available Unavailable G Aggregate [ Uplink Copper Fiber
@ L3 Interfaces 1 3 5 7 9 11 131517 19 21 23 17 19 21 23
sl NN i i
s CLLLLE | OYYY EMEEN
2 4 6 8 10 12 14 16 18 20 22 24 18 20 22 24 25 26 27 28
3 Advanced ¥

Note: You can click and drag to select one or more ports. Select All Inverse Deselect

An aggregate port contains a maximum of eight member ports.

Batch deleting aggregate ports/Deleting a single aggregate port

In the aggregate port list, click to select aggregate ports, and click Delete Selected.
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Configuration

E8Download App £ Wizard [3Llog C

Ruijie | Reycc ‘ test123 1 Auto > NBS5200 @ English v O Ruijie Cloud
2 Home | Aggregate Port Settings
£% VLAN Upto 16 aggregate ports can be added. An aggregate port contains up to 8 member ports.
Select All
Monitor v
x
& Ports ] Agl
]
Basic Settings

Aggregate Ports * Aggregate Port:

Please enter an aggregate port number.

Port Mirroring
* Select Member Ports  Please select at least one member port.

Rate Limiting 4 :
il Available Unavailable B Aogregate 1l Uplink Copper Fiber
MGMT IP
13 15 17 19 21 23 17 19 21 23
O L2 Muticst el el T’
Bl HHE i OUYVYY EHEEMN
14 16 18 20 22 24 18 20 22 24 25 26 27 28
© Security ¥ Note: You can click and drag to select one or more ports. Select All  Inverse Deselect

«Collapse

In the displayed confirmation box, click OK.

o Are you sure you want to delete aggregate port 17

Cancel

A deleted aggregate port becomes available on the port panel.
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iz i kel oo ‘ e English v QRuijie Cloud §&Download App £ Wizard [3Log (
#2 Home i
| Aggregate Port Settings
%% VLAN
Upto 16 aggregate ports can be added. An aggregate port contains up to 8 member ports.
Monitor %
No Data

& Ports -

Basic Settings

Aggregate Ports * Aggregate Port:

Port Mirrorin
9 * Select Member Ports Please select at least one member port,

Rate Limiting il Available Unavailable % Aggregate [l Uplink Copper Fiber
MGMT IP =
5 7 9 M 13 15 17 19 21 23 17 19 21 23
& 12 Multicast i b ol il
@ L3 Interfaces 2 4 6 8 10 12 14 16 18 20 22 24 18 20 22 24 25 26 27 28
@ Security 5 Note: You can click and drag to select one or more ports. Select All Inverse Deselect
Save
& Collapse

After the aggregate port is deleted, its member ports are restored to the default settings and are disabled.

Ruijie | FRcycc ‘ test123 1 Auto > NBS5200 O English v O Ruijie Cloud &8Download App & Wizard
5% Home
Basic Settings Physical Settings
£% VLAN
Basic Settings
Monitor v o Configure port status, duplex mode, rate and flow control.
& Ports & | Port List & Batch Edit
BESiESEHings Duplex Mode/Rate Flow Control
Port Status Action
Aggregate Ports Config Status Actual Status Config Status Actual Status
Port Mirroring :
Gil Disable Auto/Auto Unknown/Unknown Disable Disable Edit
Rate Limiting
Gi2 Disable Auto/Auto Unknown/Unknown Disable Disable Edit
MGMT IP
£ 12 Multicast Gi3 Enable Auto/Auto Unknown/Unknown Disable Disable Edit
@ L3 Interfaces Gi4 Enable Auto/Auto Unknown/Unknown Disable Disable Edit
© Security N Gi5 Enable Auto/Auto Unknown/Unknown Disable Disable Edit
£ Advanced N Gi6 Enable Auto/Auto Unknown/Unknown Disable Disable Edit
- «Collapse Gi7 Enable Auto/Auto Unknown/Unknown Disable Disable Edit

4.3.2.3 Port Mirroring

The Port Mirroring module allows you to configure port mirroring. A maximum of four port mirroring entries are

supported.
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Ruijie | Rcycc ‘ test123 1 Auto > NBS5200 @ English v O Ruijie Cloud %&Download App & Wizard [Slog O

% Home
Port Mirroring
2 AN o Description: All packets on the source port will be copied to the destination port and you can analyze the traffic by using a protocol analyzer application. Traffic on more than one source port

o

can be mirrored to one destination port.
Note: The destination port must be different from the source port.

Monitor %
| Port Mirroring List
£ Ports A
. . # Src Port Dest Port Monitor Direction Receive Pkt from Non-Src Ports Action
Basic Settings
Aggregate Ports 1 - - - - Edit
Port Mirroring 2 . . _ = Edit
Rate Limiting
3 = = = = Edit
MGMT IP
& 12 Multicast 4 B - - - at

@ L3 Interfaces

© Security %
£ Advanced v
« Collapse

Editing a port mirroring entry

Click Edit in the Action column. In the displayed dialog box, set the source port, destination port, and monitoring type,
and click OK.

Monitor Direction: =~ Both

Receive Pkt from Non-Src @)

Ports:

*Sre Port:

il Available gilg Unavailable g Aggregate il Uplink Copper

1 3 sP@o 1 131517 19 21 23
Il il Dl i D O
L ]

2 4 6 8 10 12 14 16 18 20 22 18 20 22 24 25 26

Note: You can click and drag to select one or more ports. Select All Inverse Deselect

* Dest Port:

- Available Unavailable 8 Uplink Copper Fiber

13 15 17 19 2A 7 19 21

16 18 20 22 18 20 22 24

Deselect

The message "Operation succeeded." is displayed.
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Cyce ‘ test123 1_Auto > NBS5200 @ English v O Ruijie Cloud &&Download App & Wizard [3Log Out

@ Operation succeeded.

Port Mirroring
2 VAN 0 Description: All packets on the source port will be copied to the destination port and you can analyze the traffic by using a protocol analyzer application. Traffic an more than one source port
can be mirrored to one destination port.

Note: The destination port must be different from the source port.

Monitor
| Port Mirroring List
& Ports %
Basi - # Src Port Dest Port Monitor Direction Receive Pkt from Non-Src Ports Action
asic Settings
Aggregate Ports 1 Gi7 Gi9 Both Yes Edit Delete
Port Mirroring > B - _ . Edit
Rate Limiting
3 = = = = Edit
MGMT IP
4 - - - = Edit

& 12 Multicast

@ L3 Interfaces

You can select multiple source ports but only one destination port for port mirroring. Moreover, the source ports

cannot contain the destination port and an aggregate port cannot be used as the destination port.

A maximum of four port mirroring entries can be configured. Port mirroring cannot be configured for ports that are

already mirrored.

Deleting a port mirroring entry

Click Delete in the Action column. In the displayed confirmation box, click OK.

Ruifie | FRcycc ‘ test123 1_Auto > NBS5200 O English v ORuijie Cloud EEDownload App & Wizard [3log |

& Home

Port Mirroring
ST o Description: All packets on the source port will be copied to the destination port and you can analyze the traffic by using a protocol analyzer application. Traffic on more than one source port
4 can be mirrored to one destination port.

Note: The destination port must be different from the source port.
Monitor ¥

| Port Mirroring List

& Ports =

- . # Src Port Dest Port Monitor Direction Receive Pkt from Non-Src Ports Action
Basic Settings

Adgregate Ports 1 Gi7 Gi9 Both Yes Edit

Port Mirroring

2 = = — - Edit
Rate Limiting
3 - - - - Edit
MGMT IP
O 12 Multicast 4 B B B B it

@ L3 Interfaces

© Security e
5 Advanced ¥
«Collapse

In the displayed confirmation box, click OK.
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Are you sure you want to delete the port

mirroring?

Cancel

The message "Clear operation succeeded." is displayed.

Ruijie | FRCYcC | test1231 Auto > NBS5200 O

o English v O Ruijie Cloud &€ Download App & Wizard [3Log (

& Home
Port Mirroring

2 VAN o Description: All packets on the source port will be copied to the destination port and you can analyze the traffic by using a protocol analyzer application. Traffic on more than one source port
can be mirrored to one destination port.
Note: The destination port must be different from the source port.

Monitor »
| Port Mirroring List
& Ports
’ . # Src Port Dest Port Monitor Direction Receive Pkt from Non-Src Ports Action
Basic Settings
Aggregate Ports 1 - - - - Edit
Port Mirroring > _ _ . . Edit
Rate Limiting
3 - - = - Edit
MGMT IP
4 = = — - Edit
O L2 Multicast ‘

@ L3 Interfaces

@ Security g
5 Advanced N
« Collapse

4.3.2.4 Rate Limiting

The Rate Limiting module allows you to configure the port rate limit.
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Ruijie | FRcycc > NBS5200 ©

test123 1_Auto

Configuration

English ~ A Ruijie Cloud ¥ Download App & Wizard [3Log O1

s Home
Port List
5 VLAN

Port Rx Rate (kbps)

Menitor

No Data
< Ports

Total 0

Basic Settings 10/page Gotopage 1
Aggregate Ports
Port Mirroring
Rate Limiting
MGMT IP
@ L2 Multicast

& L3 Interfaces
© Security

) Advanced

Collanse.

¢ Batch Edit (il Delete Selected

Tx Rate (kbps) Action

Batch editing the rate limit of ports/Editing the rate limit of a single port

Click Batch Edit. In the displayed dialog box, select ports, set the Rx

Batch Edit

Rx Rate:
Tx Rate:

* Select Port:

. Available Unavailable Aggregate [

1 3 S 1A
il el Dl i
mEEEEn
2 4 6

8 10 12

9 17 19 21 23

6 16 18 20 22 24 18

speed or the Tx speed, and click OK.

Range: 16-1000000kbps

Range: 16-1000000kbps

Uplink

Copper

8 20 22 24

Note: You can click and drag to select one or more ports,

C

The message "Operation succeeded." is displayed, and the port list is

214

Select All Inverse Deselect

ancel

updated.



Reyee Cookbook Configuration

Ruijie | FRCycC | test123 1 Auto > NBS5200 @ ) English ~ O Ruijie Cloud  §8Download App & Wizard (3 Log Out
@ Operation succeeded

& Home
Port List £ Batch Edit [l Delete Selected
£% VLAN

Port Rx Rate (kbps) Tx Rate (kbps) Action
& Monitor

Gis 10000 10000 Edit Delete
& Ports

Gi7 10000 10000 Edit Delete
Basic Settings

Aggregate Ports Total 2 10/page n Gotopage 1
Port Mirroring

Rate Limiting

Click Edit in the Action column. In the displayed dialog box, set the Rx speed or the Tx speed, and click OK.

Port:Gi5

Rx Rate: 2000 Range: 16-1000000kbps

TxRate: 2000 Range: 16-1000000kbps

Cancel -

The message "Operation succeeded." is displayed, and the port list is updated.

Ruijie | FRcycc | test123 1 Auto > NBS5200 @ a o English + Cloud 8§ Download App & Wizard [3Log Oul
& Home
Port List & Batch Edit 1 Delete Selected
£5 VLAN
Port Rx Rate (kbps) Tx Rate (kbps) Action
& Monitor
Gi5 2000 2000 Edit Delete
& Ports
Gi7 10000 10000 Edit Delete
Basic Settings
Aggregate Ports Total 2 10/page n Gotopage 1
Port Mirroring
Rate Limiting

You must set the Rx speed or the Tx speed. If the Rx speed and the Tx speed are not set, the port rate is not limited.
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Batch Edit

Range: 16-1000000kbps

Tx Rate: Range: 16-1000000kbps

* Select Port:

@ "ooreoate t

Available Unavailable Uplink Copper

1 3 5 7 958 13 15 17 19 21
ind il il e el
L L L ]

2 4 6 8 10 12 14

23 17

16 18 20 22 24 18 20 22 24

Note: You can click and drag to select one or more ports. Select All Inverse Deselect

Cancel

TRuijie | FRcycc | test123 1 Auto > NBS5200 O English

@ Operation succeeded.

& Home
Port List
£5 VLAN

Rx Rate (kbps) Tx Rate (kbps)

Monitor

No Limit No Limit

Ports

Basic Settings Total 1 10/page Gotopage 1

Aggregate Ports

Port Mirroring

Rate Limiting

Configuration

ORuijie Cloud  § Download App & Wizard [3Log Out

& Batch Edit @ Delete Selected

Action

Edit Delete

Batch deleting the rate limit of ports/Deleting the rate limit of a single port

Select multiple entries in Port List and click Delete Selected.

English +

£¥ VLAN
-] Port Rx Rate (kbps) Tx Rate (kbps)
& Monitor
=] Gis 2000 2000
& Ports
= Gi7 10000 10000
Basic Settings
Aggregate Ports Gi9 10000 10000

Port Mirroring

Total3 | 10/page Gatopage 1

Rate Limiting

MGMT IP
L2 Multicast

L3 Interfaces

Security

]

Advanced

«Collapse

ORuijie Cloud  #8Download App £ Wizard [3Log O

& Batch Edit

Action

Bl | Deiede

Edit

Delete

Edit Delete

In the displayed confirmation box, click OK.
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o Are you sure you want to delete the entry?

Cancel

The message "Delete operation succeeded." is displayed, and the port list is updated.

Ruijie | FReyce

test123_1_Auto > NBS5200 @

@ Delete operation succeeded

English ~

Configuration

O Ruijie Cloud  § Download App 4 Wizard [Slog O

& Home

VLAN

o

Hil

Monitor

& Ports
Basic Settings
Aggregate Ports
Port Mirroring
Rate Limiting
MGMT IP

& 12 Multicast

& L3 Interfaces

@ Security

5 Advanced

Collapse

Port List

Port

Gi9

Total 1 10/page

Rx Rate (kbps)

10000

Gotopage 1

Tx Rate (kbps)

10000

& Batch Edit W

Action

Edit Delete

Click Delete in the Action column.
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TRuijie | FRCYCC | test1231 Auto > NBS5200 0

Port List
2% VLAN
Port
) Monitor
Gi9
& Ports
Basic Settings Total 1 10/page - Go to page
Aggregate Ports

Port Mirroring
Rate Limiting

MGMT IP
& L2 Multicast
& L3 Interfaces
© Security

&5 Advanced

«Collapse

1

Configuration

English ORuijie Cloud 8 Download App & Wizard [3Log Ot

& Batch Edit [l Delete Selected

Rx Rate (kbps) Tx Rate (kbps) Action
10000 10000 Edit

In the displayed confirmation box, click OK.

o Are you sure you want to delete the entry?

Cancel

The message "Delete operation succeeded." is displayed, and the port list is updated.
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Ruijie | FRcycc | test123 1 Auto > NBS5200 @

English O Ruijie Cloud  #8 Download A Wizard Log C
@ Delete operation succeeded. 9 L i D pp & Blog

5 Home
Port List & Batch Edit [ Delete Selected

DIy

VLAN

Port Rx Rate (kbps) Tx Rate (kbps) Action

L]

Monitor

No Data
& Ports

Basic Settings Total 0 10/page - Gotopage 1
Aggregate Ports
Port Mirroring
Rate Limiting
MGMT IP
) L2 Multicast
@ L3 Interfaces

@ Security

53 Advanced

& Collapse

4.3.2.5 PoE

The PoE module displays the PoE overview and allows you to specify PoE settings. The PoE module is available only

for devices that support the PoE function.

Ruijie | FRcycc ‘ test123 > NBS3100 © English v QRuijie Cloud EDownload App & Wizard [3Llog C

| PoE Overview

£2 VIAN
Monitor - Total Transmit Power Used Transmit Power Reserved Transmit Power Free Transmit Power
370w Ow Ow 370w
& Ports =]
BadiGetings Peak Transmit Power Powered Ports
Aggregate Ports Ow 0
Port Mirroring
Rate Limiting PoE Settings
PoE
Transmit Power | Energy Saving
MGMT IP o
O L2 Multicast
*Reserved Transmit 0 Range: 0-50%
© Security % Power:
P e
Collanse

1.1 PoE Overview

The PoE Overview area displays the PoE information of the entire device.
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PoE Overview

Total Transmit Power Used Transmit Power Reserved Transmit Power Free Transmit Power
370w Ow Ow 370w
Peak Transmit Power Powered Ports
Ow 0

1.2 PoE settings

Select the power mode, and click Save. Reserved power can be configured in power saving mode to prevent PoE

flapping.

PoE Settings

Transmit Power  Energy Saving

Mode:

* Reserved Transmit 10 Range: 0-50%

Power:

Save

1.3 Port List

Port List displays the details of the POE ports.

Port List T Refresh & Batch Edit
Port PoE Status Wi e Priority G Non-Standard Work Status Action
Status Power (W)
> Gil Enable Off Low 0 No PD Disconnected Edit
> Gi2 Enable Off Low 0 No PD Disconnected Edit
> Gi3 Enable Off Low 0 No PD Disconnected Edit
> Gid Enable Off Low 0 No PD Disconnected Edit
> Gi5 Enable Off Low 0 No PD Disconnected Edit
> Gi6 Enable Off Low 0 No PD Disconnected Edit
> Gi7 Enable Off Low 0 No PD Disconnected Edit
> Gig Enable Off Low 0 No PD Disconnected Edit
> Gi9 Enable Off Low 0 No PD Disconnected Edit
@
> Gi10 Enable Off Low 0 No PD Disconnected Edit

Batch editing PoE ports/Editing a single PoE port
Click Batch Edit in Port List. In the displayed dialog box, set the PoE port attributes, and click OK.
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Batch Edit

Disable
Non-Standard: ~ Disable
Priority:
Max Transmit Power: E Range: 0-30W

* Select Port:

il Available Unavailable & upiink Copper Fiber

WEN s 7 9 1 1315 17 19 21 23
ol ol ol ol ol ol o0 ol
PYYYEY FEEEEw
o -

6 8 10 12 14 16 18 20 22 24 25 26 27 28

Note: You can click and drag to select one or more ports. ~ Select All Inverse Deselect

The message "Edit operation succeeded." is displayed, and the port list is updated.

English v QRuijie Cloud ZgDownload App £ Wizard [3Log Ou

Ruijie | FRcycc ‘ test123 > NBS3100 @

®© Edit operation succeeded.

&% Home -
| Port List © Refresh & Batch Edit
Z5 VLAN
Transmit Power L Current Transmit .
Port PoE Status s Priority Pe W Non-Standard Work Status Action
Monitor G tatus ower (W)
> Gil Disable Off Low 0 No PD Disconnected Edit
& Ports &
Basic Settings > Gi2 Disable Off Low 0 No PD Disconnected Edit
Aggregate Ports > Gi3 Disable off Low 0 No PD Disconnected Edit
Port Mirroring
> Gi4 Enable Off Low 0 No PD Disconnected Edit
Rate Limiting
PoE > Gi5 Enable Off Low 0 No PD Disconnected Edit
ol
MGMT IP > Gib Enable Off Low 0 No PD Disconnected Edit
Rt > Gi7 Enable off Low 0 No PD Disconnected Edit
© Security N
> Gi8 Enable Off Low 0 No PD Disconnected Edit
55 Advanced d
> Gi9 Enable Off Low 0 No PD Disconnected Edit
aa ©
«Collapse > Gil0 Enable Off Low 0 No PD Disconnected Edit

Click Edit in the Action column in Port List in the displayed dialog box, set the PoE port attributes, and click OK.

221



Reyee Cookbook Configuration

Enable

Non-Standard: | Disable

Priority:

Max Transmit Power: Range: 0-30W

Cancel -

The message "Edit operation succeeded." is displayed, and the port list is updated.

Ruijie | FRcycc ‘ test123 > NBS3100 @ ) ) English v O Ruijie Cloud #&Download App & Wizard [3Log O
@ Edit operation succeeded.
H
&% Home | Port List T Refresh & Batch Edit
% VLAN
Transmit Power o Current Transmit ~
Port PoE Status Priority Non-Standard Work Status Action
Monitor % Status Power (W)
> Gi1l Enable Off Low 0 No PD Disconnected Edit
& Ports e
Aot Settins > Gi2 Disable off Low 0 No PD Disconnected Edit
Aggregateiborts > Gi3 Disable off Low 0 No PD Disconnected Edit
Port Mirroring
> Gi4 Enable Off Low 0 No PD Disconnected Edit
Rate Limiting
ot > Gi5 Enable Off Low 0 No PD Disconnected Edit
0/
MGMT IP > Gib Enable Off Low 0 No PD Disconnected Edit
& L2 Multicast .
weas > Gi7 Enable off Low 0 No PD Disconnected ~ Edit
© Security e
> Gi8 Enable Off Low 0 No PD Disconnected Edit
5 Advanced %
> Gi9 Enable Off Low 0 No PD Disconnected Edit F
S o ©
Collapse Gil0 Enahle Qff Low Q No PD Disconnected Edit

Displaying PoE port details

Click ~ in Port List to display PoE port details.
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Port List 2 Refresh & Batch Edit
Transmit Power . Current Transmit o
Port PoE Status Priority Non-Standard Work Status Action
Status Power (W)
v Gi1l Enable Off Low 0 No PD Disconnected Edit
Current: OmA Voltage: OV Avg Transmit Power: OW
Max Transmit Power: No Limit PD Requested Transmit Power: OW PSE Allocated Transmit Power: OW
PD Type: Failed to fetch the PD type. PD Class: NA
> Gi2 Disable Off Low 0 No PD Disconnected Edit
> Gi3 Disable Off Low 0 No PD Disconnected Edit
> Gi4 Enable Off Low 0 No PD Disconnected Edit

4.3.2.6 MGMT IP

The MGMT IP module allows you to configure the device's management IP address.

Ruijie | FRCycc | testi23 1 Auto > NBS5200 @ English v @ Ruijie Cloud ZgDownload App & Wizard [3log O
&% Home
MGMT IP

e . Jomell SN ®
& Monitor Internet: DHCP
& Ports o VLAN:

Basic Settings IP: 192.168.110.74

Aggregate Ports.

Subnet Mask: 255.255.255.0
Port Mirroring

Rate Limiting Gateway: 192.168.110.1
MGMT 1P DNS Server: 192.168.110.1

&3 L2 Multicast =

@ L3 Interfaces
© Security

% Advanced

« Collapse

Configuring a Static IP address

Configure the management VLAN, IP address, subnet mask, default gateway, and DNS server, and click Save.
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Ruijie | FRcycc | test123 1 Auto > NBS5200 0 English v O Ruijie Cloud 3§ Download App & Wizard [3Log O
& Home
MGMT IP ®
2 AN o Configure network settings.
B Monitor Internet: | Static IP
& Ports VLAN: 1
Basic3etngs *IP: | 192.168.110.74

Aggregate Ports
* Subnet Mask: | 255.255.255.0
Part Mirroring

* Gateway: 192.168.110.1

Rate Limiting
MG “DNS Server: | 192.168.110.1
) L2 Multicast
DHCP Server:

& L3 Interfaces

@ Security

= Advanced

«Collapse

VLAN 1 takes effect when the management VLAN is set to null or empty.

The management VLAN must be created before the configuration. To create a management VLAN, follow the

instructions in VLAN List.

You are advised to bind a configured management VLAN to an uplink port. Otherwise, you may fail to access the eWeb

management system.

Management IP Address Supporting DHCP Server

Please select static IP from the Internet dropdown list before enabling DHCP Server. Configure the start IP address, IP

count and lease time, and click Save.
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RUI_TIE? BRCycc | test123.1 Auto > NBS5200 @ English v Ruijie Cloud 8 Download App  § Wizard [Flog C
& Home MGMT IP ®

o Configure network settings.
4% VLAN

Internet:  Static IP
& Monitor
VLAN: 1

& Ports

Basic Settings *IP; 192.168.110.74

Aggregate Ports *Subnet Mask: ~ 255,255.255,0

Part Mirroring
* DNS Server: 192.168.110.1

Rate Limiting

MGMT IP DHCP Server: (@D Please configure the DNS assigned to the downstrear ce in layer 3 management - DI ns
O L2 Multicast *Start:  192.168.110.100
& L3 Interfaces

=IPCount: 100
) Security
* Lease Time(Min): 1440
5 Advanced
« Collapse

4.3.3 L2 Multicast

The NBS series switches support two types of multicast features, IGMP Snooping and Multicast VLAN Registration
(MVR).

IGMP Snooping

Multicast packets are transmitted to users through a Layer-2 switch. When Layer-2 multicast control is not performed,
namely, when IGMP snooping is not implemented, multicast packets are flooded to all the users including those who are
not expected to receive these packets. After IGMP snooping is implemented, the multicast packets from an IP multicast

profile will no longer be broadcasted within the VLAN but transmitted to designated receivers.

When IGMP snooping is not running.

% Receiver A

— —_— —_— ;
“ @ - Recsiver B
Multicast M utticast Layer-2
Source Router Device

F A
“ Q 2 Receiver B

Multicast Multicast
Source Router
onreceiver C

="} ulticast Flow

MVR

225



Reyee Cookbook Configuration

The multicast router sends a multicast packet to VLAN 1, and the Layer-2 multicast device automatically transfers the
packet to VLAN 1, VLAN 2, and VLAN 3. In this way, the multicast services of VLAN 1 are shared by VLAN 2 and VLAN
3.

W ulticast Multicast Layer-2
Source Raouter Device
g - @ — 1

WLAN 1 WLAN 2 WLAN 3
Recaiver Receiver Recsiver

—— M utticast Flow

4.3.3.1 Global Settings

RRuijie | FRCYCC | test123 > NBS3100 @ English ~ A Ruijie Cloud $§Download App & Wizard [Flog O
&% Home
Global Settings IGMP Snooping MVR Multicast Group IGMP Filter Querier
2% VLAN
o Global Settings
= Monitor
Version IGMPv2
& Ports
IGMP Report Suppression
O 12 Multicast P 23 @
© Security Unknown Multicast Pkt Discard

@ Diagnostics

ZE System

« Collapse
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4.3.3.2 IGMP Snooping

Ruijie | 5Recycc ‘ test123_1_Auto > NBS5200 @ English v A Ruijie Cloud 3&Download App & Wizard [3log O
5% Home
Global Settings IGMP Snooping MVR Multicast Group IGMP Filter Querier
Z% VLAN =
o IGMP Snooping
Monitor v
IGMP Snooping @D
£ Ports »

O 12 Multicast

@ L3 Interfaces

VLAN List
© Security ad
o . s Router Aging Time Host Aging Time <
VLAN ID Multicast Status Dynamic Learning Router Port Fast Leave Action

E5 Advanced ad (Sec) (Sec)
@, Diagnostics v 1 Disable Disable b Disable 300 260 Edit
% System v 10 Enable Enable = Enable 300 260 Edit

100 Disable Enable == Disable 300 260 Edit

200 Disable Enable = Disable 300 260 Edit

« Collapse Total 4 10/page - Gotopage 1

Click Edit in the Action column. In the displayed dialog box, you can set multicast, dynamic learning, fast leave, router

aging time, host aging time and select ports.

*VLAN ID
Multicast Status (D)
Dynamic Leaming @D

Fast Leave (@D

* Router Aging Time (Sec) = 300
* Host Aging Time (Sec) | 260

Select Port:

il roiable Unavailable Wy ragreaate il upink il copper

1 BBl 7 9 11 13 15 17 19 21 23 17 19 21

il Il i e i

AN AR g R
2 4

6 B8 10 12 14 16 18 20 22 24 18 20 22 24

Note: You can click and drag to select one or more ports. Select All Inverse Deselect

The message "Operation succeeded." is displayed, and the VLAN list is updated.
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Ruijie | FRcycc | test123 1 Auto > NBS5200 @ English v ORuijie Cloud EEDownload App & Wizard [3Log C
@ Operation succeeded.
Global Settings IGMP Snooping MVR IVIUITICAST Group 1GIVIP FliTer Querier
&% Home —_—
oA @ 16V snooping
Monitor v IGMP snooping @D

O 12 Multicast

VLAN List
@ L3 Interfaces
y Router Aging Ti Host Aging Ti
© Security - VLAN ID Multicast Status Dynamic Learning Router Port Fast Leave oREer Saing Time astagng fime Action
(Sec) (Sec)
& Advanced N 1 Enable Enable Gi3,Gis Enable 300 260 Edit
@ Diagnostics - 10 Enable Enable = Enable 300 260 Edit
S ok - 100 Disable Enable - Disable 300 260 Edit
200 Disable Enable - Disable 300 260 Edit
Total 4 10/page - Gotopage 1

«Collapse

4.3.3.3 MVR

There are two types of MVR ports: source port and receiver port.

Source Port: The source port is the port to which the multicast traffic flows using the multicast VLAN.

Receiver Port: The receiver port is the port where a listening host is connected to the switch. It utilizes any (or no)
VLAN, except the multicast VLAN. This implies that the MVR switch performs VLAN tag substitution from the multicast
VLAN source port to the VLAN tag used by the receiver port.

The Multicast VLAN is the VLAN that is configured in the specific network for MVR purposes. It has to be manually
specified by the operator for all source ports in the network. It is a VLAN that is used to transfer multicast traffic over the

network to avoid duplication of multicast streams for clients in different VLANSs.

Enable the MVR and enter the Multicast VLAN, Start IP Address, End IP Addres, at last, click Save.
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Ruijie | 5Reycc ‘ test123_1_Auto > NBS5200 @ English v O Ruijie Cloud ¥@Download App 4 Wizard [Slog O
5% Home
Global Settings IGMP Snooping MVR Multicast Group IGMP Filter Querier
£5 VLAN
MVR
Monitor v The source port must be a MVR VLAN member. am.i the receiver port cannot be a MVR VLAN member.
Fast Leave settings only take effect on the destination port.
£ Ports »
e @D
O 12 Multicast
* Multicast VLAN VLANO0001
@ L3 Interfaces
*Start IP Address | 2248.1.1 ®
© Security -
*End IP Address 2248810 ®
9 Advanced -
@ Diagnostics ¥
= Syst ’
e Port List & Batch Edit
Port Role Fast Leave
Gil NONE

Click Batch Edit in the Action column. In the displayed dialog box, you can set port role, fast leave and select ports.

Batch Edit

Role = SOURCE

Fast Leave (D)

Select Port

Ml Avilable Unavailable Il Aooregate @ Uplink opper

5 7 9 1n 13 15 17 19 21 23 17 19 21 23

1 3
I ol Dl e 1 ol ol
AEAEEE AR ogwywyy EE

20 4 6 8 10 12 14 16 18 20 22 24 18 20 22 24 25 26

Note: You can click and drag to select one or more ports. Select All Inverse Deselect

The message "Operation succeeded." is displayed, and the port list is updated.
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7Ruijie | FRCYCC | test123 1 Auto > NBS5200 @

English ~  3Ruijie Cloud §EDownload App & Wizard [3log O

@ Operation succeeded.

& Home Port List & Batch Edit
&% VLAN Port Role Fast Leave
Manitor Gil SOURCE )
B Ports Gi2 SOURCE e
O 12 Multicast
Gi3 NONE

& L3 Interfaces

Gi4 NONE
@ Security

Gi5 INONE
£ Advanced

Gib NONE
@ Diagnostics
%= System Gi7 NONE

Gi8 NONE

Gi9 NONE

& Collapse Gil0 NONE

The source port must be a MVR VLAN member and the receiver port cannot be a MVR VLAN member.

Fast Leave settings only take effect on the destination port.

The receiver port must be an access port.

RRuijie | ERcycc | test123 1 Auto > NBS5200 @ English ~ O Ruijie Cloud  E&Download App & Wizard [3Log O
© The receiver port must be an access part. Z %

% o | Port List £ Batch Edit

£7 VIAN Port Role Fast Leave

& Monitor Gil SOURCE «©

Biits G2 SOURCE @)

O 12 Multicast

Gi3 SOURCE

@& 13 Interfaces

Gid NONE
© Security

Gi5 RECEIVER
# Advanced

Gib NONE
@ Diagnostics
= system Gi7 NONE

Gi8 NONE

Gi9 NONE

Collapse Gil0 SOURCE

You can configure the Role of a single in its role column.
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Port List & Batch Ed
Port Role Fast Leave
Gil SOURCE [ @]
Gi2 SOURCE [ @)
Gi3 NONE
Gi4 NONE

RECEIVER
Gis SOURCE
Gi6 NONE
Gi7 NONE
Gi8 NONE
Gi9 NONE

Click OK in the pop-up window.

Are you sure you want to change the port settings?

Cancel

The message "Operation succeeded." is displayed, and the port list is updated.
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Ruijie | TRcycc | test123 1 Auto > NBS5200 @

® Operation succeaded English ORuijie Cloud  #Download App & Wizard 3

& Home Port List & Batch Er1
& VLAN Port Role Fast Leave
& Monitor Gil SOURCE [ @)
@ Ports Gi2 SOURCE o)
O L2 Multicast
Gi3 SOURCE
@ L3 Interfaces
Gi4 NONE
© Security
Gi5 NONE
£ Advanced
Gig NONE
@ Diagnostics
= System Gi7 NONE
Gi8 NONE
Gi9 NONE
« Collapse Gil0 NONE

You can configure Fast Leave to a single port in its Fast Leave column.

Port List & Batch Eq
Port Role Fast Leave
Gil SOURCE aQO
Gi2 SOURCE a
Gi3 SOURCE |:|
Gi4 NONE
Gis NONE
Gi6 NONE
Gi7 NONE
Gi8 NONE
Gi9 NONE
Gil0 NONE

4.3.3.4 Multicast Group

The static multicast group will not learn dynamic ports.

232



Reyee Cookbook

test123_1_Auto > NBS5200 O

Ruijie | FRcycc

Configuration

English ~ A Ruijie Cloud $E8Download App & Wizard [Slog O

Global Settings IGMP Snooping MVR Multicast Group IGMP Filter Querier

£ VLAN
o Multicast Group
Moiitar The static multicast group will not learn dynamic ports.
& Ports | Multicast List VLAN ID + Add 17 Delete Selected
O L2 Multicast Upto 256 entries can be added.
& L3 Interfaces VLAN ID Multicast IP Address Protacol Type Forwarding Port Action
© Security No Data
Ad d
& e Total 0 10/page n Gotopage 1
@ Diagnostics
= System
Click Add. In the displayed dialog box, you can set the multicast IP address, VLAN ID and select ports.

Add

* Multicast IP Address
*VLAN ID

Forwarding Port

3

L 5 / 9

224813

VLANOOO1

@ Uplink jl Copper

1 13 15 17 19

21

28l 6 8

10

12 14 16 18 20 22 18 22 24 25 26

20

Note: You can click and drag to select one or more ports.

Select All Inverse Deselect

Cancel

The message "Operation succeeded." is displayed, and the Multicast list is updated.

Ruijie | Rcycc ‘ test123 1 Auto > NBS5200 @ ; English v O Ruijie Cloud E¥Download App & Wizard [3Log Ou
@ Operation succeeded.
&% Home
Global Settings IGMP Snooping MVR Multicast Group IGMP Filter Querier
£% VLAN
Multicast Group
Meiiter " The static multicast group will not leam dynamic ports.
& Ports v | Multicast List VLAN ID Q + Add i Delete Selected
O L2 Multicast Upto 256 entries can be added.
@ L3 Interfaces VLAN ID Multicast IP Address Protocol Type Forwarding Port Action
© Security A 1 224813 MVR Static Gi4-5 Edit Delete
& Advanced N Total 1 10/page - Gotopage 1
@\ Diagnostics -
= System v

The MVR outgoing port must be a receiver port.
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Click Edit. In the displayed dialog box, you can select or deselect the ports.

Edit
* Multicast IP Address

*VLAN ID

Forwarding Port

il Avaiable il Unavailable % ~ggregate [l Uplink Copper Fiber

13 15 17 19 21 23 17 19 21

14 16 18 20 22 24 18 20 22 24

Note: You can click and drag to select one or more ports. Select All Inverse Deselect

Cancel

4.3.3.5 IGMP Filter

Ruijie | BRcycc | test123 1 Auto > NBS5200 @ English v O Ruijie Cloud Z§Download App @ Wizard [3log O
Global Settings IGMP Snooping MVR Multicast Group IGMP Filter Querier
% VLAN
© 16me Fitter
& Monitor
| Profile List + Add 1 Delete Selected
& Ports
Profile ID Behavior Start IP Address End IP Address Action
O L2 Multicast
& L3 Interfaces i
© Security Total 0 10/page - Gotopage 1
2
B3 Advanced Filter List & Batch Edit
@ Diagnostics ) ) .
Port Profile ID Max Multicast Groups Action
= Syster Git - 256 Edit
Gi2 - 256 Edit
Gi3 = 256 Edit
« Collapse Gi4 - 256 Edit

Click Add. In the displayed dialog box, you can set the profile ID, behavior, start IP address and end IP address.
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* Profile ID

Behavior | PERMIT

*Start IP Address  235.6.6.6

*End IP Address  235.10.10.10

Cancel

The message "Operation succeeded." is displayed, and the profile list is updated.

Ruijie cycc ‘ test123 1 Auto > NBS5200 O . English v O Ruijie Cloud &EDownload App & Wizard [3Log Ou
[} Operation succeeded. 2
&% Home
Global Settings IGMP Snooping MVR Multicast Group IGMP Filter Querier
Z% VLAN
© ovpritter
Monitor v
| Profile List + Add [ Delete Selected
& Ports d
. Profile ID Behavior Start IP Address End IP Address Action
& L2 Multicast
10 PERMIT 235.6.6.6 235.10.10.10 Edit Delete

@ L3 Interfaces
© Security % Total 1 10/page n Gotopage 1
£ Advanced N Filter List & Batch Edit
@ Diagnostics ¥ N R R

Port Profile ID Max Multicast Groups Action
= System ¥ Git - 26 B

Gi2 = 256 Edit

Gi3 = 256 Edit

«Collapse Gid = 256 Edit

Click Edit. In the displayed dialog box, you can set the behavior, start IP address and end IP address.
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* Profile ID

Behavior ~ PERMIT

* Start IP Address = 2356.6.6

*End IP Address |~ 235.10,10.10

Cancel

Click Batch Edit. In the displayed dialog box, you can set the profile ID, max multicast groups and select ports.

Batch Edit

Profile 1D | 10
* Max Multicast Groups 256

Select Port

il Available il Unavailable g "oarecate il Uptink Copper

1315 17 19 21 23 17 19 21 23
1 1 1 B 1
mm | OWwYwy HMN

14 16 18 20 22 24 18 20 22 24 25 26

Note: You can click and drag to select one or more ports. Select All Inverse Deselect

The message "Operation succeeded." is displayed, and the filter list is updated.
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Ruijie | ERcycc | test123 1 Auto > NBS5200 @

© Operation succeeded.

Configuration

English ~  Ruijie Cloud EEDownload App £ Wizard [3Llog O

&2 Home Profile ID Behavior Start IP Address End IP Address Action
£% VLAN 10 PERMIT 235.6.6.6 235.10.10.10
% Monit
= Monitor Total 1 10/page n Go topage 1
& Ports
Filter List & Batch Edit

O L2 Multicast

Port Profile ID Max Multicast Groups Action
@ L3 Interfaces

Gil 10 256 Edit
© Security

Gi2 = 256 Edit
) Advanced

Gi3 10 256 Edit
@ Diagnostics

Gi4 256 Edit
= System

Gi5 256 Edit

Gib = 256 Edit

Gi7 - 256 Edit

& Collapse

Click Edit. In the displayed dialog box, you can set the profile ID, max multicast groups and select ports.

Batch Edit

Profile 1D | 10

* Max Multicast Groups 256

Cancel

The message "Operation succeeded" is displayed, and the filter list is updated.
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Ruijie | FRcycc | test123 1 Auto > NBS5200 @

O e English « @ Ruijie Cloud E#Download App & Wizard [3log C

&% Home Profile ID Behavior Start IP Address End IP Address Action
2% VLAN 10 PERMIT 235.6.6.6 235.10.10.10
& Monitor
Total 1 10/page - Go to page 1
& Ports
Filter List 2 Batch Edit

O 12 Multicast

Port Profile ID Max Multicast Groups Action
@ L3 Interfaces

Gil 10 256 Edit
@ Security

Gi2 10 256 Edit
&5 Advanced

Gi3 10 256 Edit
@ Diagnostics

Gi4 -- 256 Edit
= System

Gis - 256 Edit

Gi6 = 256 Edit

Gi7 == 256 Edit

«Collapse

4.3.3.6 Querier

The querier version cannot be higher than the global version. When the global version is lowered, the querier version

will be reduced accordingly. If the querier source IP is not configured, the device management IP is used.

Ruijie | Rcycc ‘ test123_1 Auto > NBS5200 @ English v O Ruijie Cloud 8Download App £ Wizard [3Log O
5% Home
Global Settings IGMP Snooping MVR Multicast Group IGMP Filter Querier
£% VLAN
Querier
Monitor " o The querier version cannot be higher than the global version. When the global version is lowered, the querier version will be reduced accordingly.
If the querier source IP is not configured, the device management IP is used.
4 Ports o L
| Querier List
O 12 Multicast
VLAN ID Querier Status Version Src IP Address Query Interval (Sec) Action
@ L3 Interfaces
1 Disable IGMPv2 60 Edit
Q Security ~
10 Disable IGMPv2 60 Edit
£ Advanced v
100 Disable IGMPv2 60 Edit
@ Diagnostics ¥
200 Disable IGMPv2 60 Edit
= System %
Total 4 10/page - Gotopage 1
« Collapse

Click Edit. In the displayed dialog box, you can set VLAN ID, querier status, version, source IP address and query

interval.
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* VLAN ID

Querier Status (D)

Version | |GMPv2

Src IP Address  10.0.0.1

Query Interval (Sec) 60

Cancel

The message "Operation succeeded" is displayed, and the querier list is updated.

Ruijie | FRcycc ‘ test123 1 Auto > NBS5200 O

@ Operation succeeded nload App @ Wizard [5log C

& Home
Global Settings IGMP Snooping MVR Multicast Group IGMP Filter Querier
£% VLAN
Querier
Monitor v o The querier version cannot be higher than the global version. When the global version is lowered, the querier version will be reduced accordingly.
If the querier source IP is not configured, the device management IP is used.
& Ports - -
| Querier List
O 12 Multicast
VLAN ID Querier Status Version Src IP Address Query Interval (Sec) Action
@ L3 Interfaces
1 Enable IGMPv2 10.00.1 60 Edit
© Security %
10 Disable IGMPv2 60 Edit
5 Advanced -
100 Disable IGMPv2 60 Edit
@ Diagnostics -
200 Disable IGMPv2 60 Edit
= System v
Total 4 10/page - Gotopage 1
«Collapse

4.3.4 L3 Interfaces

The L3 Interfaces module allows you to configure layer-3 interfaces.

Routed Port: A physical port of a layer-3 device can be configured as a routed port. A routed port works as an access

port and does not support layer-2 switching.

L3 Aggregate Port: A layer-3 aggregate port is a logical interface consisting of layer-3 physical interfaces of the same
type. It virtualizes the physical links into one link so as to increase the link rate. A layer-3 aggregate port supports load
balancing among its member links. If a member link fails, traffic will be automatically switched to the other available links,

which improves link reliability. A layer-3 aggregate port does not support layer-2 switching.

SVI: An SVI can be used as a management interface. You can also create an SVI for inter VLAN routing.
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TRuijie | BRcycc | test123 1 Auto > NBS5200 @ English v 3 Ruijie Cloud B8Download App @ Wizard ([3Log O
&% Home
L3 Interfaces DHCP Clients Static IP Addresses DHCP Option Static Routing ARP List
£F VLAN -
Port List + Add L3 Interface
& Monitor
Upto 16 layer-3 interfaces and 32 IPv4 addresses can be configured.
& Ports
L3 Interfaces Port Type Networking P Subnet Mask DHCP Server DHCP Server Info Action
&3 L2 Multicast
VLAN1 Management VLAN DHCP 192.168.110.74 255.255.255.0 Disabled
@ L3 Interfaces
© Security Total 1 | 10/page n Gotopage 1

&5 Advanced

@ Diagnostics

= System

«Collapse

4.3.4.1 L3 Interfaces
1.1 Add an SVI

Click Add L3 Interface. In the displayed dialog box, select SVI from the Port Type dropdown list.

Port Type sV
Networking Static IP
Primary IP/Mask
VLAN

DHCP Mode @ Disabled DHCP Server DHCP Relay

Select the networking. If you select the Static IP Address, you can set the IP address, subnet mask manually (You can
configure one primary IP address and multiple secondary IP addresses, if the primary IP address is not configured, the
secondary IP address does not take effect.), VLAN and DHCP Mode.

DHCP Mode: Disable

240



Reyee Cookbook

Configuration

Add

Port Type SVI

Networking Static IP

Primary IP/Mask 192.168.100.1

VLAN = VLANO0010

DHCP Mode @ Disabled

255.255.255.0

DHCP Server

Add + @

DHCP Relay

Cancel

DHCP Mode: DHCP Server
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Add ~

Port Type = SvI
Networking Static IP
* Primary IP/Mask = 192.168.100.1 255.255.255.0 Add + @
VLAN  VLANO0010
DHCP Mode Disabled © DHCP Server DHCP Relay
* Start
* 1P Count

* Lease Time(Min)

DHCP Mode: DHCP Relay
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Add x

Port Type = Svi
Networking Static IP
* Primary IP/Mask ~ 192.168.100.1 255.255.255.0 Add + @
VLAN ' VLANOO010
DHCP Mode Disabled DHCP Server © DHCP Relay
* Interface IP Address ] e @

* DHCP Server IP

Address

The message "Operation succeeded." is displayed, and the port list is updated.

Ru,ﬁé |BRcycc | test123 1 Auto > NBS5200 @ . English v ARuijie Cloud ZEDownload App & Wizard [3Log Out
(] Operation succeeded.
&% Home
L3 Interfaces DHCP Clients Static IP Addresses DHCP Option Static Routing ARP List
£% VLAN
| Port List + Add L3 Interface
Monitor 4
Upto 16 layer-3 interfaces and 32 IPv4 addresses can be configured.
& Ports %
L3 Interfaces Port Type Networking P Subnet Mask DHCP Server DHCP Server Info Action
& L2 Multicast
VLAN1 Management VLAN DHCP 192.168.110.74 255.255.255.0 Disabled =
@ L3 Interfaces
VLANTQ svi Static IP 192.168.100.1 255.255.255.0 Disabled = Edit Delete
© Security i
£ Advanced % Total 2 10/page n Gotopage 1

@ Diagnostics k4

= System

If you select DHCP, the SVI will obtain the DHCP-assigned IP address.
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Port Type  swi

Networking DHCP

VLAN  Staff

Cancel -

The message "Operation succeeded." is displayed, and the port list is updated.

Ru,l,e Reyce ‘ test123_1_Auto > NBS5200 O . English v QRuijie Z8Download App & Wizard
@ Operation succeeded. .
& Home
L3 Interfaces DHCP Clients Static IP Addresses DHCP Option Static Routing ARP List
£% VLAN
| Port List + Add L3 Interface
Monitor %
Upto 16 layer-3 interfacesand 32 IPv4 addresses can be configured.
& Ports v
L3 Interfaces Port Type Networking P Subnet Mask DHCP Server DHCP Server Info Action
O 12 Multicast
VLAN1 Management VLAN DHCP 192.168.110.74 255.255.255.0 Disabled -
@ L3 Interfaces
VLAN10 svi Static IP 192.168.100.1 255.255.255.0 Disabled = Edit Delete
© Security ¥
VLAN100 svi DHCP Disabled - Edit Delete
=9 Advanced i
@, Diagnostics v Total 3 10/page n Gotopage 1
= System ¥

If you want to configure an SVI for a VLAN, please make sure that the VLAN is already created.

1.2 Add a Routed Port

Click Add L3 Interface. In the displayed dialog box, select Routed Port from the Port Type dropdown list.

244



Reyee Cookbook Configuration

Port Type Routed Port

Networking  Static IP

Primary IP/Mask Add+ ®

DHCP Mode @ Disabled DHCP Server DHCP Relay

Select Port:

il Avaiable il Unavailable & Agoregate |l Uplink

1 3 5 7 9 1 13 15 17 19 21 23 17 19 21 23
Il il ol ol
AN EN mm mE gwwy mM
2

4 6 8 10 12 14 16 18 20 22 24 18 20 22 24 25 26

Deselect

Select the networking. If you select Static IP Address, you can set the IP address, subnet mask manually (You can
configure one primary IP address and multiple secondary IP addresses. If the primary IP address is not configured, the

secondary IP address does not take effect.), DHCP Mode and select a physical port from the panel.

Port Type | Routed Port
Networking  Static IP
Primary IP/Mask 192.168.20.1 255.255.255.0 Add + @
DHCP Mode @ Disabled DHCP Server DHCP Relay

Select Port:

il Available il Unavaitable b "oregate il Upiink Copper

1 3Bl 9o 131517 192123 71923
NN . A oOwWwwy EM

2 4 & 8 10 12 14 16 18 20 22 24 18 20 22 24 25 26

Deselect

The message "Operation succeeded." is displayed, and the port list is updated.
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Ruijie | 5Recycc ‘ test123 1 Auto > NBS5200 0

) Gt English v & Ruijie Cloud ¥EDownload App & Wizard [S3log O

% Home
L3 Interfaces DHCP Clients Static IP Addresses DHCP Option Static Routing ARP List
£% VLAN
| Port List + Add 13 Interface
Monitor v
Upto 16 layer-3 interfaces and 32 IPv4 addresses can be configured.
% Ports %
L3 Interfaces Port Type Networking P Subnet Mask DHCP Server DHCP Server Info Action
& 12 Multicast
VLAN1 Management VLAN DHCP 192.168.110.74 255.255.255.0 Disabled o=
@ L3 Interfaces
VLAN10 Svi Static IP 192.168.100.1 255.255.255.0 Disabled s Edit Delete
© Security o
VLAN100 svi DHCP Disabled == Edit Delete
3 Advanced ¥
Gi5 Routed Port Static IP 192.168.20.1 255.255.255.0 Disabled = Edit Delete
@) Diagnostics ¥
= System V Total4 | 10/page - Gotopage 1
Deenl

If you select DHCP, the routed port will obtain the DHCP-assigned IP address.

Port Type | Routed Port
Networking

Select Port:

il Available Unavailable :',14-\(‘.,..,-.\‘11-. i upiink il copper

3 5 7 BN 13 15 17 19 21 23 17 19 21 23

1 3 5

Bl el D Ol

UL L L W] iy owwyw
2 4

6 &8 10 12 14 16 18 20 22 24 18 20 22 24

Deselect

The message "Operation succeeded." is displayed, and the port list is updated.
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Ruijie | 5Reycc ‘ test123_1_Auto > NBS5200 @

Y Gramtemicd English v O Ruijie Cloud ¥EDownload App £ Wizard [3Llog O

5% Home
L3 Interfaces DHCP Clients Static IP Addresses DHCP Option Static Routing ARP List
£% VLAN
| Port List + Add L3 Interface
Monitor v
Upto 16 layer-3 interfaces and 32 IPv4 addresses can be configured.
£ Ports »
L3 Interfaces Port Type Networking P Subnet Mask DHCP Server DHCP Server Info Action
& L2 Multicast
VLAN1 Management VLAN DHCP 192.168.110.74 255.255.255.0 Disabled =
@ L3 Interfaces
VLANT10 svI Static IP 192.168.100.1 255.255.255.0 Disabled = Edit Delete
@ Security -
VLAN100 svI DHCP Disabled - Edit Delete
£ Advanced v
Gi5 Routed Port Static IP 192.168.20.1 255.255.255.0 Disabled o= Edit Delete
@\ Diagnostics ¥
. Gi9 Routed Port DHCP Disabled - Edit Delete
= System h4
Total 5 10/page n Gotopage 1
& Collapse

1.3 Add a L3 Aggregate Port

Click Add L3 Interface. In the displayed dialog box, select L3 Aggregate Port from the Port Type dropdown list.

Port Type L3 Aggregate Port
Networking ~ Static IP
Primary IP/Mask
Aggregate
DHCP Mode @ Disabled DHCP Server DHCP Relay

Select Port

il Available gl Unavailable G Aooregate il Uplink Copper

i = h.d
14 16 18 20 22 24 18 20 22 24 25 26

Note: You can click and drag to select one or more ports. Select All Inverse Deselect

Select the networking. If you select Static IP Address, you can set the IP address, subnet mask manually (You can
configure one primary IP address and multiple secondary IP addresses. If the primary IP address is not configured, the

secondary IP address does not take effect.), Aggregate, DHCP Mode and select physical routed ports from the panel.

Set an aggregate port and select its member ports from the panel. Please configure its member ports as routed ports

first.
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Port Type = L3 Aggregate Port

Networking  Static IP

Primary IP/Mask  192.168.30.1 255.255.255.0 Add+ @

Aggregate = Ag1l
DHCP Mode @ Disabled DHCP Server DHCP Relay

Select Port:

il Available iy Unavailable P& Aggregate [l Uplink Copper Fiber
17 19 21 23 17 19

I t
6 8 10 12 14 16 18 20 22 24 18 20 2

Note: You can click and drag to select one or more ports. Select All Inverse Deselect

The message "Operation succeeded." is displayed, and the port list is updated.

Ruijie | 5Rcycc ‘ test123 1 Auto > NBS5200 6 . English v ARuijie Cloud %8 Download App & Wizard [3Log O
(] Operation succeeded. .
5% Home
L3 Interfaces DHCP Clients Static IP Addresses DHCP Option Static Routing ARP List
£5 VLAN
| Port List + Add L3 Interface
Monitor
Up to 16 layer-3 interfaces and 32 IPv4 addresses can be configured.
& Ports v
L3 Interfaces Port Type Networking P Subnet Mask DHCP Server DHCP Server Info Action
O 12 Multicast
VLAN1 Management VLAN DHCP 192.168.110.74 255.255.255.0 Disabled =
@ L3 Interfaces
VLAN10 svI Static IP 192.168.100.1 255.255.255.0 Disabled = Edit Delete
© Security i
VLAN100 svI DHCP Disabled 7 Edit Delete
9 Advanced %
Gi5 Member port of Ag1.
@ Diagnostics k4
Gi9 Member port of Agl.
= System v
Agl L3 Aggregate Port Static IP 192.168.30.1 255.255.255.0 Disabled — Edit Delete
Total 6 | 10/page n Gotopage 1
« Collapse

If you select DHCP, the routed port will obtain the DHCP-assigned IP address.
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Port Type L3 Aggregate Port

Networking ~ DHCP

Aggregate Ag2

Select Port:

wailable P Aqgreqate il Uplink Copper

20 22 24 20 22 24 25 26

Note: You can click and drag to select one or more ports. Select All Inverse Deselect

The message "Operation succeeded." is displayed, and the port list is updated.

Ruijie | Rcycc ‘ test123_1 Auto > NBS5200 @ . English v 3 Ruijie Cloud EDownload App @ Wizard
@ Operation succeeded.
&% Home "
| Port List + Add L3 Interface
£5 VLAN
Up to 16 layer-3 interfaces and 32 IPv4 addresses can be configured.
Monitor %
L3 Interfaces Port Type Networking 1] Subnet Mask DHCP Server DHCP Server Info Action
4 Ports 4
VLAN1 Management VLAN DHCP 192.168.110.74 255.255.255.0 Disabled s
& L2 Multicast
VLAN10 Svi Static IP 192.168.100.1 255.255.255.0 Disabled = Edit Delete
@ L3 Interfaces
VLAN100 Svi DHCP Disabled - Edit Delete
@ Security w
Gi5 Member port of Ag1.
£ Advanced ¥ .
Gi9 Member port of Ag1.
@\, Diagnostics k4 Gill Member port of Ag2.
Sisdten o Gi12 Member port of Ag2.
Agl L3 Aggregate Port Static IP 192.168.30.1 255.255.255.0 Disabled - Edit Delete
Ag2 L3 Aggregate Port DHCP Disabled - Edit Delete
«Collapse Total 9 10/page n Gotopage 1

4.3.4.2 DHCP Clients

You can view the dynamic IP addresses allocated by the DHCP server to the clients and convert dynamic IP addresses

to static IP addresses on this page.
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R’ulﬁt_- Encycc test123 1 Auto > NBS5200 O English «  ORuijie Cloud i Download App @ Wizard [Flog O
L3lnterfaces  DHCPClients  Static IP Addresses ~ DHCP Option  StaticRouting  ARP List
VLAN
O v orcp clienrs. ®
& Monitor
I DHCP Clients 2 Refresh + Batch Convert
& Ports
Upto 1000 IP-MAC bindings can be added,
O L2 Multicast
S No. Hostname P MAC Remaining Lease Time(min) Status
© L3 Interfaces
. EW1200G-PRO-DDE7S 192.168.7.150 7085:c4:007:95 360 Convert to Static IP
© Security
& Advanced n 10/page Total 1
@ Diagnostics
= System
A Collapse

Hostname: The client hostname.
MAC: The client MAC address.
IP Address: The dynamic IP address allocated by the DHCP server to the client.

Remaining Lease Time: The remaining DHCP lease time. After the time expires, the client will obtain an IP address

again.
Refresh: Click Refresh to refresh the DHCP client list.

Convert to Static IP: Click Convert to Static IP to convert a dynamic IP address to a static IP address.

Click Convert or Batch Convert to convert a dynamic IP address to a static IP address.

,?uﬁz fRcycc ‘ test123 1 Auto > NBS5200 O English v QRuijie Cloy wnload App € Wizard [3Llog(
&% Home

L3 Interfaces DHCP Clients Static IP Addresses DHCP Option Static Routing ARP List
£7 VLAN

@ viewdrcp clents ®

&1 Monitor

| DHCP Clients Q Q Refresh + Batch Convert
& Ports

Up to 1000 IP-MAC bindings can be added.
& L2 Multicast

No. Hostname P MAC Remaining Lease Time(min) Status
@ 13 Interfaces
1 EW1200G-PRO-00E795 192.1687.150 70:85:c4:00:€795 360 Convert to Static IP
© Security
ecuri
& Advanced [ 1] 10/page Total 1

@ Diagnostics

& System

Click OK in the confirmation box.
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Are you sure you want to convert the dynamic IP address

10 a static P address?

The message "Operation succeeded." is displayed, and the DHCP Clients list and Static IP Address List are updated.

Ru,lTe #Rcycc ‘ test123 1_Auto > NBS5200 O English v O Ruijie Cloud Download App 4 Wizard [FLog Ou
© Operation succeeded.

L3 Interfaces DHCP Clients Static IP Addresses DHCP Option Static Routing ARP List

£ VLAN
© view oHCP diients ®@
& Menitor <
| DHCP Clients Q 2 Refresh + Batch Convert
& Ports v

Upto 1000 IP-MAC bindings can be added.
O 12 Multicast

& iiaiaces No. Hostname P MAC Remaining Lease Time(min) Status
1 EW1200G-PRO-00E795 192.168.7.150 70:85:c4:00:€7:95 354
© Security
ecuri
£ Advanced n 10/page Total 1

@ Diagnostics

F System

Ruijie | FRCycc | test123 1 Auto > NBS5200 0 English v ORuijie Cloud  #8Download App € Wizard [3Log Out

L3 Interfaces DHCP Clients Static IP Addresses DHCP Option Static Routing ARP List

£ VLAN
© static 1P Address List ®
& Monitor
| Static IP Address List Q + Add [il Delete Selected
& Ports

Upto 1000 entries can be added.
& L2 Multicast

No. P MAC Acti
@ L3 Interfaces i ction
1 192.168.7.150 7085:c400:¢795 Edit Delete
© Security
ecurt -
& Advanced - [ 1 ] 10/page Total 1

@ Diagnostics -

= System v

Click Batch Convert to convert dynamic IP addresses to static IP addresses.

Ruijie | Rcycc ‘ test123 1 Auto > NBS5200 @ English v QORuijie Cloud 8 Download App  # Wizard [3Log Out
& Home
L3Interfaces  DHCPClients  Static IP Addresses ~ DHCP Option  StaticRouting  ARP List
£ VIAN ——
@ view Drce clents.
& Monitor
| oHce clients o || o rRefresn
& Ports
Upto 1000 IP-MAC bindings can be added.
O L2 Multicast
B = N Hostname P MAC Remaining Lease Time(min) Status
& * 192.168.7.153 4c02:20551cc:7 360 Convert to Static IP
© Security
= Honor V10-38d9e63c47322ct 192.168.7.152 bee2:65:9a:8d:be 360 Convert to Static IP
£ Advanced -
i 3 3 EW1200G-PRO-00E795 192.168.7.150 7085:c4:00:€7:95 359
@ Diagnostics
= System n 10/page Total 3
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Click OK in the confirmation box.

Are you sure you want to convert the dynamic IP address

Concel “

10 a static P address?

The message "Operation succeeded" is displayed, and the DHCP Clients list and Static IP Address List are updated.

Ruijie | BRcycc ‘ test123 1 Auto > NBS5200 @ y— s English v QRuijie Cloud #Download App & Wizard [3Log Out
peration succeeded.

L3 Interfaces DHCP Clients Static IP Addresses DHCP Option Static Routing ARP List

£ VAN
@ view DHeP clents. ®@
) Monitor
| oHee ciients a [ orRefesn
@ Ports

Upto 1000 IP-MAC bindings can be added.
© L2 Multicast

T No. Hostname 13 MAC Remaining Lease Time(min) Status
1 ¥ 192.168.7.153 4c:02:20:55:cc:f7 358

© Security v
2 Honor V10-38d9e63c47322cf 192.168.7.152 beie2:65:9a:8:be 358

& Advanced é =

= . 3 EW1200G-PRO-00E795 192.168.7.150 70:85:c4:00:e7:95 357
@ Diagnostics e
E System / n 10/page Total 3

FRuijie | BRCycC | test123.1 Auto > NBS5200 0 English v ORuilie Cloud MDownload App € Wizard [Flog Ou
& Home
L3interfaces  DHCPClients  Static IP Addresses  DHCPOption  StaticRouting AR List
£ VLAN S
@ static 1P Address List ®@
& Monitor
| Static IP Address List C + Add Bl Delete Selected
& Ports
Upto 1000 entries can be added.
© L2 Multicast
© L3Interfaces No. P MAC Action
5 1 192.168.100.10 00:01:5C:06:A6:29 Edit Delete
@ Security
. 2 192.168.7.150 70:85:c4:00:6795 Edit Delete
2 Advanced
- 3 192.168.2.153 4c02:20:55cct Fdit Delete
@ Diagnostics
4 192.168.7.152 beie2:65:9a:8dkbe Edit Delete

E System

4.2.4.3 Static IP Addresses

You can view and manage static IP addresses on this page.
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Ruijie | BRcycc | test123 1 Auto > NBS5200 @ English v ORuijie Cloud  #8Download App € Wizard [3Log Out
&% Home

L3interfaces  DHCPClients  StaticIP Addresses ~ DHCP Option  StaticRouting  ARP List
£ VLAN -

© static 1P Address List ®

& Monitor

| Static IP Address List Q + Add [il Delete Selected
& Ports

Upto 1000 entries can be added.
& L2 Multicast

No. P MAC Acti
@ L3 Interfaces i ctian
1 192.168.7.150 70:85:c4:00:e7:95 Edit Delete
© Security
ecur
& Advanced / n 10/page Total 1

@ Diagnostics

= System

Click Add. In the displayed dialog box, you can set a static IP address.

“IP | 192.168.1002

*MAC | 00:01:6C-06:A6:29

foneel n

The message "Operation succeeded." is displayed, and the static IP address list is updated.

Ruijie BRcycc | test123 1 Auto > NBS5200 @
Operation succeeded.

L3 Interfaces DHCP Clients Static IP Addresses DHCP Option Static Routing ARP List

@ static 1P Address List @
E2 Monitor

| Static IP Address List I Add & Delete Selected
& Ports

Upto 1000 entries can be added.
O 12 Muticast

No. » MAC Acti
B L3 Interfaces ° cren
1 102.1687.150 70:85:c4:00:67:95 Edit Delete
© Security
- 2 192.168.100.2 00:01:6C:06:46:29 Edit Delete
% Advanced
@ Diagnostics 10/page Total 2
F System

Click Edit. In the displayed dialog box, you can modify a static IP address.

*IP | 192.168.100.10

*MAC | 00:01:6CO6AG29
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The message "Operation succeeded." is displayed, and the port list is updated.

FRuijie | BRcycc | test123.1 Auto > NBS5200 @ English ~ O Ruijie Cloud BDownioad App & Wizard [3Log Oul
@ Operation succeeded. =
&% Home
L3 Interfaces. DHCP Clients Static IP Addresses DHCP Option Static Routing ARP List
&7 VLAN
© static 1P Address List (@)
% Monitor
| static 1P Address List v Add | [ & Delete Selectea
& Ports
Upto 1000 entries can be added.
7 L2 Multicast
No. P MAC Action
® L3Interfaces !
. 192.168.7.150 08504006795 Edit Delete
© Security
2 192.168.100.10 00:01:6C:06:A6:29 Edit Delete
% Advanced
@ Diagnostics - 10/page Total 2
& system

4.2.4.4 DHCP Option

DHCP option settings are applied to all LAN ports.

Ruijie | RRcycc | test123 1 Auto > NBS5200 0 English v Q) Ruijie Cloud 3§ Download App & Wizard [3Log Ou
&% Home
L3 Interfaces DHCP Clients Static IP Addresses DHCP Option Static Routing ARP List
£F VLAN
DHCP Option @

& Monitor o DHCP option settings are applied to all LAN ports.
& Ports DNS Server
& 12 Multicast Option 43 @
@ L3 Interfaces

Option 138
@ Security

Option 150
& Advanced
(@, Diagnostics
= System

KCollapse

DNS Server: (Optional) Set a DNS server address provided by the ISP.

Option 43: (Optional) There are two formats available:

IP addresses, each separated by a space.

A hexadecimal string. Example: 01:C0:A8:01:01.

Option 138: (Optional) Enter the IP address of the wireless controller.

Option 150: (Optional) Enter the IP address of the TFTP server.

4.3.4.5 Static Routing

The Static Routing module allows you to add static routes.
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A static route is created manually, but which cannot change with the topological change. Therefore, it is mainly applied
to a simple network. When a network error occurs or the topology changes, the administrator needs to edit static route

settings manually.

When a packet arrives, the device checks the destination field and compares it with routing table. If it finds a match for

destination network, then the device will forward that packet from the specified interface.

Ruijie | 7Rcycc ‘ test123_1_Auto > NBS5200 O English v O Ruijie Cloud &EDownload App & Wizard [3Llog O|
5% Home
L3 Interfaces DHCP Clients Static IP Addresses DHCP Option Static Routing ARP List
£5 VLAN
Static Routing
Monitor v 0 When a packet arrives, the device checks the destination field and compares it with routing table. If it finds a match for destination network then it will forward that packet from the specified @
interface.
< Ports ¥

| Static Route List Q + Add [ Delete Selected

& 12 Multicast
Up to 500 static routes can be added.

@ L3 Interfaces
Dest IP Address Subnet Mask Outbound Interface Next Hop Reachable Action

© Security v
No Data

&5 Advanced
Total 0 10/page - Gotopage 1
@ Diagnostics b

= System

«(Collapse

Dest IP Address/Subnet Mask: Set a destination IP address and a subnet mask.
Outbound Interface: Select an interface which packets are routed over.
Next Hop: Set a next hop. If the outbound interface is PPPoE, the next hop is not required.

Reachable: Whether the next hop is reachable.

1.1 Add a Generic Static Route

Click Add. In the displayed dialog box, you can set a Generic Static Route.
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* Dest IP Address

* Subnet Mask

Outbound Interface  Select

* Next Hop

Specify the destination IP address and subnet mask, select an outbound interface from the Outbound Interface
dropdown list, set a next hop address. If the outbound interface is enabled with PPPoE, the next hop address is not

required.

Edit
* DestIP Address ~ 192.168.6.0

* Subnet Mask ~ 255.255.255.0

Outbound Interface  VLAN7

* Next Hop 192.168.7.1

Click OK. The message "Operation succeeded" is displayed, and the static route list is updated.
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CycE ‘ test123_1_Auto > NBS5200 @ . English v QO Ruijie Cloud &g Download App @ Wizard [3Log Ou]
@ Operation succeeded.
L3 Interfaces DHCP Clients Static IP Addresses DHCP Option Static Routing ARP List
£% VLAN
Static Routing
Monitor v When a packet arrives, the device checks the destination field and compares it with routing table. If it finds a match for destination network then it will forward that packet from the specified @
interface.
& Ports ) )
| Static Route List Q + Add 1 Delete Selected
O L2 Multicast
Up to 500 static routes can be added.
@ L3 Interfaces
Dest IP Address Subnet Mask Outbound Interface Next Hop Reachable Action
© Security ¥
192.168.6.0 255.255.255.0 VLAN7 192.168.7.1 Yes Edit Delete
5 Advanced i
Total 1 10/page - Gotopage 1
@ Diagnostics -
= System ¥

Ping test:

Ruijie | Rcycc ‘ test123 1_Auto > NBS5200 O English v QRuijie Cloud $EDownload App £ Wizard [3Log
Monitor %
o Network Tools @
& Ports Y
Tool @ Ping Traceroute DNS Lookup
O 12 Multicast

*IP Address/Domain  192.168.6.1
@ L3 Interfaces

*Ping Count 4

© Security %
* Packet Size = 64 Bytes
£ Advanced ¥
Start Stop
Info Center PING 192.168.6.1 (192.168.6.1): 64 data bytes
72 bytes from 192.168.6.1: seq=0 ttl=64 time=0.000 ms
Network Tools 72 bytes from 192.168.6.1: seq=1 ttl=64 time=0.000 ms

72 bytes from 192.168.6.1: seq=2 ttl=64 time=0.000 ms
Fault Collection 72 bytes from 192.168.6.1: seq=3 ttl=64 time=0.000 ms
--- 192.168.6.1 ping statistics ---

4 packets transmitted, 4 packets received, 0% packet loss

round-trip min/avg/max = 0.000/0.000/0.000 ms
System Logs “

Cable Diagnostics

Alerts

« Collapse

1.2 Add a Default Static Route

A default route is a route with the destination IP address set to all Os. A manually configured default route is the default
static route. If the destination address of a packet does not match any entries in the routing table, the device forwards

the packet along the default route instead. The default static route can be configured on stub routers.

Click Add. In the displayed dialog box, you can set the Default Static Route.
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* Dest IP Address

* Subnet Mask

Qutbound Interface

* Next Hop

Cancel

Set both the destination IP address and the subnet mask to all Os, then set a next hop address.

* Dest IP Address
* Subnet Mask

Outbound Interface

* Next Hop 192.168.110.1

Cancel

Click OK. The message "Operation succeeded." is displayed, and the static route list is updated.
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Ruijie | fRcycc ‘ test123 1 Auto > NBS5200 @ English v A Ruijie Cloud #2Download App 4 Wizard [3log C

@ Operation succeeded.

L3 Interfaces DHCP Clients Static IP Addresses DHCP Option Static Routing ARP List

£% VLAN

Static Routing

a " ‘When a packet arrives, the device checks the destination field and compares it with routing table. If it finds a match for destination network then it will forward that packet from the specified

Monitor P P 9 P: P

interface.
& Ports i R .

Static Route List Q + Add il Delete Selected

O 12 Multicast

Upto 500 static routes can be added.
® L3 Interfaces

Dest IP Address Subnet Mask Outbound Interface Next Hop Reachable Action

@ Security g
192.168.6.0 255.255.255.0 VLAN7 192.168.7.1 Yes Edit Delete

£ Advanced -
0.0.0.0 0.0.0.0 VLANT 192.168.110.1 Yes Edit Delete

@ Diagnostics v

Total 2 10/page n Gotopage 1
& System ¥
«Collapse

Ping test:

{c] ‘ test123 1_Auto > NBS5200 O English v @ Ruijie Cloud &EDownload App & Wi

o Network Tools @

£2 VIAN

Tool @ Ping Traceroute DNS Lookup
Monitor ¥

* IP Address/Domain 192.168.9.1
& Ports ke
*Ping Count = 4

& 12 Multicast
@ L3 Interfaces * Packet Size =~ 64 Bytes
&5 Advanced 7 PING 192.168.9.1 (192.168.9.1): 64 data bytes

72 bytes from 192.168.9.1: seq=0 ttl=64 time=0.000 ms
72 bytes from 192.168.9.1: seq=1 ttl=64 tim 000 ms
72 bytes from 192.168.9.1: seq=2 ttl=64 time=0.000 ms
72 bytes from 192.168.9.1: seq=3 ttI=64 time=0.000 ms

@ Diagnostics -

Info Center
--- 192.168.9.1 ping statistics ---

Network Tools 4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 0.000/0.000/0.000 ms

Fault Collection

Cable Diagnostics

«Collapse

1.3 Add a Static Blackhole Route

Packets are routed over a blackhole route to a null interface. The null interface is a virtual interface which cannot be

configured with an IP address. Therefore, the packets routed to this interface will be discarded.

Click Add. In the displayed dialog box, you can set a Static Blackhole Route.
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* Dest IP Address

* Subnet Mask

Outbound Interface

* Next Hop

Cancel

Specify the destination IP address and a subnet mask, select Null from the Outbound Interface dropdown list.

* Dest IP Address 192.168.1.0
*Subnet Mask | 255.255.255.0

Outbound Interface | Null

Cancel

Click OK. The message "Operation succeeded." is displayed, and the static route list is updated.
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Ruijie | 7Rcycc ‘ test123 1 Auto > NBS5200 @

&)

VLAN

o

L]

Monitor

&

Ports ¥

& 12 Multicast

@ L3 Interfaces

©

Security B

£ Advanced ¥

@ Diagnostics

=& System

Configuration

English v Ruijie Cloud &&Download App & Wizard [SLlog O

@ Operation succeeded.

L3 Interfaces DHCP Clients Static IP Addresses DHCP Option Static Routing ARP List

Static Routing
When a packet arrives, the device checks the destination field and compares it with routing table. If it finds a match for destination network then it will forward that packet from the specified @

interface.
| Static Route List Q + Add Tl Delete Selected
Upto 500 static routes can be added.
Dest IP Address Subnet Mask Outbound Interface Next Hop Reachable Action
192.168.6.0 255.255.255.0 VLAN7 192.168.7.1 Yes Edit Delete
0.0.0.0 0.0.0.0 VLAN1 192.168.110.1 Yes Edit Delete
192.168.1.0 255.255.255.0 Null No @ Edit Delete

Total 3 Gotopage 1

o o

Ping test:

Ruijie | FRcycc

test123 1 Auto > NBS5200 O English ~ A Ruijie Cloud  §Download App & Wizard [3log O

& Monitor

& Ports

) L2 Multicast

& L3 Interfaces

© Security

£ Advanced

@ Diagnostics
Info Center
Network Tools
Fault Collection
Cable Diagnostics
System Logs

Alerts

«Collapse

o Network Tools @

Tool @ Ping Traceroute DNS Lookup
* P Address/Domain 192.168.1.0
* Ping Count =~ 4
* Packet Size 64 Bytes

_ s

Ping failed. Please check the network.

4.3.4.6 ARP List

The ARP List module displays all static and dynamic ARP entries.
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Ruijie | FRcycc | test123 1 Auto > NBS5200 @ English ~ A Ruijie Cloud B Download App & Wizard [Glog O

L3 Interfaces DHCP Clients Static IP Addresses DHCP Option Static Routing ARP List

¥ VIAN
ARP List Q + Add [ Delete Selected
Menitor
Upto 2000 IP-MAC bindings can be added.
& Ports
No. Interface MAC P Type Reachable Action

3 12 Multicast

1 VLAN7 30:0d:9e:9a:07:e8 192.168.7.1 Dynamic Yes & Bind
@ L3 Interfaces

2 VLANT 30:0d:9e:e7:¢9:15 192.168.110.1 Dynamic Yes @ Bind
© Security
Advanced Total 2 10/page n Gotopage 1

@ Diagnostics

 System

« Collapse

Click Add, you can add a static ARP entry.

*IP 192.168.110.84

*MAC | CO0:B8:E6:9A:43:0D

Cancel

Click OK. The message "Operation succeeded." is displayed, and the ARP list is updated.
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Ruijie | Rcycc ‘ test123_1_Auto > NBS5200 @

@ Add operation succeedled.

English ~

Configuration

ORuijie Cloud ZEDownload App £ Wizard [Slog C

& Home
L3 Interfaces DHCP Clients Static IP Addresses DHCP Option
£% VLAN
| ARP List
Monitor ¥
Upto 2000 IP-MAC bindings can be added.
<& Ports &
No. Interface MAC
& 12 Multicast
1 VLAN1 c0:b8:e6:9a:43:0d
@ L3 Interfaces
2 VLAN7 30:0ck:9e:9a:07:e8
© Security ¥
3 VLANT 30:0d:9e:e7:€9:15
&3 Advanced ¥

v Total 3 10/page -

@\ Diagnostics Gotopage 1

= System

Collanse

Static Routing

P

192.168.110.84

192.168.7.1

192.168.110.1

ARP List

Type

Static

Dynamic

Dynamic

Q + Add T Delete Selected
Reachable Action
Yes Edit Delete
Yes @ Bind
Yes & Bind

Click Bind, you can bind a dynamic ARP entry to a static ARP entry.

Ruijie | FReycc ‘ test123_1_Auto > NBS5200 O

L3 Interfaces DHCP Clients Static IP Addresses DHCP Option
%% VLAN
| ARP List
Monitor %
Upto 2000 IP-MAC bindings can be added.
& Ports %
No. Interface MAC
O 12 Multicast
1 VLANT c0:b8:e6:92:43:0d
@ L3 Interfaces
2 VLAN7 30:0d:9e:9a:07:e8
© Security i
3 VLANT 30:0d:9e:e7:€9:15
5 Advanced ¥
@ Diagnostics % Total 3 10/page - Gotopage 1
= System N
« Collapse

Static Routing

P

192.168.110.84

192.168.7.1

192.168.110.1

ARP List

English v

Type

Static

Dynamic

Dynamic

O Ruijie Cloud  §§ Download App £ Wizard [3Log (|

Q -+ Add I Delete Selected
Reachable Action
Yes Edit Delete
Yes
Yes @ Bind

The message "Operation succeeded." is displayed, and the ARP list is updated.
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Ruijie | FRcycc ‘ test123 1 Auto > NBS5200 O English v A Ruijie Cloud &EDownload App & Wizard [3log (

@ Add operation succeeded.

&% Home
L3 Interfaces DHCP Clients Static IP Addresses DHCP Option Static Routing ARP List
22 VIAN
| ARP List Q + Add [i Delete Selected
Monitor ¥
Up to 2000 IP-MAC bindings can be added.
& Ports
No. Interface MAC 1P Type Reachable Action
O L2 Multicast
1 VLANT c0:b8:e6:9a:43:0d 192.168.110.84 Static Yes Edit Delete
® L3 Interfaces
2 VLAN7 30:0d:9e:9a:07:e8 192.168.7.1 Static Yes Edit Delete
© Security ¥
3 VLANT1 30:0d:9e:e7:€9:15 192.168.110.1 Dynamic Yes & Bind
£ Advanced
@ Diagnostics 4 Total 3 10/page - Gotopage 1
= System -
«Collapse

4.3.5 Security

The Security module includes DHCP Snooping, Storm Control, ACL, Port Protection, IP-MAC Binding, IP Source
Guard and Anti-ARP Spoofing.

4.3.5.1 DHCP Snooping

The DHCP Snooping module allows snooping the DHCP packets exchanged between clients and servers to record and
monitor IP addresses of users. It also allows filtering invalid DHCP packets, including request packets from clients and
response packets from servers. User data based on DHCP Snooping serves security applications such as IP Source
Guard.

Bogus DHCP Server

~—= DHCP Snooping enable

Trusted

T T L LI LI

" Switch DHCP Server

@rssssnssnnnnnnnnnnnnnnn s*

DHCP Client

======sp DHCP Packets from DHCP Server
= == p DHCP Packets from Bogus DHCP Server
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Port Isolation enable

Gateway

======:p Data can be forwarded
== == p [Data cannot be forwarded

Ruijie test123 1 Auto > NBS5200 @

English v O Ruijie Cloud  #Download App @ Wizard [31og Oyl

DHCP Snooping
VEAN @) Doscription: Enabiing DHCP Snooping helps filter DHCP packets. The device only forwards DHCP request packets to the trusted port and DHCP response packets from the trusted port
Note: The port connectad o the DHCP server is configured as tha trustad port genaraly
Monits
DHCP Snooping
& Ports
€3 L2 Multicast

€ L3Interfaces
@ Security
DHCP Snooping
Storm Contral
ACL
Port Protection
IP-MAC Binding
1P Source Guard
Anti-ARP Spoofing

15 Advanced

@ Diagnostics

& System

Click the DHCP Snooping toggle to enable or disable DHCP snooping.

265



Reyee Cookbook Configuration

Ruijie | iRcycc ‘ test123 1 Auto > NBS5200 @ English v ORuijie Cloud B¥Download App @ Wizard [FLog O
&% Home
DHCP Snooping
22 VIAN o Description: Enabling DHCP Snooping helps filter DHCP packets. The device only forwards DHCP request packets to the trusted port and DHCP response packets from the trusted port.
Note: The port connected to the DHCP server is configured as the trusted port generally.
& Monitor
DHCP snooping: @D
& Ports
Option 82:
O L2 Multicast
Select Trusted Port:
© L3 Interfaces ol Available Unavailable b Agoregate il Upiink Copper Fiber

© Security

DHCP Snooping

Storm Control 2 6 8 10 12 14 16 18 20 22
ACL Note: You can click and drag to select one or more ports Select All Inverse Deselect
Port Protection
Save
1P-MAC Binding

1P Source Guard
Anti-ARP Spoofing

£ Advanced

@ Diagnostics

& System

After DHCP snooping is enabled, set trusted ports, and click Save.

DHCP Snooping
@ Description: Enabling DHCP Snooping helps filter DHCP packets. The device only forwards DHCP request packets to the trusted port and DHCP response packets from the trusted port.
Note: The port connected to the DHCP server is configured as the trusted port generally:

DHCP Snooping: (@D
Option 82

Select Trusted Port:

ol Ausitable Unavailable i Aggregate il Uplink Copper Fiber

1 3 5 7 9 11 13 15 17 19 21 23 17

Il Il el 5 0 el el e

mEEEE mm OYwYy EEER
2 4 & 8 10 12 14 16 18 20 22 24 18 20 22 24 25 26 27 28
Note: You can click and drag te select one or more ports. Select All Inverse Deselect

Save

Enabling DHCP Snooping helps filter DHCP packets. The device only forwards DHCP request packets to the trusted
port and DHCP response packets from the trusted port.

The port connected to the DHCP server is configured as the trusted port generally.

4.3.5.2 Storm Control

When there are excessive broadcast, multicast or unknown unicast data flows in the LANs, the network speed
decreases and packet transmission timeout greatly increases. This is called LAN storm, which may be caused by

topology protocol execution errors or incorrect network configuration.

Users can perform storm control separately for the broadcast, multicast, and unknown unicast data flows. When the
rate of broadcast, multicast, or unknown unicast packets received by the device port exceeds the specified rate, the
number of packets allowed per second, or the number of kilobits allowed per second, the device transmits packets only
at the specified rate, the number of packets allowed per second, or the number of kilobits allowed per second, and
discards packets beyond the rate range, until the packet rate becomes normal, thereby avoiding flooded data from

entering the LAN and causing a storm.

266



Reyee Cookbook Configuration

R’uujfrc BRCycc | test123 1 Auto > NBS5200 & English « & d sad App & Wizard 3L

& Home
Port List & Batch Edit [ Delete Selected
7 VIAN

- Port Broadcast Unknown Multicast Unknown Unicast Action
% Monitor

No Data
& Ports

& L2 Multicast TotalD | 10/page - Gotopage 1
@ L3 Interfaces
@ Security

DHCP Snooping

Storm Control

ACL

Port Protection

1P-MAC Binding

1P Source Guard

Anti-ARP Spoofing

£ Advanced

@ Diagnostics

= System

Batch adding ports/Adding a single port

Click Batch Edit. In the displayed dialog box, select ports, enter the broadcast, unknown multicast, and unknown

unicast rate limits, and click OK.

Batch Edit

Config Type: © By Packet Count By Traffic Volume
Brosdcast: 1000 pps Range: 1-1488085
Unknown Multicast: 1000 pps Range: 1-1488095
Unknown Unicast: pps Range: 1-1488005

* Select Port;

o
CEE

10 12 14 16 18 20

Note: You can click and drag to select ane or more ports. Select All Inverse Deselect

Broadcast: the package consisting of Fbased on MAC address.
Unknown multicast: Unconventional multicast
Unknown unicast: The unicast packetof its source MAC not being in MAC address table.

A message "Operation succeeded." is displayed, and the port list is updated.
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Ruijie | BRCYCC | test123 1 Auto > NBS5200 @

Configuration

English

joud BEDownload App @ Wizard [3Llog Out

© Edit operation succeeded.

# Home
Port List
£ VIAN
& Monitor
& Ports
€ L2 Multicast
Total 2 Gotopage 1

@ L3Interfaces 10/page

© Security
DHCP Snooping
Storm Control
AcL
Port Protection
1P-MAC Binding
1P Source Guard
Anti-ARP Spoofing

&5 Advanced

@ Diagnostics

% System

Broadcast

Gil 1000pps

Gi2 1000pps

& Batch Edit [ Delete Selected
Unknown Multicast Unknown Unicast Action
1000pps 1000pps Edit Delete
1000pps 1000pps Edit Delete

Click Edit in the Action column of Port List. In the displayed dialog box, enter the broadcast, unknown unicast, and

unknown multicast rate limits, and click OK.

Port:Gi1

Config Type: @ By Packet Count

Broadcast:

Unknown Multicast:

Unknown Unicast:

2000

2000

By Traffic Volume

pps Range: 1-1488095

pps Range: 1-1488095

pps Range: 1-1483095

A message "Operation succeeded." is displayed, and the port list is updated.
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English £ Wizard [Slog Ou

ORuijie Cloud M Downlcad App

Ruifie  BRcycC | test123 1 Auto > NBS5200 @

© Edit operation succeeded.

& Home
Port List & Batch Edit 1 Delete Selected

£F VLAN
. Port Broadcast Unknown Multicast Unknown Unicast Action
B Monitor

Gi1 2000pps 2000pps 2000pps Edit Delets
@ Ports

Gi2 1000pps 1000pps 1000pps Edit Delete
2 L2 Multicast
& L3 Interfaces Total 2 10/page n Gotopage 1

@ Security
DHCP Snooping
Storm Control
ACL
Port Protection
1P-MAC Binding
1P Source Guard
Anti-ARP Spoofing

£ Advanced

@ Diagnostics

= System

You must set the Rx speed or the Tx speed, when the broadcast, unknown unicast, and unknown multicast rate limits

are empty, the port rate is not limited.

Batch Edit

Config Type: @ By Packet Count By Traffic Volume

Broadeast:

Unlknown Multicast:

Unknown Unicast:

pps Range: 1-1488095

pps Range: 1-1488095

Pps Range: 1-14B8095

* Select Port:

Unavailable

13 15 17 19 21 23
T LR T LS
T L LY.L

2 4 6 MBN10 12 14 16 18 20 22 24

Inverse Deselect

Note: You can click and drag 1o select one or more ports Select Al

Cancel

A message "Edit operation succeeded." is displayed, and the port list is updated.

Ruch #Rcycc ‘ test123 1 Auto > NBS5200 @ English v ORuijie Cloud ownload App € Wizard [3log Out
@ Edit operation succeeded.
&% Home
| Port List & Batch Edit [l Delete Selected
£ VIAN
Port Broadcast Unknown Multicast Unknown Unicast Action
] Monitor ~
Gi7 No Limit No Limit No Limit Edit Delete
& Ports %
Gig No Limit No Limit No Limit Edit Delete
O L2 Multicast
@ L3 Interfaces Total2 | 10/page - Gotopage 1

Batch deleting ports/Deleting a single port for storm control
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Select multiple entries in Port List and click Delete Selected.

7Ruijie | BRCycC | test123.1 Auto ) NBS5200 @ English ~ @ Ruijie Cloud B Download App @ Wizard [FLeog Ou
& Home

| port st
£F VLAN

] Port Broadcast Unknown Multicast Unknown Unicast Action
& Monitor

= Git 2000pps 2000pps 2000pps Edit Delete
@ Ports

= G2 1000pps. 1000pps 1000pps Edit Delete
© L2 Multicast

Gi3 1000kbps 1000kbps 1000kbps Edit Delete

@ L3interfaces

© security Towl3 | 10/page Gotopsge 1
DHCP $nooping
Storm Control
act
Port Protection
IP-MAC Binding
1P Source Guard

Anti-ARP Speofing

&

®

Advanced

Diagnostics

= System

In the displayed confirmation box, click OK.

@ Ave you sure you want to delete the entry?

hsisi -

A message "Delete operation succeeded." is displayed, and the port list is updated.

Ruijie | FRCycc | test123 1 Auto > NBS5200 @
Delete operation succeeded

& Home

Port List ¢ Batch Edit

VLAN

Port Broadcast Unknown Multicast Unknown Unicast Action

Monitor
Gi3 1000kbps 1000kbps 1000kbps Edit Delete
@ Ports

2 L2 Multicast ot | 10/page [ 1] Gotopage| 1

@ L3 Interfaces
@ Security

DHCP Snaoping

Storm Control

Click Delete in the Action column.
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Ru.ch BRCcycc | testi231 Auto > NBS5200 @ English ORuijie Cloud $Download App & Wizard [3log O
& Home
Port List & Batch Edit [ Delete Selected

£ VLAN

Part Broadeast Unknown Multicast Unknown Unicast Action
& Monitor

Gi3 1000Kbps 1000kbps 1000kbps Edit
@ Ports
© 12 Multicast Total1 | 10/pige ﬂ Gotopage| 1
€ L3Interfaces

In the displayed confirmation box, click OK.

@ Are you sure you want to delete the entry?

A message "Delete operation succeeded." is displayed, and the port list is updated.

‘ test123 1 Auto > NBS5200 @ English v O Ruijie Cloud ownload App & Wizard [FLlog Out
© Delete operation succeeded.
| Port List & Batch Edit [ Delete Selected
Port Broadcast Unknown Multicast Unknown Unicast Action
No Data
Total0 | 10/page - Gotopage 1

4.3.5.3ACL

An access control list (ACL) is also referred to as firewall or packet filter in some documents. The ACL controls (permits

or discards) data packets on a network device interface by defining ACEs.

The ACL module includes ACL List (two types: Based on MAC and Based on IP) and ACL Binding.

271



Reyee Cookbook Configuration

English ORuijie Cloud Download App & Wizard [3Llog O

Ruijie  BRcycc | test123 1 Auto > NBS5200 @

& Home
ACLUst  ACL Binding

ACL + Add i Delete Sefected
& Monitor
Upto 512 entries can be added.
@ Ports
ACL Name ACL Type Status Action
O L2 Multicast

No Data

@ L3Interfaces
© Security Tetal0 | i0/page n Gotopage 1
DHCP $nooping
Storm Control
ACL
Port Protection
IP-MAC Binding
1P Source Guard
Anti-ARP Spoofing

5 Advanced
@ Diagnostics

 System

1.1 Base on MAC

Adding an ACL
Click Add. In the displayed dialog box, select the ACL type, enter the ACL name, and click OK.

*ACL Name: 10

ACLType: @ Based on MAC Based on IP Address

cenee

ACL List ACL Binding

ACL + Add [i] Delete Selected
Upto 512 entries can be added.
ACL Name ACL Type Status Action
10 Based on MAC Inactive Details Edit Delete

Total 1 10/page n Gotopage 1
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Editing ACEs
Click Details in the Action

column.

ACL List ACL Binding
| ACL + Add Tl Delete Selected
Upto 512 entries can be added.

ACL Name ACL Type Status Action

10 Based on MAC Inactive Edit Delete

Total 1 | 10/page - Gotopage| 1

In the displayed side pane, query, add, edit, or delete ACEs.

[10]Settings

ACL Name: 10
ACL: Block @ Allow
IP Protocol Number: @ All
SreMAC: @ Al

Dest MAC: @ All

Existing ACL: (You can click and drag the ACL number to swap the ACL)

Control
No. Rule Action
Type

No Data Available

ACL: Block or Allow

IP Protocol Number: Protocol number in the frame header
Src MAC: Source MAC address

Dest MAC: Destination MAC address
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Configuration

[10]Settings

ACL Name:

IP Protocal Number:

Src MAC:

Dest MAC:

10
Block  © Allow

Al

600 (0x600 - OXFFFF)

All

(msw.acladdr mask2)

All

(msw.acl.addr_mask2)

Reset

Existing ACL: (¥ou can clck and drag the
Control
No. Rule Action
Type
No Data Available
Enter the source MAC address/mask and click Save.
(10]Settings
ACLName: 10
ACL: @ Block Allow
1P Protocol Number: B All
SrcMAC: Al
30:0DEETESNS ! FRFEFFFEFFFF
(msw.acladdr_mask2)
Dest MAC: All
70:85:CAO0E7:95 | FRFEFFERFFFF
Reset
Existing ACL: (vou - rert A
Control
No. Rule Action
Type
No Data Available
[10]Settings
© Add operation succeeded,
ACL Name: 10
ACL: Block @ Aliow
IP Protocol Number: B All
SrcMAC: [ All
DestMAC: H Al
Save Reset
Existing ACL: (You can click and drag the ACL rumber to swap the ACL
Control
No. Rule Action
Type
[Sre MAC] 30:0D:0E:E7:E9:15/FF:FF-FRFRFR:FF Edit
1 [Dest MAC] 70:85:C4:00:E7:05/FFFFIFFFFFRFF Block
Delete

[IP Protacol Number] All

Subnet mask: supports FF:FF:FF:FF:FF:FF, FF:FF:FF:FF:FF:00, FF:FF:FF:FF:00:00, FF:FF:FF:00:00:00.
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FFindicates exact match while 00 indicates random

For example:

Src MAC: All
30:0D:9E:ET7:EQ:15 /| FF:FF:FF:FF:FF:00

{msw.acl.addr_mask2)

Indicate 30:0D:9E:E7:E9:xx is being matched --xx could be any letters

Binding to interfaces

Configuration

ORuijie Cloud wnioad App  § Wizard [Flog O

Ruijie | BRCycC | test1231 Auto > NBS5200 @ English
& Home
ACLUst  ACL Binding
£ VAN I
ACL Binding
& Monftor The device only llters incoming packets.
& Ports | Act Binding
L2 Multicast Port MAC-based ACL 1P-based ACL
@ L3Interfaces Git
© Security Gi2
DHCP Snooping
Gi3
Storm Contral
Gid
ACL
Post Prousctici Gis Member port of Ag1
IP-MAC Binding Gig
IP Source Guard &
Anti-ARP Spoofing
Gi8
£ Advanced
Gi9 Member part of Ag1
@ Diagnostics
Gio
= System
Total30 | 10/page n z 3 Gotopsge 1

4 Batch Add

Action

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

B Unbind Selected

Click Batch Add. In the displayed dialog box, select the target MAC-based ACL and ports, and click OK.

MAC-based ACL: 10

IP-based ACL: No Data

* Select Port:

il Avibie il Unavailable H Aggregate [l Uplink 1l Copper [l Fiber

=3 5 7 9 1 13 15 17 19 21 23 17 19 21 23

2 4 6 8 10 12 14 16 18 20 22 24 18 20 22 24 25 26

Note: You can click and drag to select one or more ports. Select All Inverse Deselect

Cancel “

The message "Operation succeeded" is displayed, and the ACL Binding list is updated.
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|
Ruifie | FRcycc | test123 1 Auto > NBS5200 @

English ~ O Ruijie Cloud #Download App & Wizard [Flog O

© Operation succeeded.

& Home
ACLList  ACL Binding
£ VLAN
o ACL Bindin
& Monitor The d snly filtérs inco
@ Ports | ACL Binding + Baich Add [® Unbind Selected
O L2 Multicast Port MAC-based ACL 1P-based ACL Action
© L3 Interfaces ait 10 = Edit Unbind
© Security Giz 10 S Edit Unbind
DHCP Snooping
Gi3 - Edit
Storm Control
Gid - Edit
ACL
Gis port of Ag1

Port Protection

1P-MAC Binding Gi6 - - Edit
P Source Guard - 5
i - -
Anti-ARP Spoofing
Gis = = Edit
5 Advanced
Gi9 Member port of Ag1
@ Diagnestics
Gid = = Edit
E System
Total 30 | 10/page 2 3 Gotopage| 1

In the ACL list page, the status of ACL will show as Active.

ACL List ACL Binding

ACL + Add [l Delete Selected
Upto §12 entries can be added
ACL Name ACL Type Status Action

10 Based on MAC Active Details

Total 1 | 10/page - Gotopage| 1

1.2 Base on IP Address
Adding an ACL

Click Add. In the displayed dialog box, select the ACL type, enter the ACL name, and click OK.
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* ACL Name: 100

ACLType:  BasedonMAC @ Based on IP Address

Cancel

ACL List ACL Binding

ACL |+ Add 1l Delete Selected

Upto 512 entries can be added.

ACL Name ACL Type Status Action
10 Based on MAC Active Details
100 Based on IP Address Inactive Details Edit Delete
Total2 | 10/page Gotopage| 1

Editing ACEs

Click Details in the Action column.

ACL List ACL Binding

ACL + Add [l Delete Selected

Upto 512 entries can be added.

ACL Name ACL Type Status Action
10 Based on MAC Active Details
100 Based on IP Address Inactive [Details] Edit Delete

Total2 | 10/page - Gotopage 1

In the displayed side, you can pane, query, add, edit, or delete ACEs.
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[100]Settings

ACL Name: 100
ACL Block © Allow
IP Protocol Number: All
1 (0-255) @
Src IP Address: Al
/
{msw.acladdr mask2)
Dest IP Address:  [J All
/

(msw.acladdr mask2)

Rt

Existing ACL: (vou can click and drag the ACL number to swap th

Control

No. Rule Action
Type
No Data Available
[100]Settings
ACL Name: 100
ACL: Block © Allow
IP Protocol Number Al
1 (0-255) @
Src IP Address: Al
192.168.10.100 / 2552552550
(msw.acl.addr_ mask2)
Dest IP Address Al
192.168.20.100 / 2552552550

(mswacl.addr mask2)

Existing ACL: (You can click and drag the ACL number to swap the ACL)

No. Rule Control Action
Type

No Data Available

278



Reyee Cookbook

Configuration

[100]Settings

@ Add operation succeeded.

ACL:

1P Pratocol Number:

Src 1P Address:

Dest IP Address:

ACL Name: 100

Block © Allow
a Al

Ll

| Al

Reset

Existing ACL: (1o can cick b 1o swap the Al
Control
No. Rule Action
Type
[Src 1P Address] 192.168.10.100/255.255.255.0 Edit
1 [DestIP Address] 192.168.20.100/255.255.255.0 Allow
[1P Protocol Number] ICMP(1) Delete
Binding to interfaces
ACL List ACL Binding
ACL Binding
The device only filters incoming packets
I ACL Binding + Batch Add & Unbind Selected
Port MAC-based ACL IP-based ACL Action
Gil 10 Edit Unbind
Gi2 10 Edit Unbind
Gi3 Edit
Gla ~ Edit
Gi5 Member port of Ag1
Gib = - Edit
Gi7 - - Edit
Gig - Edit
Gi9 Member port of Ag1
Gi10 Edit

Total 30 10/page - 2 3 Gotopage 1

Click Batch Add. In the displayed dialog box, select the target MAC-based ACL and ports, and click OK.
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MAC-based ACL: No Data
IP-based ACL: 100

* Select Port:

il Avaiable i Unavailable r;‘"gﬁ Aggregate | Upiink Wl Copper

18 20 22 24

Note: You can click and drag to select one or more ports. Select All Inverse Deselect

The message "Operation succeeded." is displayed, and the ACL Binding list is updated.

Ruijie BRcycc | testi2 uto > NBS5200 @

Operation succeeded.

4 Home
ACLLst  ACL Binding
25 VLAN —
ACL Binding
& Monitor The device only fi
& Ports | ACL Binding + Batch Add [ Unbind Selected
© L2 Multicast Port MAC-based ACL IP-basad ACL Action
@ L3 Interfaces Gl 10 = Edit Unbind
@ seculty Gla 10 - Edit Unbind
DHCP Snooping
Gi3 - 100 Edit Unbind
Storm Control
Gi4 - 100 Edit Unbind
ACL
Fock Protisdtinn Gis Member port of Ag1
1P-MAC Binding Gi6 - - Edit
1P Source Guard - N B can
Anti-ARP Spoofing
) - - Edit
5 Advanced
Gio Member port of Ag1
@ Diagnostics
Gio - - Edit
F System
Total30  10/page n z 3 Gotopage 1

In the ACL list page, the status of ACL will show as Active.

ACL List ACL Binding

ACL + Add 1 Delete Selected

Upto 512 entries can be added.

ACL Name ACL Type Status Action
10 Based on MAC Active Details
100 Based on IP Address Active Details
Total2 | 10/page - Gotopage 1

1.3 Editing an ACL
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ACL List ACL Binding

ACL + Add Tl Delete Selected

Upto 512 entries can be added.

ACL Name ACL Type Status Action
10 Based on MAC Active Details E
100 Based on IP Address Active Details
200 Based on IP Address Inactive Details Edit Delete
Total3 | 10/page - Gotopage 1

Click Edit in the Action column. In the displayed dialog box, edit the ACL name and click OK.

*ACLName: | 300

ACL Type:

Cancel

A message "Edit operation succeeded." is displayed, and the ACL list is updated.

© Edit operation succeeded.

& Home
ACL List ACL Binding

£F VLAN
ACL + Add 5 Delete Selected
& Monitor
Upto 512 entries can be added.
& Ports
ACL Name ACL Type Status Action

© 12 Multicast

10 Based on MAC Active Details
© L3 Interfaces

100 Based on IP Address Active Details
© Security

DHCP Shooping 300 Based on IP Address Inactive Details  Edit Delete

Storm Control
T B come

ACL

The ACL which has been bound to interface cannot be edited. You need to remove the bind before editing.

ACL List ACL Binding

ACL + Add [ Delete Selected

Upto 512 entries can be added.

ACL Name ACLType Status Action
10 Based on MAC Active Details [Edii]
100 Based on IP Address Active Details
300 Based on IP Address Inactive Details Edit Delete
Total 3 | 10/page n Gotopage 1

1.4 Batching deleting ACLs/Deleting a single ACL
Select ACLs in the ACL list, and click Delete Selected.
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ACL List ACL Binding
ACL + Add
Upto 512 entries can be added.

a ACL Name ACL Type Status Action
10 Based on MAC Active Details D

400 Based on MAC Inactive Details Edit Delete
100 Based on IP Address Active Details D

E 300 Based on IP Address Inactive Details Edit Delete

Total4 | 10/page - Gotopage| 1

Click OK in the confirmation box.

@ Are you sure you want to delete the entry?

A message "Delete operation succeeded." is displayed, and the ACL list is updated.

Ruijiec QCVC test123 1 Auto > NBS5200 O Englis|
a% Home
ACL List ACL Binding
2 VAN
ACL + Add
& Monitor
Upto 512 entries can be added.
& Ports
ACL Name ACL Type Status Action
O L2 Multicast
10 Based on MAC Active Details
& L3 Interfaces
100 Based on IP Address Active Details
@ Security
DHCP Snooping Totl2  10/page B T
Storm Control
ACL
Alternatively, click Delete in the Action column.
ACLList  ACLBinding
ACL + Add 1l Delete Selected
Upto 512 entries can be added.
ACL Name ACL Type Status Action
10 Based on MAC Active Detals C
500 Based on MAC Inactive Details  Edit
100 Based on IP Address Active Details Edit Delete
Total3 | 10/page - Gotopage 1

282



Reyee Cookbook Configuration

In the displayed confirmation box, click OK.

© e you sure you want to delete the entry?

A message "Delete operation succeeded." is displayed, and the ACL list is updated.

i?u,j’fe BRCycC | test123 1 Auto > NBS5200 @ English

@ Delete operation succeeded.

£ Home
ACL List ACL Binding
£ VIAN —

ACL + Add [ Delete Selected
2 Menitor

Upto 512 entries can be added.
@ Ports

ACL Name ACL Type Status Action
O L2 Multicast

10 Based on MAC Active Details.
S L3 Interfaces

100 Based on IP Address Active Details
@ Security
DHCP Snooping Total2 | 10/page Gotopage 1

Storm Control

ACL

The ACL which has been bound to interface cannot be edited. You need to remove the bind before editing.

ACL List ACL Binding

ACL

| +Add [ Delete Selected |
Upto 512 entries can be added.
ACL Name ACL Type Status Action
10 Based on MAC Active Details Edit [Delete |
100 Based on IP Address Active Details &
Total2 | 10/page B Gotopage 1

1.5 Batch unbinding ACLs/Unbinding a single ACL
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ACL List ACL Binding

ACL Binding

The device only filters incoming packets,

| ACL Binding + Batch Add I Unbind Selected
Port MAC-based ACL IP-basad ACL Action
Git 10 - Edit Unbind
Gi2 10 = Edit Unbind
Gi3 - 100 Edit Unbind
Gid = 100 Edit Unbind
Gi5 ber port of Ag1
Gi6 = = Edit
Gi7 - — Edit
Gig = = Edit
Gig Member port of Ag1
Gi10 - = Edit

Total 30 10/page n 2| B Gotopage 1|

Select multiple entries in ACL Binding, and click Unbind Selected.

ACL List ACL Binding

ACL Binding
The device only filters incoming packets.

| Act Binding + Batch Add
a Port MAC-based ACL IP-based ACL Action
= Git 10 - Edit Unbind
@ Giz 10 - Edit Unbind
Gi3 - 100 Edit Unbind
Gid - 100 Edit Unbind
Gis Member port of Agl.
Gi6 - — Edit
Gi7 - = Edit
Gig - = Edit
Gi9 Member port of Agl.
Gilo - = Edit
Total 30 | 10/page n 2 3 > Gotopage 1

Click OK in the confirmation box.
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@ Are you sure you want to delete the entry?

o

A message "Unbind operation succeeded." is displayed, and the ACL Binding list is updated.

BRCyCC | test123 1 Auto > NBS5200 @
Unbind operation succeeded.

ACLLst  ACL Binding
VLAN
ACL Binding
B Monitor The davice enly filters incoming packets
@ Ports I ACL Binding | Batch Add
© L2 Multicast Port MAC-based ACL IP-based ACL Action
© L3Interfaces Git = = Edit
B Secually 62 = = Edit
DHCP Snooping
Gi3 - 100 Edit Unbind
Storm Control
Gl - 100 Edit Unbind
ACL
R Gis Member port of Agl
1P-MAC Binding Gib - - Edit
1P Source Guard 67 . . Edit
ANti-ARP Spoofing
Gig - - Edit
% Advanced
Gi9 Member port of Agl
@ Diagnostics
Gilo = = Edit
= System
Total 30 10/page - 2 3 Gotopage 1

Alternatively, click Unbind in the Action column.
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ACL List ACL Binding

ACL Binding

The device only filters incoming packets.

| ACL Binding + Batch Add [ Unbind Selected
Port MAC-based ACL IP-based ACL Action
Git . - Edit
Gi2 - - Edit
Gi3 - 100 Edit
Gi4 - 100 Edit  Unbind
Gis Member port of Ag1
Gi6 - - Edit
Gi7 - - Edit
Gig - - Edit
Gi9 Member port of Ag1
Gilo - - Edit

Total 30 10/page n 2 3 > Gotopage 1

In the displayed confirmation box, click OK.

@ Are you sure you want to delete the entry?

feneel “

A message "Unbind operation succeeded.” is displayed, and the ACL Binding list is updated.
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BRcycc | test123

Unbind operation succeed

ACLUst  ACL Binding
VLAN
ACL Binding
& Moniior The device anly
& Ports | ACL Binding + Batch Add il Unbind Selected
O L2 Multicast Port MAC-based ACL IP-based ACL Action
B L3interfaces Gl R Edit
© Security Gi2 x Edit
DHCP Snooping
Gi3 Edit
Storm Control
Gid - 100 Edit  Unbind
ACL
Port Protection ol
1P-MAC Binding Gi6 Edit
1P Source Guard @ _
Anti-ARP Spoafing
Gig - Edit
= Advanced
Gig Ag
@ Diagnostics
Gi0 - Edit
System
Total30  10/page B0: : Gotwpage 1

4.3.5.4 Port Protection

Users on different ports are isolated at layer 2 when port protection is enabled.

Ruijie | ERcycc | S Wiad B
& Home
Port Protection
£F VLAN The pratected parts are isolated from each other.
= Monitor | Port List & Batch Eait
@ Ports Port Action
O L2 Multicast 0
Gi2
© Security
Gi3
DHCP Snooping
Gi4
Storm Control
Gis
ACL
Gi6
Port Protection
Gi7
1P-MAC Binding
Gi8
1P Source Guard
Gi9
Anti-ARP Spoofing
Gio
# Advanced
Total 28 10/page |: : Go'to page
@ Diagnostics
¥ System

Click Batch Edit. In the displayed dialog box, enable or disable port protection and select ports.
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Batch Edit

Port Protection: @D

* Select Port:

il Avilable i Unavailable ,f‘é Aggregate [l Uplink |l Copper [l Fiber

i 2 B 7 9 1 13 15 17 19 21 23

8 10 12 14 16 18 20 22 24 25 26 27 28

Note: You can click and drag to select one or more ports.  Select All Inverse Deselect

The message "Operation succeeded." is displayed, and the port list is updated.

cyce st123

Operation succeeded.
Port Protection
25 VAN The protected ports are isolated from each other.
B Menitor l Port List & Batch Edit
@ Ports Port Action
€ L2 Multicast it @
Giz
© Security
Gi3
DHCP Snooping
Gia
Storm Control
ois o©
ACL
Gi6
Port Protection
Gi7
1P-MAC Binding
Gia
1P Source Guard
Gi9
Anti-ARP Spoofing
Gilo
B Advanced
Total28 | 10/page n 2| & Gotopage 1
@ Diagnostics

Alternatively, click the toggle button in the Action column. In the displayed confirmation box, click OK.

Are you sure you want to Enable port protection
on port Gi2?

Cancel
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The message "Operation succeeded." is displayed, and the port list is updated.

Ruijie | IRcycc | test123 > NBS3100 0

®o . i English ~ O Ruijie Cloud Download App § Wizard [Flog Ou
peration succeaded.

Port Protection
. O i i
& Monitor | Port List ¢ Batch Edit
@ Ports Port Action
O L2 Multicast Git o)
Gi2 .
© Security
Gi3
DHCP Snooping
Gl
Storm Control
6is @
ACL
Gi6
Port Protection
[
IP-MAC Binding
Gia
IP Source Guard
[}
Anti-ARP Spoofing
6o
5 Advanced
Towl28 | 10/page [+ N Gotopsge. 1
@ Diagnostics

4.3.5.5 IP-MAC Binding

IP-MAC Binding checks both the source IP addresses and MAC addresses of IP packets, and packets not matching any
entry in the address binding list will be filtered.

IP-MAC Binding takes effect prior to ACL, but it has the same privilege with IP Source Guard. The packets matching
either configuration will be allowed to pass through.

Ruijie | iRcycc ‘ test123 > NBS3100 © English v ORuijie Cloud B Download App & Wizard [3Log Ou

&% Home
1P-MAC Binding

22 VIAN o Description: IP-MAC Binding checks both the source IP addresses and MAC addresses of IP packets, and packets not matching any entry in the address binding list will be filtered.
Note: IP-MAC Binding takes effect prior to ACL, but it has the same privilege with IP Source Guard. The packet matching either configuration will be allowed to pass through.

& Monitor
| IP-MAC Binding Search by IP Address Q Search @ Add [ Delete Selected

@ Ports
Up to 500 entries can be added.

O L2 Multicast
P MAC Port Action

© Security
No Data
DHCP Snooping
Storm Control Total 0 10/page - Go to page 1
AcL
Port Protection
1P-MAC Binding
1P Source Guard

Anti-ARP Spoofing

& Advanced
@ Diagnostics

= System

Click Add, select ports and configure parameters, and click OK.
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P 192.168.10.6
MAC | 00:01:6C:06:A6:29

* Select Port:

il cveizsie 8 Unavailable

Aggregate il Uplink [l copper il

i 3 5 7 9 1 13 15 17 19 21 23

2 4 6 8 10 12 14 16 18 20 22 24 25 26 27 28

Note: You can click and drag to sefect one or more ports.  Select All Inverse Deselect

Cancel

The message "Operation succeeded." is displayed, and the IP-MAC Binding list is updated.

Ruijie | FRcycc ‘ test123 > NBES3100 @

Configuration

Download App @ Wizard [3Log Out,

Upto 500 entries can be added.

@ L2 Multicast
P MAC Port

© Security
192.168.106

S a

00:01:6C:06:A6:29 Gi
DHCP Snooping

Go te

Storm Control otopage| 1

AcL

Port Protection

IP-MAC Binding

English v O Ruijie Cloud
© Operation succeeded.
&% Home
1P-MAC Binding
25 VAN o Description: IP-MAC Binding checks both the source IP addresses and MAC addresses of IP packets, and packets not matching any entry in the address binding list will be filtered.
® Note: IP-MAC Binding takes effect prior to ACL, but it has the same privilege with IP Source Guard. The packet matching either configuration will be allowed to pass through.
Monitor
| 1p-MaC Binding Search by IP Address @ search
& Ports

& Add [ Delete Selected

Action

Edit Delete

Alternatively, click Edit in the Action column, configure parameters, and click OK.

P 192.168.10.100
MAC | 00:01:6C:06:A6:29

* Select Port:

ol rveiabe

B copper |

B Unavailable Aggregate [ Uplink  Fiber

Az 5 7 9 11 1315 17 19 21 23
o e ol ol ol o ol ol
PYYPYY FEEFEYE EEER

2 4 6 8 10 12 14 16 18 20 22 24 25 26 27 28

Note: You can click and drag to select one or more ports.  Select All Inverse Deselect

Cancel

The message "Operation succeeded." is displayed, and the IP-MAC Binding list is updated.
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Ruijie | BRcycc ‘ test123 > NBS3100 @

O i - English v ORuijie Cloud B¥Download App @ Wizard [3Log Out|
peration succeeded.

IP-MAC Binding

= VAN o Description: IP-MAC Binding checks both the source IP addresses and MAC addresses of IP packets, and packets not matching any entry in the address binding list will be filtered.
® Note: IP-MAC Binding takes effect prior to ACL, but it has the same privilege with IP Source Guard. The packet matching either configuration will be allowed to pass through.
B Monitor
| IP-MAC Binding Search by IP Address Q Search @ Add [l Delete Selected

& Ports
Upto 500 entries can be added.

O L2 Multicast

i MAC Port Action
© Security
192.168.10.100 00:01:6C:06:A6:29 Git i it
DHCP Snooping
Storm Control Total1 ' 10/page - Gotopage 1

ACL

Port Protection

IP-MAC Binding

Select a search type (Search by IP Address, Search by MAC, or Search by Port) from the dropdown list, enter the
term to be searched for, and click Search.

Search by IP Address

IP-MAC Binding
o Deseription: IP-MAC Binding checks both the source IP addresses and MAC addresses of IP packets, and packets not matching any entry in the address binding list will be filterad.
Note: IP-MAC Binding takes effect prior to ACL, but it has the same privilege with IP Source Guard. The packet matching either configuration will be allowed to pass through.
| IP-MAC Binding Search by IP Address 192.168.10.200 £ Add 1 Delete Selected
Upto 500 entries can be added
P MAC Port Action
192.168.10.200 30:0d:9e:60:ef:73 Gi2 Edit Delete
Total 1 | 10/page . Gotopage 1
IP-MAC Binding
o Description: IP-MAC Binding checks both the source IP addresses and MAC addresses of IP packets, and packets not matching any entry in the address binding list will be filtered.
Note: IP-MAC Binding takes effect prior to ACL, but it has the same privilege with IP Source Guard, The packet matching either canfiguration will be allowed to pass through.
| IP-MAC Binding Search by MAC 00:01:6C.06:A6:29 & Add [l Delete Selected
Upto 500 entries can be added.
P MAC Port Action
192.168.10.100 00:01:6C.06:A6:29 Gil Edit Delete
Total 1 10/page Gotopage 1
IP-MAC Binding
o Description: IP-MAC Binding checks both the source IP addresses and MAC addresses of IP packets, and packets not matching any entry in the address binding list will be filtered.
Note: IP-MAC Binding takes effect prior to ACL, but it has the same privilege with IP Source Guard. The packet matching either configuration will be allowed to pass through.
| IP-MAC Binding Search by Port Giz & Add [l Delete Selected
Upto 500 entries can be added.
P MAC Port Action
192.168.10.200 30:0d:9e:60:ef:73 Gi2 Edit Delete
Total 1 | 10/page n Gotopage 1
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4.3.5.6 IP Source Guard

Enable IP Source Guard to check the IP fields or both IP and MAC fields of packets from the untrusted ports. Packets
not matching any entry in the address binding list will be filtered. It can prevent IP spoofing attacks when a host tries to

spoof and use the IP address of another host.

1.1 Basic Settings

IP Source Guard should be enabled together with DHCP Snooping. Otherwise, IP packet forwarding may be affected.

Ruijie | BRcycc ‘ test123 > NBS3100 @ English v ORuijie Cloud E#Download App & Wizard [3Log O
&% Home
BasicSettings  Excluded VLAN  Binding List
£F VAN
Basic Settings
& Monitor " Description: Enable IP Source Guard to check the IP fields or both IP and MAC fields of packets from untrusted ports. Packets not matching any entry in the address binding list will be filtered. It can prevent IP spoofing attacks when a host tries to spoof
and use the IP address of another host.
Note: IP Source Guard should be enabled together with DHCP Snooping. Otherwise, IP packet forwarding may be affected.
& Ports
| Port List 4 Batch Edit
O L2 Multicast
@ Security Port Enable Rule Action
DHCP Snooping Gil Disabled P Edit
Storm Control Gi2 Disabled P Edit
ACL
Gi3 Disabled P Edit
Port Protection
Gid Disabled P Edit
1P-MAC Binding
1P Source Guard Gis Disabled P Edit
Anti-ARP Spoofin
pose Gis Disabled P Edit
£ Advanced
Gi7 Disabled P Edit
@ Diagnostics
Gig Disabled P Edit
E System
Gi9 Disabled P Edit
Gil0 Disabled P Edit

Click Batch Edit, select ports, and configure parameters, and click OK.

Enable Enabled

* Select Port:

- Available [l Unavailable ; Aggregate [l Upiink [l Copper [l Ficer

. 5 7 9 1N 13 15 17 19 21 23

2 4 6 8 10 12 14 16 18 20 22 24 25 26 27 28

Note: You can click and drag to select one or more ports.  Select All Inverse Deselect

The message "Operation succeeded." is displayed, and the port list is updated.
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test123 > NBS3100 @ English Wizard [3Log ¢
Operation succeeded
& Home
Basic Settings  Excluded VLAN  Binding List
£% VLAN PE—
Basic Settings
Monitor v Description: Enable IP Source Guard to check the IP fields or both IP and MAC fields of packets from untrusted ports, Packets not matching any entry in the address binding list will be filtered. It can prevent IP spoofing attacks when a host tries to spoof
and use the IP address of another host.
Note: IP Source Guard should be enabled together with DHCP Snooping. Otherwise, IP packet forwarding may be affected.
& Ports
| Port List @ Batch Edit
O L2 Multicast
© security R Port Enable Rule Action
DHCP Snooping Git Enabled P Edit
Storm Control Gi2 Disabled P Edit
AcL
Gi3 Enabled P Edit
Port Protection
Gid Disabled P Edit
1P-MAC Binding
1P Source Guard Gis Disabled 3 Edit
Anti-ARP Spoofin
PERG Gi6 Disabled P Edit
&5 Advanced
Gi7 Disabled P Edit
@ Diagnostics
Gi8 Disabled P Edit
= System
Gi9 Disabled P Edit
Gi1o Disabled P Edit
EUTER Total28 | 10inene M > 2 . oo o

Alternatively, click Edit in the Action column, configure parameters, and click OK.

Enable Enabled

The message "Operation succeeded." is displayed, and the port list is updated.
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Ruijie | iRcycc NBS3100 @
Operation succeeded.
&% Home
Basic Settings Excluded VLAN Binding List
£5 VLAN e——
Basic Settings
B Monitor o o Description: Enable IP Source Guard to check the IP fields or both IP and MAC fields of packets from untrusted ports. Packets not matching any entry in the address binding list will be filtered. It can prevent IP spoofing attacks when a host tries to spoof
and use the IP address of another host.
Note: IP Source Guard should be enabled together with DHCP Snooping. Otherwise, IP packet forwarding may be affected.
& Ports o
| Port List & Batch Edit
O 12 Multicast
© Security ~ Port Enable Rule Action
DHCP Snooping Git Enabled P Edit
Storm Control Gi2 Enabled P Edit
ACL
Gi3 Enabled P Edit
Port Protection
Gi4 Disabled P Edit
IP-MAC Binding
1P Source Guard Gis Disabled P Edit
Anti-ARP Spoofin
3 4 Gi6 Disabled P Edit
3 Advanced
Gi7 Disabled P Edit
@ Diagnostics
Gig Disabled P Edit
& System
Gi9 Disabled P Edit
Gi10 Disabled P Edit

1.2 Excluded VLAN

Packets within this VLAN are allowed to pass the port without checking or filtering.

Excluded VLAN can be specified only after IP Source Guard is enabled on the port.

Ruijie  BRCYCC | test123 > NBS3100 English

&% Home

Basic Settings  Excluded VLAN  Binding List
£F VIAN —

Excluded VLAN

& Monitor @ Description: Packets within this VLAN are aliowed to pass the port without checking or fitering.
N Note: Excluded VLAN can be specified enly after 1P Source Guard is enabled on a pert.
& Ports

| VLAN List + Add @ Delete Selected
O 12 Multicast

Upto 64 entries can be added.
© Security
VLAN ID Port Action

DHCP Snooping

Storm Control

AcL Total 0 10/page [+ ] Gotopage 1
Port Protection

IP-MAC Binding

IP Source Guard

Anti-ARP Spoafing

B Advanced

@ Diagnostics

= System

«Collapse

Click Add, select ports and configure parameters, and click OK.

294



Reyee Cookbook Configuration

* Select Port:

il Avaitable gl Unavailable Aggregate [l Uplink [l Copper [l Fiber

13 15 17 19 21 23

14 16 18 20 22 24 25 26 27 28

Note: You can click and drag to select one or more ports.  Select All Inverse Deselect

The message "Operation succeeded." is displayed, and the VLAN list is updated.

Ruijie | FRcycc | test123 > NBS3100 @ English
Operation succeeded.
& Home
Basic Settings  Excluded VLAN  Binding List
£ VIAN
Excluded VLAN
Monitor » @ escription: Packets within this VLAN are allowed to pass the port without checking o filtering.
Note: Excluded VLAN can be specified only after IP Source Guard is enabled on a port.
& Ports

| VLAN List + Add [l Delete Selected

O L2 Multicast
Up to 64 entries can be added.

© Security
VLAN ID Port Action
DHCP Snooping
6 Gil-3 Edit Delete
Storm Control
AcL Total1 | 10/page B Gotopage 1

Port Protection

IP-MAC Binding

1P Source Guard

Anti-ARP Spoofing

Alternatively, click Edit in the Action column, configure parameters, and click OK.

*VLANID

* Select Port:

il Aviasie iy Unavailable i i upinc gl copper [l Fiber

4 16 18 20 22 24 25 26 27 28

Note: You can click and drag to select one or more ports.  Select All Inverse Deselect

The message "Operation succeeded." is displayed, and the VLAN list is updated.
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Ruijie | BRcycc | test123 > NBS3100 @

Operation succeede

& Home
Basic Settings Excluded VLAN Binding List
£ VLAN ——
Excluded VLAN
& Monitor @ Description: Packets within this VLAN are aliowed to pass the port without checking o filteing.
Note: Excluded VLAN can be specified only after IP Source Guard is enabled on a port.
& Ports
| VLAN List + Add [ Delete Selected
O L2 Multicast
Up'to 64 entries can be added.
© Security A
VLAN ID Port Action
DHCP Snaoping
6 Git Edit Delete

Storm Control

ACL Total1 | 10/page . Gotopage 1
Port Protection

1P-MAC Binding

IP Source Guard

Anti-ARP Spoofing

1.3 Binding List

The entries come from dynamic learning of DHCP Snooping.

,—au,ﬁ& #Rcycc | test123 > NBS3100 @ English ~  QRuijie Cloud $Download App & Wizard [FLog Oy

& Home
Basic Settings Excluded VLAN Binding List

&7 VLAN —

Binding List

B Monttor Deseription: The entries come from dynamic leaming of DHCP Snooping.

4 Ports | Binding List Search by IP Address G Search < Refresh

© L2 Multicast Upto 1280 entries can be added.

Q Security P MAC Port VLAN ID Status Rule

DHCP Snooping No Data

Storm Control
Total0  10/page n Gotopage 1
ACL
Port Protection
1P-MAC Binding
1P Source Guard
Anti-ARP Spoofing

£ Advanced

@, Diagnostics

= System

«Collapse

—

Select a search type (Search by IP Address, Search by MAC, Search by VLAN or Search by Port) from the

dropdown list, enter the term to be searched for, and click Search.

Basic Settings Excluded VLAN Binding List

Binding List
Description: The entries come from dynamic learning of DHCP Snooping.

| Binding List Search by IP-Address Q Search 2 Refresh

Upto 1280 entries can be added, Search by IP Address

Search by MAC
P MAC Port Search by VLAN Status Rule

— Search by Port

Total 0 | 10/page n Gotopage| 1
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4.3.5.7 Anti-ARP Spoofing
Anti-ARP spoofing prevents hosts from spoofing the source IP address of the ARP packets to be the IP address of the

gateway.

Anti-ARP Spoofing is generally configured on a downlink port.

App @ Wizard [3log O

FRuijie | BRCycC | test123 1 Auto > NBS5200 @ English ~ O Ruijie Cloud

% Home
Anti-ARP Spoofing
AN @ Deseription: Anti-ARP Spoofing prevents hasts from spoofing the source IP address of the ARP packets 10 be the IP address of the gateway,
= Nete: Anti-ARP Spoofing is generally configured on a downlink port.
& Monitor
| Anti-ARP Spoofing & Add i Delete Selected
@ Ports
Upto 256 entries can be added.
& L2 Multicast
P Port Action

@ L3 Interfaces

© security
DHCP Snooping Total0 | 10/psge - Gotopage 1
Storm Control
ACL
Port Protection
1P-MAC Binding
1P Source Guard
Anti-ARP Spoofing
5 Advanced

@ Diagnostics

% System

“Collapse

Click Add, select ports and configure parameters, and click OK.

*1p 192.168.8.10

* Select Port:

il Aveiable il Unavailable P Aggregate [l Uplink Copper [l Fiber

@

1315 17 19 21 23 17 19 21 23
mm DYy yE mMN

14 16 18 20 22 24 18 20 22 24 25 26

Note: You can click and drag to select one or more ports. Select All Inverse Deselect

The message "Operation succeeded." is displayed, and the Anti-ARP Spoofing list is updated.
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Ruijie  ERcycc uto > NBS5200
peration succeeded.
&% Home
Anti-ARP Spoofing
9 VIAN @ Description: anti-ARP Spoofing prevents hosts from spoofing the source IP address of the ARP packets to ba the IP address of the gateway.
) Nota: Anti-ARP Spoofing is generally configured on a downlink port.
B Monitor
I Anti-ARP Spoofing & Add [ Delete Selected
& Ports

Upto 256 entries can be added.

& 12 Multicast

P Port Action
& L3 Interfaces
192168810 Gi1,6i3 Edit Delete
© Security
Total 1 10/page n Gotopage 1
DHCP Snooping

Storm Control
ACL

Port Protection
IP-MAC Binding
IP Source Guard

Anti-ARP Spoofing

Alternatively, click Edit in the Action column, configure parameters, and click OK.

P 192.168.8.10

* Select Port:

il Avilable Unavailable = Aggregate il Uplink Copper Fiber

15 47 49 21 23 17 19 21 23

16 18 20 22 24 18 20 22 24 25 26

Note: You can click and drag to select one or mere ports. Select All Inverse Deselect

Canedl “

The message "Operation succeeded." is displayed, and the Anti-ARP Spoofing list is updated.

Ruijie | BRCYCC | test123 1 Auto > NBS5200 @ English » O Ruijie Cloud Yowr pp @Wizad [FlogO
. © Operation succeeded.
& Home
Anti-ARP Spoofing

2 ViAN Description: Anti-ARP Spacfing prevents hosts from spoofing the source IP address of the ARP packes 1o be the IP address of the gateway.

) Note: Antl-ARP Spoofing Is generally configured an a downlink port.

% Monitor

| Anti-ARP Spoofing & Add @ Delete Selected

@ Ports

Upto 256 entries can be added

O L2 Multicast

P Port Action
B L3Interfaces
192.168.8.10 Git Edit Delete
© Security
Total T 10/page Gotopage 1

DHCP Snooping
Storm Control
ACL

Port Protection
1P-MAC Binding

1P Source Guard

Anti-ARP Spoofing

4.3.6 Advanced

The Advanced module includes STP, LLDP, RLDP, Local DNS and Voice VLAN.

298



Reyee Cookbook

4.3.6.1 STP

Configuration

The Spanning Tree Protocol (STP) is a layer-2 management protocol that eliminates layer-2 loops by selectively

blocking redundant links in the network. It also provides the link backup function.

test123 1 Auto > NBS5200 O

Ruwijie | RRcycc

&» Home
STP Settings
% VLAN
o Nete: Enabling STP or changlng the STP made wil initiate a new session. Please do not refresh the page.
& Monitor
STP:
& Ports
) L2 Multicast

© L3 Interfaces
© security
& Advanced
sTP
LLDP
RLDP
Local DNS

Voice VLAN
@ Diagnostics

F System

English v O Rui

loud §fDownload App € Wizard [Flog Oy

1.1 STP Settings
Enable STP, set global STP parameters, and click Save.

Ruijie FRcycc | test123 1 Auto > NBS5200 O

STP Settings

VLAN
@ Mote: Enabling TP o changing the STP mode will nitiate a new session. Please do not refresh the page
& Monitor
v @D
& Ports
- Priority: 32768
@ L2 Multicast
@ L3 Interfaces *MaxAge: | 20 seconds

30 seconds @

© Security * Recovery Time:

£ Advanced
TP
LLDP
RLDP
Local DNS
Voice VLAN

@ Diagnostics

& System

Hello Time:

* Forward Delay

STP Mode

RSTP

English

seconds.

seconds

ORuijie Cloud #Download App & Wizard [Flog

The message "Operation succeeded." is displayed which means

successfully, and then, the page of STP management will appear..
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Ruijie | BRcycc | test123 1 Auto > NBS5200 @ English © O Ruijie Cloud pwhload App & Wizard [3log O
© Operation succeeded.
&% Home
STP Settings TP Management
4% VLAN
ﬂ Nete: Enabling STP or changing the STP mode will initiate a new session. Please do not refresh the page.
& Monitor
s @D
& Ports
. *Priority: | 32768 Hello Time: | 2 seconds
L2 Multicast

© L3 Interfaces *MaxAge: 20 seconds * Forward Delay: | 15 seconds
© Security *Recovery Time: | 30 seconds @ STP Mode: | RSTP

& Advanced

STP

Lo

RLDP

Local DNS
Vioice VLAN

@ Diagnostics

3 System

&Collzpse

Enabling STP or changing the STP mode will initiate a new session. Please do not refresh the page.

1.2 STP Management

Ruijie | FRcycc ‘ test123 1 Auto > NBS5200 @ English v ORuijie Cloud  §#Download App € Wizard [3Log Cl

& fona STP Settings ~ STP Management

o ViRR STP Port Settings

- Tip: Itis recommended to enable the port connected to a PC with Port Fast.

&3 Monitor

| Port List 3 Refresh ¢ Batch Edit
& Ports
Link Status
O 12 Multicast Port Role Status Priority BPDU Guard Port Fast Action
Config Status Actual Status
13 Interf

B Btzctaces Gl Member port of Ag2.

© Security Gi12 Member port of Ag2.

& Advanced . Gi13 disable disable 128 Auto Shared Disable Disable Edit
STP Gil4 disable disable 128 Auto Shared Disable Disable Edit
LLDP

Gils disable disable 128 Auto Shared Disable Disable Edit
RLDP
Gil6 disable disable 128 Auto Shared Disable Disable Edit
Local DNS
Voice VLAN Gi7 disable disable 128 Auto Shared Disable Disable Edit
@ Diagnostics Gi18 t designated forwarding 128 Auto Point-to-Point Disable Disable Edit
= system Gi19 disable disable 128 Auto Shared Disable Disable Edit
Gi20 designated forwarding 128 Auto Point-to-Point Disable Disable Edit
Total 30 | 10/page < n 3 > Gotopage 2

Click Batch Edit, select ports, and configure parameters.
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Batch Edit

rortfast: (@D

8roU Guard: (D)

Link Status:  Auto
“Priority: | 128

Select Port

1 3 5 7 9 1 i 15 17 19 2 23
el el e
I LEY LEEECR 1 I

2 4 65 8 10 12 (1416 18 20 22 24 18 20 22 24

Note: You can click and drag to select one or more ports. Select All Inverse Deselect

The message "Operation succeeded." is displayed, and the port list is updated.

test123 1 _Auto > NBS5200 0@ English v QRuijie Cloud
Operation succeeded.

& Hoie STP Settings ~ STP Management

2 VIAN STP Port Settings

= Tip: It s recommended to enable the port connected to a PC with Port Fast.

Monitor

| Port List 2 Refresh £ Batch Edit
& Ports
Link Status
O 12 Multicast Port Role Status Priority BPDU Guard Port Fast Action
Config Status Actual Status
L3 Interf;

B 13 Juteerues Gil1 Member port of Ag2.

© Security Gi12 Member port of Ag2.

& Advanced N Gi13 disable disable 128 Auto Shared Enable Enable Edit
STP Gil4 disable disable 128 Auto Shared Enable Enable Edit
LLDP

Gils disable disable 128 Auto Shared Disable Disable Edit
RLDP
Gil6 disable disable 128 Auto Shared Disable Disable Edit
Local DNS
Voice VLAN Gi17 disable disable 128 Auto Shared Disable Disable Edit
@. Diagnostics . Gi18 ¢ designated forwarding 128 Auto Point-to-Point Disable Disable Edit
= System : Gi19 disable disable 128 Auto Shared Disable Disable Edit
Gi20 designated forwarding 128 Auto Point-to-Point Disable Disable Edit
Total30 | 10/page < 1 s > cowpae 2
«Collapse

Alternatively, click Edit in the Action column, configure parameters, and click OK.
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Port:Gi15

Port Fast:

(o]
8P0U Guard: (D)

Link Status:  Auto

*Priority: | 128

The message "Operation succeeded." is displayed, and the port list is updated.

Ruijie | BRCYcC | test123 1 Auto > NBS5200 @ ownload App € Wizard [FLog O
Operation succeeded.
& Home STP Settings  STP Management
SRR STP Port Settings
- Tip: It s recommended to enable the port connected to a PC with Port Fast.
Monitor ¥
| Port List T Refresh & Batch Edit
& Ports v
Link Status
O 12 Multicast Port Role Status Priority BPDU Guard Port Fast Action
Config Status Actual Status
L3 Interf.
© Lmeitaces Git1 Member port of Ag2.
© Security e Gi12 Member port of Ag2.
£ Advanced ~ Gil3 disable disable 128 Auto Shared Enable Enable Edit
STP Gil4 disable disable 128 Auto Shared Enable Enable Edit
LLDP
Gils disable disable 128 Auto Shared Enable Enable Edit
RLDP
Gil6 disable disable 128 Auto Shared Disable Disable Edit
Local DNS
Voice VLAN Gi17 disable disable 128 Auto Shared Disable Disable Edit
@ Diagnostics ¥ Gil8 + designated forwarding 128 Auto Point-to-Point Disable Disable Edit
System ; Gil9 disable disable 128 Auto Shared Disable Disable Edit
Gi20 designated forwarding 128 Auto Point-to-Point Disable Disable Edit
Total 30 | 10/page <« 1 2 > covmse 2
«Collapse

It is recommended to enable Port Fast on the port connected to a PC.

When there is a loop occur, the port having a loop will be blocked, which could be seen in the STP Management page.

302



Reyee Cookbook Configuration

Port List © Refresh & Batch Edit
Link Status
Port Role Status Priority BPDU Guard Port Fast Action
Config Status Actual Status

Gill Member port of Ag2.

Gil2 Member port of Ag2.

Gil3 disable disable 128 Auto Shared Enable Enable Edit
Gil4 disable disable 128 Auto Shared Enable Enable Edit
Gil5 disable disable 128 Auto Shared Enable Enable Edit
Gil6 disable disable 128 Auto Shared Disable Disable Edit
Gil7 disable disable 128 Auto Shared Disable Disable Edit
Gil8 designated blocking 128 Auto Point-to-Point Disable Disable Edit
Gi19 disable disable 128 Auto Shared Disable Disable Edit
Gi20 designated blocking 128 Auto Point-to-Point Disable Disable Edit

4.3.6.2 LLDP

The Link Layer Discovery Protocol (LLDP) is defined by IEEE 802.1AB. LLDP can discover devices and detect topology
changes. With LLDP, the eWeb management system can learn the topological connection status, such as ports of the
device that are connected to other devices, port rates at both ends of a link, and duplex mode matching status. An

administrator can locate and troubleshoot faults quickly based on the preceding information.

1.1 LLDP Settings

Ruiie BRcycc ‘ test123 1 Auto > NBES5200 @ English ~ O Ruijie Cloud FDownload App & Wizard [3Log Out

& Home
LLDP Settings
5 VIAN
LLDP:
& Monitor

& Ports
7 12 Multicast
@ L3 Intertaces
@ Security
8 Advanced
ste
LLDP
RLDP

Local DNS

Voice VLAN
@ Diagnestics

+ System

Enable LLDP, configure related parameters, and click Save.
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test123 1 Auto

Ruijie  tRcycc

English

Configuration

ORui MDowniozd App

7 12 Multicast

£ L3Interfaces * Fast Count:

@ Security

& Advanced

LLDP
RLDP
Local DNS

Voice VLAN

@ Diagnostics

System

& Home
LLDP Settings  LLDP Management
£ VLAN ——
Lor: @D
& Monitor
* Hold Multiplier: | 4
* Transmit Intervak: | 30

LLDP Info

seconds

* Reinitialization Delay: | 2

* Forward Delay: | 2

seconds

seconds

When LLDP is enabled,

1.2 LLDP Management

the pages of LLDP Management and LLDP Info will be displayed.

& Home
LLDP Settings  LLDP Management  LLDP Info
7 VIAN e
| Port List & Batch Edit
& Monitor
Port Send LLDPDU Receive LLDPDU LLDP-MED Action
& Ports
&it Enable Enable Enable Edit
2 L2 Multicast
o Gi2 Enable Enable Enable Edit
© L3 Interfaces
© Security Gi3 Enable Enable Enable Edit
B el Gid Enable Enable Enable Edit
STP 6is Enable Enable Enable Edit
Loe . .
[ Enable Enable Enable Edit
RLDP
Gi7 Enable Enable Enable Edit
Local DNS
Voice VLAN Gis Enable Enable Enable Edit
@ Diagnostics Gi9 Enable Enable Enable Edit
& System Gil0 Enable Enable Enable Edit
Totsl28 | 10/page n: : Gomwpagal 1
“Collapse

Click Batch Edit, select ports, and configure parameters.
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Batch Edit

Send LLOFDU: @D

Receive LLDPDU:

LLDP-MED:

* Select Port:

20 «+ 6 8 10 12 14 16 18 20 22 2

Note: You can click and drag to ane or more ports. Select All Inverse Deselect

iz -

The message "Operation succeeded." is displayed, and the port list is updated.

,?u,l?; fRcycc ‘ test123 1 Auto > NBS5200 @ English v QRuijie Cloud ownload App €& Wizard [FLlog C
@ Operation succeeded.
&% Home
LLDP Settings ~ LLDP Management  LLDP Info
£7 VLAN =
| Port List & Batch Edit
£ Monitor
Port Send LLDPDU Receive LLDPDU LLDP-MED Action
& Ports
Gi1 Enable Disable Disable Edit
O L2 Multicast
Gi2 Enable Disable Disable Edit
@ 13 Interfaces
© secuity Gi3 Enable Enable Enable Edit
B s P Gid Enable Enable Enable Edit
sTP Gis Enable Enable Enable Edit
LLDP .
Gi6 Enable Enable Enable Edit
RLDP
Gi7 Enable Enable Enable Edit
Local DNS
Voice VLAN Gig Enable Enable Enable Edit
@ Diagnostics Gio Enable Enable Enable Edit
= System o Gi10 Enable Enable Enable Edit
Total 28 | 10/page n 2l BB > Gotopage 1

Alternatively, click Edit in the Action column, configure parameters, and click OK.
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Port:Gi3

send LLDPDU: (D)

Receive LLDPDU:

uoe-men: @D

Cancel

The message "Operation succeeded." is displayed, and the port list is updated.

cycc ‘ test123 1 Auto > NBS5200 © English v O Ruijie Cloud Download App
© Operation succeeded.
&% Home
LLDP Settings ~ LLDP Management  LLDP Info
& VIAN
| Port List 4 Batch Edit
Monitor
Port Send LLDPDU Receive LLDPDU LLDP-MED Action
& Ports
Git Enable Disable Disable Edit
O L2 Multicast
Gi2 Enable Disable Disable Edit
@ L3 Interfaces
© security Gi3 Enable Disable Enable Edit
& Advanced Gi4 Enable Enable Enable Edit
sTP Gis Enable Enable Enable Edit
LopP §
Gi6 Enable Enable Enable Edit
RLDP
Gi7 Enable Enable Enable Edit
Local DNS
Voice VLAN Gi8 Enable Enable Enable Edit
@ Diagnostics Gi9 Enable Enable Enable Edit
& System Gilo Enable Enable Enable Edit
Total 28 | 10/page n 2| |3 > Gotopage 1

1.3 LLDP Info

The LLDP Info page displays information about the current devices and neighbor information of each port. Click the
port name to display neighbor details of this port.
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English v ORuijie Cloud  #¥Download App @ Wizard [3Log Out

Ruijie | BRcycc ‘ test123 1 Auto > NBS5200 @

&% Home
LLDP Settings ~ LLDP Management  LLDP Info
£ VLAN
Device Info
&1 Monitor
Device ID Type: Mac Address Device ID: 54:16:51:76:EA:90
& Ports Hostname: NBS5200 Description: RG-NBS5200-24SFP/8GT4XS

Supported Feature: Bricige,RouterRepeater Enabled Feature: Bridge Router,Repeater

O L2 Multicast MGMT IP: 192.168.110.74

@ L3 Interfaces Neighbor Info

© security : . i . .
Port Device ID Type Device ID Port ID Type Port ID Neighbor System Time To Live(s)

£ Advanced . MAC address 68:F7:28:CC:10:61 MAC address 68:F7:28:CC:10:61 3399

Gilg
sTP MAC address C0:B8:E6:9A:42:0D Locally assigned Gi13

NBS3100 112
LLDP

RLDP

Local DNS

Voice VLAN

@ Diagnostics

= System

LLDP can be used to display the topological connection status, such as the numbers of switches, MED devices, and

NMS devices in the network topology.

LLDP can be used to detect errors, for example, display incorrect configuration information if two switches are directly

connected in the network topology.

4.3.6.3 RLDP
RLDP is used to detect downlink loops. You can select an action among warning, block and shutdown to prevent
forwarding loops on a layer-2 network.

English v ORulie Cloud MDownload App £ Wizard [3Log Out

RRuijie | ERCycC | test123 1 Auto > NBS5200 @

£ Home
RLDP Settings

£ VLAN
RLDP:
% Monitor
& Ports
€3 L2 Multicast
@ L3 Interfaces
© Security
& Advanced
STP
LLDP
RLDP
Local DNS

Voice VLAN

@ Diagnostics

= System

1.1 RLDP Settings
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English v QRuijie Cloud B Download App £ Wizard [ Log Out

Ruijie | ARCYCC | test123 1 Auto > NBS5200 @

# Home
RLDP Settings

£ VAN
RLDP
% Monitor

& Ports

D L2 Multicast

@ L3Interfaces

© Security

& Advanced

st

LLoP
RLDP
Local DNS

Voice VLAN

@ Diagnostics

 System

Enable RLDP, set global RLDP parameters, and click Save.

English ~ O Ruijie Cloud MDownload App £ Wizard [FLog Oy

ﬁ’uﬂj’ﬁ." ’-‘Rcycc test123 1 Auto > NBS5200 ©

RLDP Settings  RLDP Management  RLDP Info
VLAN =
ror: @D
& Monitor
“Hello Interval: 3 seconds Errdisable Recovery: (D)
& Ports
i * Erdisable Recovery | 30 seconds.
) 12 Multicast
Intervat:
@ L3 Interfaces
Save

© Security
& Advanced
TR
LLoP
RLDP
Local DNS
Voice VLAN

@ Diagnostics

F System

Errdisable Recovery: after the errdisable recovery interval, the port will be restored to its origional status.

When RLDP is enabled, the page of RLDP Management and RLDP Info will ne displayed

1.2 RLDP Management
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FRuijie | BRCycC | test123 1 Auto > NBS5200 © English « O Ruijie Cloud 3 Downicad A
&% Home
RLDP Settings  RLDP Management  RLDP Info
&5 VIAN %
Port List & Batch Edit
& Monitor
Port Loop Detection Action Action
& Ports
Gil Disable - Edit
& L2 Multicast
Gi2 Disable Edit
@ L3Interfaces
© Security Gi3 Disable Edit
‘1
& Advanced Gid Disable Ealit
P G5 Member port of Agl
LLDP Gi6 Disable Edit
RLDP 3
Gi7 Disable Edit
Local DNS
Gi8 Disable Edit
Voice VLAN
Gig Member port of Agl
@ Diagnostics
Gi10 Disable - Edit
. System
Total 30 | 10/page n z @ Gotwpage 1

Click Batch Edit, select ports, and configure parameters.

Batch Edit
Loop Detection: (@)
Action:  Block

* Select Port:

ol e

Bl 3 5 7 9 11 13 15 17 19 21 23

Ml i Bl O B
CEE T TR T

14 16 18 20 22 2 18 20 22 24

Note: You can dlick and drag to select one or more ports. Select All Inverse Deselect

Chicel “

Action
Block: Packets block
Warning: Only a warning, but packets will not be blocked.

Shutdown: Shut down the looping interface.

The message "Operation succeeded." is displayed, and the port list is updated.
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FRuijie | FRCycC | test123 1 Auto > NBES5200 @ English v () Ruijie Cloud  BID 5 @ Wizard [Flog Ou
© Operation succeeded
& Home
RLDP Settings  RLDP Management  RLDP Info
7 VIAN e —
Port List & Batch Edit
& Monitor
Port Loop Detection Action Action
@ Ports
Git Enable Block Eit
O 12 Multicast
G2 Enable Block Edit
B L3Interfaces
@ Securty Gia Disable Edit
ey Gi4 Disable - Edit
e 6is Member port of Ag!
LLoP Gi6 Disable - Edit
RLDP
Gi7 Disable Edit
Local DNS
Gig Disable Edit
Voice VLAN
Gig Mermber port of Ag1
@ Diagnostics
Gilo Disable Edit
= System
Totai 30 | 10/page 2 3 > Gotopage i

Alternatively, click Edit in the Action column, configure parameters, and click OK.

Port:Gi3

Loop Detection: (@D

Action: ‘ Shutdown

caneel “

The message "Operation succeeded." is displayed, and the port list is updated.
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FRuijie | BRcycc | test123 1 Auto

RLDP Settings RLDP Info
VLAN
Port List
& Monitor
Port
@ Ports
Gil
O L2 Multicast
= Giz
© L3Interfaces
© Security Gi3
& Advanced 4
sTP 5
LLDP Gi6
RLDP
Gi7
Local DNS
Gis
Voice VLAN
Gig
Diagnostics
Gio
= System

Operation succeeded.

Loop Detection

Enable

Enable

Enable

Disable

Disable

Disable

Disable

Disable

1

Configuration

& Batch Edit

Action Action
Block Edit
Black Edit

Shutdown Edit
Edit

Edit

Edit

Edit

Member port of Ag1

Edit

1.3 RLDP Info

The RLDP Info page displays information about the current devices and neighbor information of each port. Click the

port name to display neighbor details of this port.

FRuijie  fRCycC | test123 1 Auto > NBS5200 @

Wizard [3Log Out

& Home
RLDP Settings  RLDP Management  RLDP Info
£ VAN
Port List
& Monitor
Port
& Ports
Gil
© 12 Mutticast
Gi2
© L3 Interfaces £
@ Security Gia
5 Advanced Gis
Gi6
STP
Gi7
LLDP
Gig
RLDP
Gig
Local DNS
Gilo
Volce VLAN
@ Diagnostics Total 30 | 10/page - 2 |8 Go to page
E System

Status

oK

oK

oK

oK

oK

Reset

Action Neighbor Port

Block

Black

Shutdown

Member ¢

Click Reset to reset the errdisabled port.
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P Are you sure you want 10 reset the errdisabled
port?

oK

When the looping occurs, the RIDP Info will the display the wrong message.

RLDP Settings RLDP Management RLDP Info

Port List Reset

Port Status Action Neighbor Port
Gil1 Member port of Ag2.
Gil2 Member port of Ag2.
Gil3 oK - =
Gil4 OK - e
Gil5 OK = s
Gil6 OK = —
Gil7 oK - -
Gil8 Exception Warning Gi20
Gi19 oK
Gi20 Exception Warning Gi18

Total 30 10/page < 1 n 3 3 Gotopage 2

4.3.6.4 Local DNS

The Local DNS module allows you to set a DNS Server for this device.
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Ruijie  BRCycc | test123 1 Auto > NBS5200 @ English v ORuijie Cloud BiDownload App & Wizard [3Log Of

Local DNS server
¥ Manitor

@ Ports
2 L2 Multicast
@ L3 Interfaces
2) Security
& Advanced

TP

Lo

RLDP

Local DNS

Voice VLAN
@ Diagnostics

S System

Fill in a DNS Server address and click Save.

@ he tocal DNS serveris not required to be configured. By default, the device wil get the DNS server address from the uplink device.

Local DNS server 8844

Save

The local DNS server is not required to be configured. By default, the device will get the DNS server address from the

uplink device.

4.3.6.5 Voice VLAN
1.1 Overview

IP phones are widely used thanks to rapid development of technologies. The voice virtual local area network (VLAN) is

a VLAN dedicated to voice data streams of users.

The device with the Voice VLAN function matches the source MAC address field in the packets entering the port by the
MAC address. The source MAC address in the packets which matches the OUI address of systems settings will be
regarded as voice data streams. Such packet will be allocated to voice VLAN for transmission. Priority rules are

automatically delivered to improve the priority of Voice streams and ensure call quality.

The OUI is the first 24 bits of the MAC address. It is a globally unique identifier allocated by the Institute of Electrical and

Electronics Engineers (IEEE) to an equipment supplier. You can determine the supplier of a product based on the OUI.

1.2 Features
Automatic and Manual Modes of the Voice VLAN

Ports in the voice VLAN can work either in automatic or manual mode. The way that ports are added to the voice VLAN

varies according to the working mode.
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Automatic mode

The automatic mode is applicable to the scenario where the PC and IP phone are serially connected to the port and

transmit both voice and data streams.

When the port is configured as automatic mode, the switch and voice devices will communicte through LLDP. When the
switch received the LLDP packets from the voice device, the device will automatically add the input port of the voice
packet to the voice VLAN, and issue a policy to change the priority of the voice packet to the priority of the voice stream
in the voice VLAN configured on the device, and uses the aging mechanism to maintain ports in the voice VLAN. If the
system does not receive any voice packet from an input port before the aging timer expires, the system will delete this
port from the voice VLAN.

The automatic mode must be configured when IP phones support LLDP., such as the topology below:

IP Phone

After the automatic Voice VLAN mode is enabled on a port, the Voice VLAN is removed from the Permit VLAN of the
port until the port receives Voice data that belongs to the Voice VLAN (data tag=Voice VLAN). In automatic mode, the
Voice VLAN is automatically added to the Permit VLAN so that Voice data can pass through the Voice VLAN. At the
same time, a timer is started. If no Voice data is received within the aging time, the Voice VLAN is removed from the
Permit VLAN.

Manual Mode

The manual mode is applicable to the scenario where the IP phone is directly connected to a switch and the port
transmits only voice packets. In this networking mode, the port is dedicated to transmission of voice streams, which

prevents data streams from affecting transmission of voice streams.

In manual port, the administrator manually adds a port to or deletes a port from the voice VLAN. The device identifies
the source MAC address of the voice packet sent by the IP phone and compares this address with the OUI configured
on the device. If the source MAC address matches the OUI, the device issues a policy to change the priority of the voice

packet to the priority of the voice stream in the voice VLAN configured on the device,such as the topology below:

IP Phone

When the manual mode is enabled, If the voice streams from the IP Phone are untagged, the voice VLAN should equal
to the Native VLAN, If the voice streams from the IP Phone are tagged, the voice VLAN is unequal to the Natice VLAN.
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Configuration

The following table describes the relationship between the working mode of the voice VLAN, IP phone type, and port

type.

Working Mode of the
Voice VLAN

Voice Stream Type

Port Type

Supported Or Not

Automatic mode

Untagged voice stream

Access port

Not supported.

Trunk port

Not supported.

Tagged voice stream

Access Port

Not supported.

Trunk port

Supported. The native
VLAN connected to the port
must exist and cannot be a
voice VLAN. In addition, the
port allows

packets of the native VLAN
to pass through

Manual mode

Untagged voice stream

Access port

Supported. The voice
VLAN must one of the
VLANSs to which the
connected port is added.

Trunk port

Supported. The native
VLAN connected to the port
must be a voice VLAN, and
the port allows packets of
this VLAN to pass through.

Tagged voice stream

Access port

Not supported.

Trunk port

Supported. The native
VLAN connected to the port
must exist and cannot be a
voice VLAN. In addition, the
port allows

packets of the native VLAN
and the voice VLAN to pass
through.

Security Mode of the Voice VLAN

In order to better isolate voice streams from data streams during transmission, the voice VLAN provides the security

mode.

When the security mode is enabled, the voice VLAN only allows the transmission of voice streams. In this case, the

device checks the source MAC address of each packet. When the source MAC address of a packet is a voice VLAN

OUI that can be identified, the packet can be transmitted in the voice VLAN; otherwise, the packet is dropped.

When the security mode is disabled, the device does not check the source MAC address of each packet, and all

packets can be transmitted in the voice VLAN.

In security mode, the device checks the source MAC address of only the untagged packets or the packet containing the

voice VLAN tag. For other packets that do not contain the voice VLAN tag, the device forwards or drops these packets

according to the VLAN rules.
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You are advised not to transmit voice and data streams concurrently in a voice VLAN. If it is necessary to concurrent

transmission of voice and data streams, confirm that the security mode of the voice VLAN has been disabled.

LLDP function

If the IP phone supports THE LLDP protocol, users do not need to configure OUI. The device can capture the LLDP
protocol sent by the IP phone to identify the device capability fields in the protocol packets. The device whose function
is identified as “telephone” is the voice device. The source MAC addresses of protocol packets are extracted and

automatically added to the OUI list for automatic voice identification, as shown in below picture:

QUI List + Add T Delete Selected

Up to 32 entries can be added.

MAC Address OUI Mask Description Type Action

1¢€:17:D3:00:00:00 FRFRFR:00:00:00 LLDP Delete

Some advanced IP phones proactively send LLDP packets to obtain the Voice VLAN information configured on the
switch. If the Voice VLAN is enabled on the switch port connected to the IP phone, the Voice VLAN information is filled
in the related fields and sent to the IP phone. After receiving the LLDP packet with Voice VLAN information, the IP

phone sends Voice packets with tags.

1.3 Automatic Mode Configuration

Configuring the port as automatic, the voice date will pass through Voice VLAN, and the PC data will pass through the
default VLAN.

IP Phone Switch

If IP Phone is connected to the 3 ports of switch:

Step 1: Enter VLAN page by eWeb and Create VLAN 5 as Voice VLAN.
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‘VIANID: | 5 Range: 1-4094

Description: Vaice VLAN

Cancel

| VLAN List @ +BatchAdd | | + Add [ Delete Selected

Upto 4094 entries can be added.( The default VLAN, management VLAN, Native VLAN, SVI VLAN, MVR VLAN, Voice VLAN and Access VLAN cannot be deleted.)

VLANID < Description Port Action

1 VLANOOO1 Gi1-3,Gie-8,Gi10,Gi13-24,Te25-28 Edit

5 Voice VLAN Gi6,Gi18,Gi20 Edit Delete
7 VLAN0OOT Gi3,6i6,Gi18,Gi20 Edit

10 VLANOO10 Gi3-4,Gi6,Gi18,Gi20 Edit

100 Staff Gi3,Gi6,Gi18,Gi20 Edit

200 guset Gi3,Gi6,Gi18,Gi20 Edit Delete

Total 6 | 10/page - Gotopage 1
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Step 2: Configure port 3 as trunk mode in the Port List of VLAN

page.

| Port List °

Gi3

Gil0

Total 30 | 10/page

-

3

>

Port Mode

ACCESS

ACCESS

TRUNK

ACCESS

TRUNK

ACCESS

ACCESS

ACCESS

Go to page

1

Port.Gi3

Port Mode:

* Native VLAN:

Permitted VLAN:

Trunk Port

Access VLAN

318
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Native VLAN

Member port of Ag1.

1

Member port of Agl.

Permit VLAN

1-4,6-4094

1-4094

Configuration

Action

Edit

Edit

Edit

Edit

Edit

Edit

Edit

¢ Batch Edit
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Step 3: In Voice Vlan page, click Advanced->Voice VLAN->Global Settings to configure VLAN 5 as Voice VLAN

RUie | ARCYCC | test123 1 Auto > NBS52000

English ~  ORuijie Cloud  $Download App & Wizard  [3Lag Out

& Home
Global Settings oul Port Settings
£7 VLAN S
@ Giobal settings
1 Monitor
voice VLAN @D
& Ports
*VLAN | S{Voice VLAN)

© L2 Multicast
® L3 Inmteriaces “MaxAge | 1440 minute Range: 1-43200
© Security CoS Priority | 6

TP

LLDP

RLDP

Local DNS

Voice VLAN

@ Diagnostics

% System

Ruijie | BRcycc | tes123 1 Auto > NBS5200 0

English «  ORuijle Cloud MDownload App & Wizard [3Log Out

& Home
Global Settings ~ OUI  Port Settings
&7 VAN —
© Gobal Settings
&1 Monitor
wvoice vian (@D
& ports

*VLAN | S(Vaice VLAN)
& L2 Multicast

@ L3Interfaces “MaxAge | 1440 minute Range: 1-43200
@ Security CoS Priority | &

5 e

sTP

LLDP

RLDP

Local DNS
Voice VAN

@ Diagnostics

= System

Other parameters can be selected based on site requirements. Otherwise, default values will be used.
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Step 3: Click Advanced->Voice VLAN->Port Settings to enable the Voice VLAN of port 3.

enable @D

Voice VLAN Mode | Auto Mode

security Mode @D

Port List & Batch Edit

Port Enable Voice VLAN Mode Security Mode Action
Gil Disabled Auto Mode Enabled Edit
Gi2 Disabled Auto Mode Enabled Edit
Gi3 Enabled Auto Mode Enabled Edit
Gi4 Disabled Auto Mode Enabled Edit
Gi5 Member port of Ag1

Gi6 Disabled Auto Mode Enabled Edit
Gi7 Disabled Auto Mode Enabled Edit
Gig Disabled Auto Mode Enabled Edit
Gi9 Member port of Ag1

Gi1o Disabled Auto Mode Enabled Edit

Total 28 | 10/page n 2| Bai B> Gotopage 1

When security mode is enabled, Voice VLAN only allows passing through the voice date. If disable, all data could pass
through Voice VLAN.

The port can be set to the automatic mode only when the port VLAN is in the trunk mode. When the port is in the
automatic mode, the port will exit the voice VLAN first, and automatically join the voice VLAN until it receives voice data

again.

To ensure the normal operation of voice VLAN on port, please do not switch the port mode (trunk/access mode). To

switch the mode, please disable the voice VLAN first.

Voice VLAN does not support layer 3 ports and aggregation ports.
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Step 5: Click Advance->Voice VLAN->0OUI to add the OUI of voice devices.

* MAC Address  1C:17:D2:00:00:00

OUl Mask  FRFFFF00:00:00

Description

Global Settings Ul Port Settings

OUI List
(i} The enabled globally port will automatically add the corresponding OUI when receiving an LLDP packet that is identified as telephone.

| OUI List + Add Til Delete Selected

Upto 32 entries can be added.

MAC Address 0UI Mask Description Type Action
1C17:D02:00:00:00 FF:FF:FF:00:00:00 Setup Delete
Total1 | 10/page B Gotopage 1

If the IP phone supports LLDP, the device automatically adds the OUI of the IP phone to the OUI list after the Voice
VLAN function is enabled on the port. In this case, you can skip Step 5. If the port 3 does not have LLDP Neihbor Info,
the device does not support LLDP.
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Check the LLDP information of IP Phone by clicking Advance->LLDP->LLDP Info

[GI3]Meighbor Details

1C17D3416383:P1
Deavice ID Type: Mebwork addrass Device ID:  0.0.0.0
FortID Type: Locally assigned FortID: 1C1703416383:F1
Hostname: SEFP1C1703416383 PRIER: =
VAN ID: -- Time To Live ;178
RAGMT IP: --
Description: CiscoIF Phone 7911G,WE, term11.default
Supported Feature; BridgefTelephone Enabled Feature: Bridge, Telephone

1.4 Manual Mode Configuration

Set the port to manual mode and let Voice data pass through the Voice VLAN.

IP Phone Switch
For example: if the port 4 of switch connects to IP Phone,

Step 1: Enter VLAN page by eWeb, and create VLAN 50 as Voice VLAN.

SVLANID: | 50

Description: Voice VLAN
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| VLAN List ° + Batch Add + Add Tl Delete Selected

Upto 4094 entries can be added.( The default VLAN, management VLAN, Native VLAN, SVI VLAN, MVR VLAN, Voice VLAN and Access VLAN cannot be deleted.)

VLAN ID Description Port Action
1 VLANOOOT Gi1-3,6i6-8,6110,6113-24Te25-28 Edit
7 VLANO0O? Gi3,Gi6,Gi18,6120 Edit
10 VLANGO10 Gi3-4,G16,G118,6120 Edit
50 Voice VLAN Gi3,Gi6,GI18,6120 Edit Delete
100 Staff Gi3,Gi6,Gi18,Gi20 Edit
Total5 | 10/page B Gotopage 1

Step3: Configure port 4 as access mode and Access VLAN as VLAN 50 in the Port List of VLAN
page.

Port:Gi4

Port Mode: Access Port

* Access VLAN: 50

Soncel “
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| Port List ° @ Batch Edit

Port Port Mode Access VLAN Native VLAN Permit VLAN Action
Gil ACCESS 1 S = Edit
Gi2 ACCESS i) - - Edit
Gi3 TRUNK e 1 1-4,6-4094 Edit
Gi4 ACCESS 50 = e Edit
Gi5 Member port of Ag1.

Gib TRUNK = 1 1-4094 Edit
Gi7 ACCESS i) - - Edit
Gig ACCESS 1 = = Edit
Gi9 Member port of Ag1.

Gi10 ACCESS 1 - - Edit

Total 30 | 10/page n 2l 1l I Gotopage 1 e

Step3: In the Voice VLAN page, Click Advanced->Voice VLAN->Global Settings to choose VLAN 5 as Voice
VLAN.

RRuijie | ERcycc | test123 1 Auto > NBS5200 0 English v O Ruijie Cloud  B8Downioad App & Wizard [3 Log Out|

& Home
Global Settings ~ OUI  Port Settings
£ VLAN —
@ Global Settings
[ Monitor

voice VLAN @D

& Ports

“VLAN

i ‘ 50(Voice VLAN) | Range: 2-4094
& L2 Multicast ek S—| |

B L3 Interfaces * Max Age 1440 minute Range; 1-43200
@ Security CoS Priarity | &

STP

LLDP

RLOP

Local DNS

Vioice VLAN

@ Diagnostics

= System

Other parameters can be selected based on site requirements. Otherwise, use the default values
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Step 4: Click Advanced->Voice VLAN->Port Settings to enable port 4 as Voice VLAN and enable it as maunal mode.

Enable (@D

Voice VLAN Mode |~ Manual Mode

Security Mode (@D

Cancel

After security mode is enabled, only Voice data can pass through the Voice VLAN. If security mode is disabled, other

data can also pass through the Voice VLAN. So it is recommended to the security mode

| Port List 2 Batch Edit

Port Enable Voice VLAN Mode Security Mode Action
Gil Disabled Auto Mode Enabled Edit
Gi2 Disabled Auto Mode Enabled Edit
Gi3 Disabled Auto Mode Enabled Edit
Gi4 Enabled Manual Mode Enabled Edit
Gi5 Member port of Ag1.

Gi6 Disabled Auto Mode Enabled Edit
GIi7 Disabled Auto Mode Enabled Edit
Gig Disabled Auto Mode Enabled Ediit
Gi9 Member port of Ag1

Gi10 Disabled Auto Mode Enabled Edit

The port can be set to the automatic mode only when the port VLAN is in the trunk mode. When the port is in the
automatic mode, the port will exit the voice VLAN first, and automatically join the voice VLAN until it receives voice data

again.

To ensure the normal operation of voice VLAN on port, please do not switch the port mode (trunk/access mode). To

switch the mode, please disable the voice VLAN first.

Voice VLAN does not support layer 3 ports and aggregation ports.
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Step 5: Click Advanced settings ->Voice VLAN->OUI to add the OUIs of voice devices

* MAC Address 1C:17:03:00:00:00

QUI Mask  FFFF:FF:00:00:00

Description

Cancel

Global Settings ~ OUI Port Settings

OUI List
0 The enabled globally port will automatically add the corresponding OUI when receiving an LLDP packet that is identified as telephone.

| OUlI List + Add [ Delete Selected
Upto 32 entries can be added.
MAC Address OUI Mask Description Type Action
1C:17:D3:00:00:00 FR:FF:FF00:00:00 Setup Delete
Total 1 10/page Go to page 1

If the IP phone supports LLDP, after the Voice VLAN is enabled on the port, the DEVICE automatically adds the OUI of
the IP phone to the OUI list. In this case, you can skip Step 5. If port 3 does not have LLDP Neihbor Info, the device
does not support LLDP.

Click Advanced->LLDP->LLDP Info to check the LLDP information of IP Phone.

[Gi3]Meighbor Details

1C17D3416383:P1
Device [0 Type: Network address Device ID: 0.0.0.0
FortID Type: Locally assigned FortlD: 1C1703416383:F1
Hostname: SEP1C17D3416383 FMVID s --
WLAN ID: -- Time To Live ;179
MGMT IP: --
Description: Cisco IP Phone 7911G,WE, termll.default
Supported Feature: BridgeTelephone Enabled Feature: Bridge, Telephone
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4.3.7 Diagnostics

4.3.7.1 Info Center

The Info Center module displays the running status and configuration. The information displayed here provides

reference for troubleshooting.

Port Info

Display the Port Information of devices.

Ru,JTe BRcycc ‘ test123 1 Auto > NBS5200 @ English v ORuijie Clou
&% Home
Info
o Port Info
2 v @
2 Monitor Updated 0n2022-04-18 11:07:16 2 Refresh Panel View
» Portinfo
& Ports Vighlafo @3 5 7 9 11 13 15 17 19 21 23 17 19 21 23
& i Routing Info Ll L L L ke
L LW DYy HEEN
DHCP Clients 2 4 6 8 10 12 14 16 18 20 22 24 18 20 22 24 25 26 27 28
@ L3 Interfaces
) ARP List Port &n
© Security -— Status Disconnected Flow 1000 000 Interface Mode Access Port
Negotiation Rate Total Packets s VLAN 1
£ Advanced DHEP Srooping Actual Rate 4 —kbps * —kbps CRC/FCS Error = DHCP Address Pool  —
Flow Control(Config  Disable Packets
@ Diagnostics ~ IP-MAC Binding Status) Corrupted/Oversized  --/--
Flow Control(Actual ~ Disable Packets
Info Center 1P SOURCE GUARD Status) Conflicts =
Attribute Fiber
Network Tools e
Fault Collection
VLAN Info (SVI&Routed Port) ~ DNS:-- O Refresh
Cable Diagnostics
System Logs VLANT  VLAN7  VLANTO  VLAN100  VLAN200  RoutedPortGi5  RoutedPortGid  Routed PortGill  RoutedPortGil2  RoutedPortAgl  Routed Port Ag2
Alerts
Interface P DHCP Address Pool Remark
= System Gi1-3,616-8,6110,Gi13-24,Te25-28 192.168.110.74 VLANOOOT
9 11 [EVENEZNS) 21 23 17 19
«Collapse AN . OEEY HEEN

VLAN Info
Display the information of VLAN, SVI, Routed Port

Info
[ ] | VLAN Info (SVI&Routed Port)y ~ DNSi— 3 Refresh
Center
Port Info VLANT VLANY VLANTO VLAN100 VLAN200 Routed Port Gi5 Routed Port Gi9 Routed Port Gil1 Routed Port Gi12 Routed Port Ag1 Routed Port Ag2
B VEANIRES Interface P DHCP Address Pool Remark
Routing Info
Gi1-3,Gi6-8,Gi10,Gi13-24,Te25-28 192.168.110.74 'VLANO00O1
DHCP Clients

23 17 19 |21 23

ARP List 5 & &
mac " oywy MEEN

107 12 1416 18 20 22 18 20 22 24 25 26 27 28

DHCP Snooping

Routing Info

Display device’s Routing information
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Info )
o Routing Info
Center
Tip: Up to 500 entries can be added Q Q Refresh
Port Info
Interface 1P Subnet Mask Next Hop
VLAN Info
VLAN7 192.168.6.0 255.255.255.0 192.168.7.1
» Routing Info
VLANI 0000 0000 192.168.110.1
DHCP Clients
Null 192.168.1.0 255.255.255.0
ARP List
DHCP Clients
. L, . . .
Display device’s DHCP Clients information
o Info | DHCP Clients
Center
Tip: Upto 1000 entries can be added. Q & Refresh
Port Info Hostname P MAC Lease Time(Min) Status
VLANInfg W1200G-PRO-00E795 192.168.7.150 70:85:¢4:00:7:95 349 Dynamic
Routing Info Honor V10-38d9e63c47322cf 192.168.7.152 be:e2:65:9a:8ckbe 349 Dynamic
P DHCP Qe B 192.168.7.153 460220155 7 360 Dynamic
ARP List
DHCP Clients
Display DHCP Clients information of devices
Info "
(] | ARP List
Center
Tip: Up to 2000 eritries can be added. 0 S Refresh
Port Info
Interface P MAC Type Reachable
VLAN Info
VLAN? 192.168.7.151 2T e24aas Dynamic Yes
Routing Info
VLANA 192.168.110.1 30:0d:9eieT:e8:15 Dynamic Yes
DHCP Clients
VLAN7 192.168.7.150 70:85:c4:00:¢7:95 Dynamic Yes
b ARP List
VLANT 192.168.11084 0:bB:e6:9a:43:0d Static Yes
MAC
VLAN7 192.168.7.153 4¢:02:20:55:cc:f7 Dynamic Yes
DHCP Snaoping
VLAN? 192.1687.1 30:0d:9e:9a:07:e8 Static Yes
1P-MAC Binding
VLAN? 192.1687.152 bc:e2:65:9a:8d:be Dynamic Yes

1P SOURCE GUARD

MAC

Display the MAC address table of device.
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Info
(i ] | MAC
Center

Tip: Up to 16K entries can be added

Port Info
VLAN Info
Routing Info
DHCP Clients
ARP List

» MAC

DHCP Snooping
IP-MAC Binding
1P SOURCE GUARD

cpp

Total 13

DHCP Snooping

Display the DHCP Snooping of devices

Interface

10/page

Gi20

Gi20

Gil8

Gi20

Gil8

Gil8

Gil8

Gil8

Gil8

Gil8

[ 1 [

Go to page

MAC

70:85:C4:00:E7:95

4C:02:20:55:CC:F7

68:F7:28:CC:10:61

BC:E2:65:9A:8D:BE

ACEC:10:1E:34:41

30:0D:9E:02:64:2C

CO:B8:E6:E6:BD:7T

30:0D:9E:9A07:E8

30:0D:9E:ET:E9:15

C0:B8:E6:9A:43:0E

1

Option82: Disabled

DHCP Snooping Binding Entries from the Trusted Port

Info .
o DHCP Snooping
Center
DHCP Snooping: Enabled
Port Info
VEAN IS Interface
ARP List Gtz
MAC
DHCP Snoopin
g g IP-MAC Binding
IP-MAC Binding

Tip:Upto 500 en

IP SOURCE GUARD
PoE

cpp

IP-MAC Binding

can be added

Port

Gil

Gi2

14

192.168.110.124

Display IP-MAC Binding information of device

Info s
(i ] | IP-MAC Binding

Center

Tip: Up to 500 entries can be added

Port Info

VLAN Info

ARP List

MAC

DHCP Snooping

IP SOURCE GUARD

v

IP-MAC Binding

IP SOURCE GUARD

PoE

cep

IP SOURCE GUARD

Interface

Port

Git

Gi2

:Upto 1280 entries can be added.

Rule

Search by MAC

Trusted Port: Gi13,Gi6

MAC

ACE0:10:1E:34:41

Search by IP Address

1P

192.168.10.100

192.168.10.200

Search by IP Address

1P

192.168.10.100

192.168.10.200

Search by IP Address

IP MAC

Display IP SOURCE GUARD information of device
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Type
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic

Dynamic

Configuration

& Refresh

VLAN ID

GRefresh

Lease Time(Min)

30
Q 2 Refresh
MAC
00:01:6C:06:A6:29
30:0d:9e:60:ef:73
Q 2 Refresh
MAC
00:01:6C:06:A6:29
30:0d:9e:60:ef73
2 Refresh
VLAN ID Status
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0 Info

Center

Port Info

VLAN Info

ARP List

MAC

DHCP Snooping

IP-MAC Binding

v

IP SOURCE GUARD

PoE

CPP

POE

| IP SOURCE GUARD

Tip: Up to 1280 entries can be added.

PoE

Interface

Port

Rule

@ Used Transmit Power Ow
R, Spserved Transmit Power Ow

8 Free Transmit Power 370w

PoE Status

Display the POE information of device.

Info
i)

Center

Port Info

VLAN Info

ARP List

MAC

DHCP Snooping
IP-MAC Binding

IP SOURCE GUARD

» PoE

CPP

CPP

Display CPP information of devices.

VLAN Info

Routing Info

DHCP Clients

ARP List

MAC

DHCP Snooping

IP-MAC Binding

IP SOURCE GUARD

» CPP

| PoE

Tot4

Total 24

| cPp

Total CPU bandwidth: 2000pps

Total 24

Port

Gi6
Gi7
Gig
Gi9
Gi10

10/page 1

IP Protocal Number
bpdu
lidp
rldp
lacp
arp
dhep
iemp
macc
matt
http/https

10/page 1

O Refresh

@ Used Transmit Power Ow
@, 5sorved Transmit Power Ow
W Free Transmit Power 370w

PoE Status

Enable

Disable

Disable

Enable

Enable

Enable

Enable

Enable

Enable

Enable

Go to page

Go to page

P
No Data
Ow
Peak Transmit Power
Transmit Power Status Priority
Ow
Peak Transmit Power
Transmit Power Status Priority
Off Low
Off Low
Off Low
Off Low
off Low
off Low
Off Low
Off Low
off Low
off Low

1

Rate
60pps
50pps
50pps
600pps
400pps
600pps
600pps
600pps
600pps

1600pps

1
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Search by IP Address

MAC

0

Powered Ports

VLAN ID

Energy Saving

Transmit Power Mode

Current Transmit Power

o)

0

Powered Ports

Non-Standard

Energy Saving
Transmit Power Mode

Current Transmit Power

w)

Current Rate

Opps

Opps

Opps

Opps

2pps

Opps

Opps

Opps

Opps

Tpps

Non-Standard

No

No

No

No

No

No

No

No

No

Configuration

Q & Refresh

Status

Ow

Reserved Transmit Power

Work Status

Ow
Reserved Transmit Power

Work Status

PD Disconnected
PD Disconnected
PD Disconnected
PD Disconnected
PD Disconnected
PD Disconnected
PD Disconnected
PD Disconnected
PD Disconnected

PD Disconnected

Total messages
1278
11298
528
954

3687

10029
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4.3.7.2 Network Tools

The Network Tools module provides the following network tools to detect the network status: Ping, Traceroute, and

DNS Lookup.

Ru,ji‘c BRcycc | test123 1 Auto > NBS5200 @ English ORuijie Cloud M Download App & Wizard [3Log Out

&% Home
© Network Tools @
? VLAN

Tool @ Ping Traceroute DNS Loakup
& Monitor

* 1P Address/Domain  www.google.com
@ Ports

“Ping Count 4
&) L2 Multicast

@ L3 Interfaces * Packet Size | 64
5 Advanced
@ Diagnostics
Info Center
Network Tools
Fault Collection
Cable Diagnostics
System Logs
Alerts
* System

Test whether the node is reachable.

o Network Tools

Tool @ Ping Traceroute DNS Lookup
* |P Address/Domain | www.ruijienetworks.com
* Ping Count | 4

* Packet Size B4 Bytes

PING www.ruijienetworks.com (117.27.142.24): 64 data bytes
72 bytes from 117.27.142.24: seq=0 {tI=51 time=9.999 ms
72 bytes from 117.27.142.24: seq=1 tt1=51 time=0.000 ms
72 bytes from 117.27.142.24: seq=2 tt1=51 time=0.000 ms
72 bytes from 117.27.142.24: seq=3 tt1=51 time=0.000 ms

--- www.ruijienetworks.com ping statistics ---
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 0.000/2.499/9.999 ms
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Traceroute

Count the number of hops or communication links from one point to another and the time it takes for each hop.

o Network Tools

Tool Ping © Traceroute DNS Lockup
* |P Address/Domain 172.26.6.124

*Max TTL 20

traceroute to 172.26.6.124 (172.26.6.124), 20 hops max, 38
byte packets

1 192.168.110.1 (192.1658.110.1) 0.000 ms 0.000 ms 0.000
ms

2 172.26.6.124 (172.26.6.124) 0.000 ms 0.000 ms 0.000 ms

[=]
=

DNS Lookup

Resolve the domain to the IP address.

o Network Tools

Tool Ping Traceroute © DNS Lookup

* IP Address/Domain = www.ruijienetworks.com

Server: 127.0.0.1
Address 1: 127.0.0.71 localhost

Name:  www.ruijienetworks.com

Address 1: 240e:d6:6612::a1
Address 2: 117.27.142.24

332



Reyee Cookbook Configuration

4.3.7.3 Fault Collection

The Fault Collection module allows you to collect faults by one click and download the fault information to the local

device

Ru-;Te #Rcycc \ test123 1 Auto > NBS5200 O English «  ORuijie Cloud HDownload App € Wizard [3Log Oy

& Home
o Fault Collection
25 VAN Compress the configuration file for engineers to identify fault.
@ Ports
7 L2 Multicast

@ L3interfaces

© Security

£ Advanced

@ Diagnostics
info Center
Network Tools
Fault Collection
Cable Diagnostics
System Logs
Merts

= System

Click Start to download the fault information.

Downloads B oaQ P
Ruijie | ZRecyce ‘ test123 1 Auto > NBS5200 O : Yoo
tech-support-2022-04-18-13-55-47-G1RH15Q004,

) @ Open file
& Ports

Fault Collection See more
&) L2 Multicast o Compress the configuration file for engineers to identify fault.
© Security
59 Advanced

@ Diagnostics

Info Center
Network Tools
Fault Collection
Cable Diagnostics
System Logs

Alerts

= System

4.3.7.4 Cable Diagnostics

An administrator can detect the working status of cables via the cable diagnostics command. Cable diagnostics helps

determine whether a cable is short-circuited, disconnected, or in other abnormal state.
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Ruijie | BRcycc | test123 1 Auto > nBss2000

Configuration

English v O Ruijie Cloud MDownload App £ Wizard [FLog

& Home
Port Panel
£ VAN
ol it svaieb .
& Menitor
Sohornt Il Dl L1
5 _ L L LI ] OEEYFY EMEEMm
) 12 Multicast 4 B o i % = s mE ‘ 0 22 24 5 26 27
@ L3 Interfaces Note: You can click and drag to select one or Select All Inverse Deselect
© Security
= Advanced Result
@ Diagnostics Port Cabl
Info Center

Network Tools

Fault Collection

Cable Diagnostics

System Logs

Alerts

¥ System

e Length (em) Result

No Data

Select the target port on the port panel, and click Start. The device returns the diagnostics result after a period of time

and displays it in the result list.

| Port Panel

il Availsble Unavailable @ Uplinkc Copper Fiber

5 13 15 17 19 21 23 17 19 21 23

1
|

Il il el el il il
UL LI L ]| YWYy MEEM
2 4 6 8 10 12 14 16 18 20 22 24 |18.20 22 24 25 2 27 28
Note: You can click and drag to select one or more ports Select All Inverse Deselect

Result

Port
Git8
Gi20

Gi22

Cable Length (cm)

600

1100

Result

OK

OK

Disconnected

Only copper ports support cable diagnostics while fiber ports and aggregate ports do not.

If cable diagnostics is executed on a normally connected interface, the connection is temporarily down and will be

reestablished.

4.3.7.5 System Logs

The System Logs module provides logs recording the device’s running status and configuration change, which provides

a reference for troubleshooting.
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System Logs

2 VIAN View system logs,
& Monitor | Log List Q
& Ports Time Type Module Details
B Uit Apr 18 004138 kern.crit kernel %Port-2: GigabitEthemet!3 link up
Apr 18 00:41:39 localinfo syslog %L3-6: Manage VLAN 1 change to UP
@ L3 Interfaces
Apr 18 004139 localinfo syslog %L3-6: VLAN 7 change to UP
© Security
Apr 18 00:41:39 localinfo sysiog %L3-6: VLAN 10 change to UP
= Advanced
B Seense Apr 18101235 kern.crit kernel %Port-2: GigabitEthenet21 link up
@ Diagnostics  ~ Apr 18 10:17:09 kern.crit kernel %Port-2: GigabitEthernet21 link down
BEente Apr 18 102420 kern.crit kernel %Port-2: GigabitEthemet20 link up
i TGOk Apr 18 10:24:39 kern.crit kernel %Port-2: GigabitEthernet20 link down
Eat Cfection Apr 18 102441 kern.crit kernel %Port-2: GigabitEthemet20 link up
B DiagGES Apr 18 10:27:19 kern.crit kernel %Port-2: GigabitEthernet20 link down
System Logs n 2B EE P e Total 47
Alerts
E System

4.3.7.6 Alerts

The Alarms module contains alarm events that may cause network errors or affect device performance. It also provides

guidance to help users clear the alarms.

Ruijie | Rcycc ‘ test123 1 Auto > NBS5200 © English v Ruijie Cloud ZEDownload App £ Wizard (3 Log O

@ Ports ¥ © Alerts

| Details

& L2 Multicast Current Alert Removed Alert 2022-04-18 20:37:52 Gi18warning neighbor Gi20;

Influence

@ L3 Interfaces Loops Occur Delete  Unfollow @ The network speed may be slow or network connection fails, or the bandwidth is run out.

Suggestion
© Security ’
Check the ports where the loops occur.
Locate the ports where the loops occur, and check whether these ports are connected by cable. Change the solution to *Alert & Disable

£ Advanced % Port".

Change RLDP Settings

Active cancellation of loop alarm.
If the "how to recover” function is not turned on, you need to go to ridp and click "Reset". If the alarm still exists in the network, remove it from step 1.

@ Diagnostics =

Info Center
Reset

Network Tools

Fault Collection

Cable Diagnostics

System Logs

Alerts

System 4

«Collapse

Delete
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Are you sure you want to delete the alarm?

If you want to unfollow the alarm, please click Unfollow
on the right.

If you delete an unhandled alarm, the alarm will appear
again later.

You can delete a handled alarm. The system will
automatically delete an alarm not appearing again over

Cancel

a period of time.

Unfollow

Are you sure you want to unfollow the alarm

and delete it from the alarm list?

After being unfollowed, an alarm will not appear again..
You can click View Unfollowed Alert to re-follow an

Cancel

unfollowed alarm.

4.3.8 System

The System module allows you to perform a series of settings, including the system time, login password, upgrade, and

backup and restoration.

4.3.8.1 System Time

The System Time module allows you to set the system time. The system time is synchronized with the NTP server by
default.

Select a time zone and set at least one NTP server, and click Save.
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Ruijie | FRcycc | test123 1 Auto > NBS5200 0 English v O Ruijie Cloud ¥ Download App & Wizard [3log O
& Home
o Configure and view system time (The device has no RTC module. The time settings will not be saved upon reboot) @
2% VLAN
Current Time 2022-04-18 00:08:07 =TS
& Monitor
*Time Zone (GMT +8:00)Asia/Hong_Kong
& Ports
* NTP Server O.cn.pool.ntp.org Add
O L2 Multicast
@ L3 Interfaces 1.cn.pool.ntp.org Delete
© Security en.pool.ntp.org Delete
5 Advanced pool.ntp.org Delete
@ Diagnostics asia.pool.ntp.org Delete
= System & europe.pool.ntp.org Delete
System Time
) rdate.darkorb.net Delete
Login
Management

«Collapse

The device has no RTC module and does not save the time after restart.

4.3.8.2 Login

The Login module allows you to perform a series of settings, including the Login Password and Session Timeout.

1.1 Login Password

The Login Password page allows you to set the device's login password. You need to log in to the system again after

changing the password.

Enter the old and new passwords (at least 6 characters long), and click Save. (Please keep the login password in

mind.)

Ruijie TRCycc | test1231 Auto > NBS5200 0 English « O Ruijie Cloud $Download App @ Wizard [3Log C

&) Monitor

Login Password Session Timeout
& Ports
@ chonge the login password. Please log in again with the new password later @)
Y 12 Multicast
* Old Password

@ L3 Interfaces

* New Password
2 Security

* Confirm Password
%) Advanced

& Diagnostics

= System
System Time
Login
Management
Upgrade
Scheduled Reboot

<« Collapse

1.2 Session Timeout
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The Session Timeout page allows you to set the session timeout period for logging to the eWeb management system.

Enter the timeout period in seconds and click Save.

Ruijie | FRcycc | test123 1 Auto > NBS5200 @ English ~ @ Ruijie Cloud $2Download App & Wizard [3Log O
= Monitor
Login Password Session Timeout
& Ports
o Session Timeout @
& L2 Multicast
* Session Timeout 3600 seconds

@ L3 Interfaces

@ Security

&5 Advanced

@ Diagnostics

E System
System Time
Login
Management
Upgrade

Scheduled Reboot

« Collapse

4.3.8.3 Management
The Management module includes Back & Import and Reset.

1.1 Backup & Import

The Backup & Import page allows you to import a configuration file and apply the imported settings. It also allows

exporting the configuration file to generate a backup.

Backup

Click Backup to export your current configuration in a file. It is recommended to do a backup before upgrading.

Ruijie | fRcycc ‘ test123 1 Auto > NBS5200 @ English v Ruijie Cloud §§Download App & Wizard [3Log

& Ports Backup & Import Reset
O 12 Multicast o if the target version is much later than the current version, some configuration may be missing. @
It is recommended to choose Reset before importing the configuration. The device will be rebooted automatically later.

& L3 Interfaces
| Backup Config

Backup Config

| Import Config

©

Security

®

Advanced

@ Diagnastics
File Path Browse

= System

System Time
Login
Management
Upgrade
Scheduled Reboot

Reboot

&Collapse

338



Reyee Cookbook Configuration

A configuration file with the suffix tar.gz will be downloaded

. Downloads B ey e
Ruijie | ERcycc | test123 1_Auto > NBS5200 @ 3 Log O«
a backup-NBS5200-NBS5200-245FP_BGT4XS-2022-0...
Open file
& Monitor
See more
Backup & Import Reset
& Ports
o If the target version is much later than the current version, some configuration may be missing. @
O3 12 Multicast Itis recommended to choose Reset before importing the configuration. The device will be rebooted automatically later.
& L3 Interfaces | Backup Config
© Security Backup Config
£ Advanced | Import Config
@ Diagnostics File Path Browse

F System
System Time
Login
Management
Upgrade

Scheduled Reboot

«Collapse

Import Config

Click Browse to select the configuration file to import.

Ruijie | FRcycc | test123 1 Auto > NBS5200 © ORuijie Cloud  #8Download App £ Wizard [3Llog
Monitor
Backup & Import Reset
& Ports
If the target version is much later than the current version, some configuration may be missing @
O L2 Multicast It is recommended to choose Reset before importing the configuration. The device will be rebooted automatically later.
& L3 Interfaces | Backup Config
© Security Backup Config
£ Advanced | Import Config
(@ Diagnostics File Path

System
System Time
Login
Management
Upgrade

Scheduled Reboot
€Callapse

Click Import to import a configuration file to restore your configuration.
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Ruijie | ERcycc | test123 1 Auto > NBS5200 @ English v A Ruijie Cloud §8Download App & Wizard [3Log C
& Monitor
Backup & Import Reset
& Ports
o If the target version is much later than the current version, some configuration may be missing. @

) 12 Multicast It is recommended to choose Reset before importing the configuration. The device will be rebooted automatically later.
@ L3 Interfaces | Backup Config
© Security Backup Config
£ Advanced | Import Config
@ Diagnostics File Path | backup-NBS5200-NI Browse
= System

System Time

Login

Management
Upgrade

Scheduled Reboot

«Collapse

Click OK in the dialog box.

Tip X

0 Are you sure you want to import the configuration

=

and reboot the device?

f The target version is much later than the current version, some configurations may be missed.

It is recommended to choose Reset before importing the configuration. The device will be rebooted automatically later.

1.2 Reset
The Reset page allows you to restore the device to factory settings.
Please exercise caution if you want to restore the factory settings.

Resetting the device will clear the current settings. If you want to keep the configuration, please Backup Config first.
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Ruijte | FRcycc | test123 > NBS3100 © English v Ruijie Cloud §§Download App & Wizard [3Log (

& Monitor Backup & Import Reset

& Ports o Resetting the device will clear the current settings. If you want 1o keep the configuration, please Backup Config first @
© L2 Multicast

© Security

& Advanced

@ Diagnostics

% System
System Time
Login
Management
Upgrade
Scheduled Reboot
Reboot

«Collapse

Click OK to restore all default values. This function is recommended when the network configuration is incorrect or the

network environment is changed.

Tip

o Resetting the device will clear the current settings

and reboot the device. Do you want to continue?

4.3.8.4 Upgrade
The Upgrade module includes Online Upgrade and Local Upgrade.
1.1 Online Upgrade

The Online Upgrade page allows online upgrading. When detecting an available online upgrade version, the device

displays information about the available upgrade version, as shown in the figure below:
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Ruijie | 7Rcycc ‘ test123_1_Auto > NBS5200 @ English v ORuijie Cloud ¥EDownload App & Wizard [Glog O

4 Ports

O 12 Multicast

@ L3 Interfaces

© Security

] Advanced

@ Diagnostics

= System
System Time
Login
Management
Upgrade

Scheduled Reboot

Reboot

« Collapse

Online Upgrade Local Upgrade

o Online upgrade will keep the current configuration. Please do not refresh the page or close the browser. You will be redirected to the login page automatically after upgrade.
Current Version ReyeeOS .Z_ S
New Version ReyeeOS ;SWITCH_3.0(1)= Z=Release(08181817)

Description No description

Tip 1. If your device cannot access the Internet, please click Download File.

2. Choose Local Upgrade to upload the file for local upgrade.

Upgrade Now

Click Upgrade Now. The device downloads the upgrade package from the network, and upgrades the current version.

The upgrade operation retains configuration of the current device. Alternatively, you can select Download File to the

local device and import the upgrade package on the Local Upgrade page. If there is no available new version, the

device displays a prompt indicating that the current version is the latest.

Ruiie | 7Rcycc ‘ test123 > NBS3100 @ English v QRuijie Cloud #&Download App & Wizard [3log 0|

Monitor

£ Ports

& L2 Multicast

© Security

£ Advanced

@, Diagnostics

%= System

System Time

Login

Management

Upgrade

Scheduled Reboot

Reboot

« Collapse

Online Upgrade Local Upgrade
o Online upgrade will keep the current configuration. Please do not refresh the page or close the browser. You will be redirected to the login page automatically after upgrade.

Current Version ReyeeOS 1.83.1511 (It is the latest version.)

Online upgrade will maintain the current configuration. Please do not refresh the page or close the browser. You will be

redirected to the login page automatically after upgrading.

1.2 Local Upgrade

Click Browse to select an upgrade package.
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TrRuijie | FRCYCC | test1231 Auto > NBS5200 @ English v QRuijie Cloud FDownload App & Wizard [3Llog Out

& Ports Online Upgrade Local Upgrade

3 12 Multicast 0 Please do not refresh the page or close the browser. @
@ L3 Interfaces Model NBS5200-24SFP/BGT4XS

© Security Current Version ReyeeOS 1.83.1512

& Advanced Keep Config @ (If the target version is much later than the current version, it is recommended not to keep the configuration.)

@ Diagnostics

File Path ‘ Upload

E System
System Time
Login
Management
Upgrade
Scheduled Reboot —-
-

Reboot

«Collapse

Click Upload.

RUI_TI'.E BRcycc | test123 > NBS3100 @ English v A Ruijie Cloud ¥ Download App £ Wizard [3log

& Monitor Online Upgrade Local Upgrade

& Ports o Please do not refresh the page or close the browser. @
@ L2 Multicast Model NBS3100-24GT4SFP-P

© Security Current Version ReyeeOS 1.83.1511

% Advanced y :
& Advan Keep Config @ (If the target version is much later than the current version, it is recommended not to keep the configuration.)

@ Diagnostics

File Path SWITCH 3.0(1)B11P8 Browse
= System
System Time
Login
Management
Upgrade
Scheduled Reboot

Reboot

«Collapse
After uploading and checking the package, the device displays the upgrade package information and a prompt asking

for upgrade confirmation, click OK to start the upgrade.

If the target version is much later than the current version, it is recommended not to retain the settings (uncheck Keep

Setup).

The upgrade takes a period of time. Do not refresh the page or close the browser during the upgrade.

4.3.8.5 Scheduled Reboot

Enable Scheduled Reboot, set the day and time when the system needs to be rebooted, and click Save.
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Ruijie | FRcycc \ test123 > NBS3100 @ English ~ O Ruijie Cloud Z§Download App § Wizard [3Log

& Monitor o It is recommended to set the scheduled time to a network idle time, e.g, 2 AM..

& Ports enable @D

O 12 Multicast Day @@ Mon ETue B Wed ®EThu EFi B Sat & Sun

© Security
Time 03 200

Save

) Advanced

@ Diagnostics

= System
System Time
Login
Management
Upgrade
Scheduled Reboot

Reboot

«Collapse

When this function is enabled, the system will be rebooted at scheduled time.. Off-peak hours are recommended for the

reboot.

4.3.8.6 Reboot
The Reboot module provides a Reboot button.

Click Reboot, and click OK in the confirmation box. The device is rebooted and you need to log in to the eWeb
management system again after rebooting but please do not refresh the page or close the browser during the reboot.
After the device is successfully rebooted and the eWeb service becomes available, you will be redirected to the login

page of the eWeb management system.

Ruijie | ERcycc | test123 > NBS3100 @ English v A Ruijie Cloud

& Monitor @ riease keep the device powered on during reboot @

3 L2 Multicast

@ Security

B Advanced

@ Diagnostics

= System
System Time
Login
Management
Upgrade

Scheduled Reboot

Reboot

«Collapse
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4.4 Reyee Access Point Configuration

441 Wireless Configuration

4.4.1.1 Wireless Basic Configuration

Configure the Wireless by Clicking Wireless ->APs->Manage->Wireless->Wi-Fi.

(=) Hostname: RAP2260 SN; iniremimiis 2 IP: 192.168.1104
g O Reboot
 RAP2260(E) MM =

Overview  Basics ™ Wireless Advanced Diagnostics System

Wi-Fi Settings Guest Wi-Fi Wi-Fi List Healthy Mode

0 The slave AP is managed by the master AP and cannot be edited locally. @

| Wi-Fi Settings

*SSID
Band
Security

* Wi-Fi Password b

4 It will be found that it cannot be configured at this time, because the SON role of the AP is slave AP, so the SSID can
only be configured in the following ways:
Click Wireless—Wi-Fi—Wi-Fi settings to Configure Wireless

Wi-Fi Settings Guest Wi-Fi Wi-Fi List Healthy Mode
® Online Clients

o Tip: Changing configuration requires a reboot and clients will be reconnected.

[ Router

Ewireless . | Wi-Fi Settings Device Group:  Default
APs *SSID Reyee test
N Band  2.4G + 5G
Clients

Security  WPA WPA2-PSK
Blacklist/Whitelist

Radio Frequency * Wi-Fi Password ~ ssessesee et

LAN Ports Expand

LED

Network Optimization
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@ Online Clients Wireless Schedule All Time

Router
VLAN 10
= Wireless >
Hide SSID (The SSID is hidden and must be manually entered.)
APs
Y AP lsolation (The client joining this Wi-Fi network will be isolated.)
i-Fi
Clients Band Steering (The 5G-supported client will access 5G radio preferentially.)
Blacklist/Whitelist
XPress (The client will experience faster speed. )
Radio Frequency
Layer-3 Roaming (The client will keep his IP address unchanged in this Wi-Fi network.)
LAN Ports
LED Wi-Fie () (802.11ax High-Speed Wireless Connectivity.) (2

Network Optimization

SSID: Wi-Fi Name
Band: Three modes, 2.4G, 5G or both on

Security: Open, WPA-PSK, WPA2-PSK,WPA_WPA2-PSK

Security | WPA2-PSK

* Wi-Fi Password Open
WPA-PSK

WPA2-PSK

Wireless Schedule WPA_WPA2-PSK

Wireless Schedule: it is used to choose the time when Wi-Fi takes effect.

Wireless Schedule All Time

VLAN All Time

Weekdays

Hide SSID Weekends nanually entered.)

Custom
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Mon Tue Wed Thu Fri Sat Sun
00:00
01:00
02:00
03:00
04:00
05:00
06:00
07:00
08:00
09:00
10:00
11:00
12:00
13:00
14:00
15:00
16:00
17:00
18:00
19:00
20:00
21:00
22:00
23:00
23:59

Hide SSID: disable/enable broadcasting SSID
AP isolation: SSID-based client isolation
Band Steering: 5G-Prior Access detects clients capable of 5 GHz operation and steers them to that frequency, while

leaving 2.4 GHz available for legacy clients. It is not recommended to enable this function if most of clients only support
2.4GHz

XPress: enable faster speed

Layer-3 Roaming: The client will keep his IP address unchanged in this Wi-Fi network, Layer 3 roaming of Reyee AP

can only be enabled here, and Ruijie Cloud only supports Ruijie AP.

Wi-Fi 6: Some wireless adapters of old versions may not be compatible. The end points accessing the Wi-Fi6 network

must support 802.11ax.
4.4.1.2 Guest Wi-Fi Configuration

Click Wireless—>Wi-Fi—>Guest Wi-Fi to Configure Wireless

The guest Wi-Fi is disabled by default. You can enable the guest Wi-Fi on below page or Homepage.
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= Overview
Wi-Fi Settings Guest Wi-Fi Wi-Fi List Healthy Mode
@ Online Clients

o Tip: Changing configuration requires a reboot and clients will be reconnected.

[% Router
cwee | Guestwi-Fi  pevice roup
APs Enable
Clients
5% Overview
Wi-Fi Settings Guest Wi-Fi Wi-Fi List Healthy Mode

@ Online Clients

0 Tip: Changing configuration requires a reboot and clients will be reconnected.
[X Router

e " | Guest Wi-Fi Device Group:  Default
= Wireless

APS enable @D

Wi-Fi “SSID  Guest APP-1

Clients
Band 2.4G + 5G
Blacklist/Whitelist

Radio Frequency Security  WPA_WPA2-PSK
kAl Borts * Wi-Fi Password ssssssnae Bt
1cr

® AP isolation is enabled by default and cannot be edited.

5 Overview Collapse

@Online Clients Wireless Schedule Never Disable

[\ Router
VLAN i
= Wireless -
Hide SSID ‘:) (The SSID is hidden and must be manually entered.)
APs
i AP Isolation () (The client joining this Wi-Fi network will be isolated.)
i-Fi
Clients Band Steering (The 5G-supported client will access 5G radio preferentially.)

Blacklist/Whitelist

XPress (The client will experience faster speed. )
Radio Frequency
Layer-3 Roaming (The client will keep his IP address unchanged in this Wi-Fi network.)
LAN Ports
LED wi-Fie @) (802.11ax High-Speed Wireless Connectivity) ()

Network Optimization

Save

Set a schedule, and the guest Wi-Fi will be enabled only during this period time. When the time expires, the guest Wi-Fi

will be disabled.

M
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s Overview

Collapse
@Online Clients Wireless Schedule| | Never Disable
Router
& VLAN Never Disable
=Wireless o Disable 1 Hour Later
Hide SSID Disable 6 Hours Later nanually entered.)
AP: .
s Disable 12 Hours later
. AP Isolation ) ork will be isolated.)
Wi-Fi Other Time
Clients Band Steering (The 5G-supported client will access 5G radio preferentially.)

4.4.1.3 Multiple SSID Configuration

® The Wi-Fi List displays all Wi-Fi networks. The primary Wi-Fi is also listed here and cannot be deleted.
® |tis necessary to reboot your device if you want to change your configuration and your network will be reconnected.

&% Overview
Wi-Fi Settings Guest Wi-Fi Wi-Fi List Healthy Mode
@ Online Clients
@ Tip: Changing configuration requires a reboot and clients will be reconnected @
[ Router
o | Wi-Fi List Device Group:  efault + Add
= Wireless
s Upta 8 SSIDs can be added.
Wi-Fi ssiD Band Security Hidden VLAN ID Action
Clients )
Reyee._test 246+ 56 WPA2-PSK No 10 Edit
Blacklist/Whitelist
Internal_APP-1 24G + 56 WPA_ WPA2-PSK Yes 6 Edit Delete
Radio Frequency
LAN Ports IT department 246 + 56 OPEN No Default VLAN Edit Delete
LED
Guest APP-1 24G + 56 WPA WPA2-PSK Yes 7 Edit Delete

Network Optimization

® Click Add to add a Wi-Fi network. In the displayed dialog box, configure your settings and click OK to save your
configuration.
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Add -

@ The configuration will take effect after being delivered to AP.

*S8ID
Band | 2.4G + 56

Security  Open

Collapse
Wireless Schedule  All Time
VLAN Default VLAN
Hide SSID (The SSID is hidden
entered.)
AP Isolation {The client joining this Wi-Fi network will be

4.4.1.4 Healthy Mode

The Healthy Mode module allows you to enable health mode and set a schedule.

£ Overview

Wi-Fi Settings Guest Wi-Fi Wi-Fi List Healthy Mode

(@ Online Clients

Enable healthy mode, and the device will decrease its transmit power to reduce radiation.

[ Router Tip: Changing configuration requires a reboot and clients will be reconnected.
= Wireless | Healthy Mode Device Group:  Default
APs
Enable
Wi-Fi
Save
Clients _

Blacklist/Whitelist

4.4.1.5 Wireless Client List

® The Clients module displays the wireless clients

&% Overview
o Wireless Clients
@ Online Clients

| Wireless Client List

9 Refresh
[ Router
Swireless - Username MAC P SN Duration RSSI Rate Band SSID Channel
Honor V10 e 1921681109 i A 2022-03-25
APs S - cdab = e -49 &M 5G Reyee test 52
’ " 7 1451:41
Wi-Fi
i w W Ragem 1921681102 Sawmsd  2022-03-25 - o e e @
LS " 20 o 1531:08 eyee_tes

Click Advanced Search, and you can search clients by SN and MAC address.
4.4.1.6 Radio Frequency Configuration

Click Wireless—>Radio Frequency to Configure Radio Frequency

The Radio Frequency allows you to configure the Radio Frequency parameters.
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Enable Healthy Mode, and the device will decrease its transmit power to reduce radiation.
It is necessary to reboot your device if you want to change your configuration and your network will be reconnected.
Router radiation is much lower than common radiation which doesn't harm to the human body.

Advanced Search

Action

Add to Blacklist

Add to Blacklist

Configuration
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&% Overview
€ Ti: Changing configuration requires a reboot and clients will be reconnected
(@ Online Clients
Radio Frequency Device Group:  Defau
@ Router | q 'y Device Group:  Default
o Country/Region China (CN)
= Wireless
APs 2.4G Channel Width  20MHz 5G Channel Width  Auto
Wi-Fi " N 3
Client Count Limit =~ 32 Client Count Limit 32
Clients
. Kick-off Threshold @ O Kick-off Threshold @ O
Blacklist/Whitelist i o it Dicable 75dBm 50dBm

Radio Frequency he settings are valid for only master device

Country/Region: Choose the Country/Region according to your location.

2.4G/5GChannel Width: Different products, different regions may be have different channel width.. If the interference is

severe, choose a lower channel width to avoid network stalling. The access point supports the channel width of 20 MHz
and 40 MHz. You are advised to select 20MHz channel width. After changing the channel width, click Save to make the
configuration take effect immediately.

Client Count Limit: Limit the number of connected clients. If the access point is associated with too many clients, it will
have a lower performance, affecting user experience. After you configure the threshold, new clients over the threshold
will not be allowed to access the Wi-Fi network. You can lower the threshold if there is requirement for bandwidth per

client. You are advised to keep the default settings unless there are special cases.

Kick-off Threshold: Farther the client is from the access point, lower the signal strength is. When the signal strength is
lower than the threshold, the client will be forced offline and select a nearer Wi-Fi signal.

FWireless
Kick-off Threshold @ O Kick-off Threshold @ O
APs Disable -75dBm -50dBm Disable -75d8m 50dBm
! The settings are valid f My 1 device {
Wi-Fi
Clients 246 Channel | Auto | 5G Channel  Auto
Blacklist/Whitelist
hiten Transmit Power O Transmit Power O
- Auto Lowe Low Medium High Autg owe C Mediun Hig
Radio Frequency
Roaming Sensitivity O Roaming Sensitivity O
LAN Ports Low 20% 40% 60% 80% High low 20% 40% 60% 80% High

LED

Network Optimization “

2 Qudtchae

2.4G/5G Channel: When set to Auto, the device will automatically select the best channel according to the
environmental interference. Can also choose the best channel identified by Wi-Fi Moho or other Wi-Fi scanning App.
Click Save to make the configuration take effect immediately. The more devices in a channel, the greater the

interference.

Transmit Power: Lower means 25%, Low means 50%, Medium means 75%, High means 100%, the larger the value,

the wider the coverage.

A greater transmit power indicates a larger coverage and brings stronger interference to surrounding wireless routers. In
a high-density scenario, you are advised to set the transmit power to a small value. The Auto mode is recommended,

indicating automatic adjustment of the transmit power.
Roaming Sensitivity:

a) Roaming sensitivity is the rate at which your device selects and switches to the nearest available access point,

offering a better signal.
b) A higher roaming sensitivity level indicates a poorer Wi-Fi coverage.

c) If your device will not roam, select a low roaming sensitivity level.
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d) If your device will roam, increase the roaming sensitivity level to get a better signal.
A lower level indicates a greater coverage and less frequent roaming.

Advantage: The connection will stay up.

Disadvantage: The signal may be poor.
A higher level indicates a poorer coverage and more frequent roaming

Advantage: The device will send a strong signal.

Disadvantage: The connection will be down briefly when roaming occurs.
Wireless Optimization Example:

Turn on Wi-Fi Moho when SSID is connected, can click channel to view the current environmental channel

utilization.

In the figure below, can see that channel 1 is crowded under 2.4G, and channel 13 is the best.

FBPMZBED - JZEPMZ BB E -

— WIFI MOHO

Wiredrepeater
e 72:85:c4:80:e7:97

Channel:1 Link speed:58 Mbps

& Channel

Wiredrepeater

IP:192.168.110.137 MAC:482c.a0ed.8368
Gateway:192.168.110.1 DNS:192.168.110.1

e ————-————

o

Clients Interference Find AP
WIFi Test
— ®
SSID Mobile Test Ping

(D v
Speed Channel Roam

Assistant Tool

| o o

Remote Con... Tracert Mask Calcula...

Fh

When you want to know which SSID belongs to which channel, can click interface:

The green color represents the currently connected SSID, can select the remaining SSIDs on the top to view

which channel belongs to.
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When your wireless speed is slow or in the stage of deployment, you can use WI-FI Moho to check, choose the

channel with the least interference.

: 2 - ...
J3WPMAZ BB D - ZI9PMZE DB

&  Interference <  Interference

Wiredrepeater Internal_Network Wiredrepeater Internal_Network

SELECT ALL

1 s‘--:f'j'.'-ﬂ 1

4.4.1.7 Wireless black/whitelist Configuration

The Blacklist / Whitelist module allows you to configure wireless global or SSID-based client blacklist and whitelist.

Blacklist and whitelist can achieve full match or prefix match (OUI).

Click Wireless—Blacklist/Whitelist to Configure

Global Blacklist/Whitelist

Click Add to add a blacklisted or whitelisted client. In the displayed dialog box, configure settings and click OK.
Blacklist configuration:

The blacklist is empty by default and all clients will be allowed to access the Internet. You can choose Clients to blacklist

manually.
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& Overview
Global Blacklist/Whitelist SSID-Based Blacklist/Whitelist
@ Online Clients

& Rout © All STAs except blacklisted STAs are allowed to access Wi-Fi. Only the whitelisted STAs are allowed to access Wi-Fi
= Rauter L
T Wireless N Blocked WLAN Clients T | +add @ Delete Selected
APs Upto 30 members can be added.
Wi-Fi
MAC Remark Action
Clients
No Data
Blacklist/Whitelist
Radio Frequency 10/page Total 0

LAN Ports

Match Type @ Full Prefix (QUI)

test

Cancel

Match Type Full @ Prefix (QUI)

*MAC  30:0D:9E

Remark  test

Whitelist configuration:

All online clients will be included into the whitelist by default. You can add or delete whitelist members to allow or forbid

clients' accessing to the Internet.

Note: No clients in the whitelist means all clients will be allowed to access Wi-Fi.

5% Overview
Global Blacklist/Whitelist SSID-Based Blacklist/Whitelist
@ Online Clients

B Routs All STAs except blacklisted STAs are allowed to access Wi-Fi © Only the whitelisted STAs are allowed to access Wi-Fi
outer
= Wireless - Allowed WLAN Clients + Add [ Delete Selected
APs Up to 30 members can be added| Note: If the whitelist contains no clients, all clients will be allowed to access Wi-Fi
Wi-Fi
MAC Remark Action
Clients
No Data
Blacklist/Whitelist
Radio Frequency - 10/page Total 0

a) SSID-Based Blacklist/Whitelist
Blacklist/Whitelist is used to allow or reject a client’s request to connect to the Wi-Fi network.

A Note:

OUI matching rule and SSID-based blacklist/whitelist are supported by only RAP Net and P32 (and later

versions).

Rules:
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1. In the Blacklist mode, the clients in the blacklist are not allowed to connect to the Wi-Fi network.
2. In the Whitelist mode, only the clients in the whitelist are allowed to connect to the Wi-Fi network.

£ Overview
Global Blacklist/Whitelist SSID-Based Blacklist/Whitelist
@ 0nline Clients
Blacklist/Whitelist is used to allow or reject a client’ s request to connect to the Wi-Fi network.
B Router Nate: OUI matching rule and SSID-based blacklist/whitelist are supported by only RAP Net and P32 (and later versions)
Rule: 1. In the Blacklist mode, the clients in the blacklist are not allowed to connect to the Wi-Fi network
2. In the Whitelist mode, only the clients in the whitelist are allowed to connect to the Wi-Fi network

F Wireless ¥
& Default | 3
: © All STAs except blacklisted STAs are allowed ta access Wi-Fi Only the whitelisted STAs are allowed to access Wi-Fi.

Wi-Fi

Reyee test choose one SSID .

Blocked WLAN Clients + Add T Delete Selected

Clients

Internal APP-1
Blacklist/Whitelist Upto 30 members can be added.

o IT department

Radio Frequency Guest APP-1 s Saanars et
1 AN Prrte

4.4.1.8 AP Group Configuration
a) AP group, batch upgrade, delete
All devices are added on default group which cannot be renamed or deleted.

&% Ovarview
O arist / @
| AP List| Group: All Groups Expand List Filter Batch Action

. N Clients
= Wireless Action Hostname P MAC Status Model Software Ver

@ Online Clients

{5 Router

APs
@ @ Manage () Reboot RAP2260 192.168.1104 nEx by Online RAP2260(E) 0 ReyeeDS 1 /')112';@ G
Wi-Fi

Clients 192.168.110.126 2 Offline EW1800GX-PRO 0 ReyeeOS 1.77.1321 ¢

Blacklist/Whitelist

Radio Frequency n 10/page Total 2

O ~ruist ®@

| AP List Group: All Groups Col

| List Filter Batch Action
Clients
Action Hostname P MAC Status Model So
All Groups
group! a & Manage () Reboot RAP2260 1921681104 ¥ - Online RAP2260(E) 0 Reye
grup2 m
TestSubNetw.; B . 192.168.110.126 = T Offline EW1800GX-PRO o Reyee

customer gr... [

O aroist (@)

’AP List Group: Default [ESTENE] List Filter Batch Action

Clients
Action Hostname P MAC Status Model Software Ver
@ © Manage © Reboot RAP2260 192.168.110.4 L ag i B Online RAP2260(E) 0 ReyeeQS 1.75 242'@ G
192168110126 = "ETC.Re®l Offline EW1800GX-PRO 0 Reyee0S 1.77.1321 C

The APs in the default group can be upgraded, deleted in batches or moved to other groups.

Upgrade device
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© Aruist

| AP List Group: All Groups Expand

a Action Hostname %

g & Manage O Reboot

RAP2260

Clients
P 3 MAC 3 Status ¢ Model
192.168.110.4 e Ll § Online RAP2260(E) 0
192.168.110.126 0l W] W Offline EW1800GX-PRO 1]

You have selected 1 devices, including 0 unavailable

devices (offline or upgraded to the latest version). Do you

want to upgrade the rest 1 devices?

Configuration

List Filter Batch Action

Software

Delete Device

Change Group
ReyeeOS 1.75

ReyeeOS 1.77.1321 £

o AP List

| AP List Group: All Groups Expand
Action Hostname 2

ﬁ @ Manage O Reboot

RAP2260

Delete device

© aruist

| AP List Group: All Groups Expand

a Action Hostname %
‘ @ Manage O Reboot RAP2260
]

O »~ruist

IAP List Group: All Groups ~ Expand

Action Hostname <

y & Manage O Reboot

RAP2260

Clients
IP 3 MAC = Status ¢ Model R
192.168.110.4 ol - Online RAP2260(E) 0
192.168.110.126 N el ey bl Offline EW1800GX-PRO 0
Clients
P2 MAC 3 Status * Model = -
192.168.1104 i Online RAP2260(E) )
192.168.110.126 Offline EW1800GX-PRO 0
Clients
P2 MAC = Status + Model =
192.168.110.4 EC:B9:70:23:A4:97 Online RAP2260(E) o

b) Add, Change, Delete AP group

Add group
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©)

List Filter Batch Action

Software Ver

ReyeeOS 1.75.1318 G

ReyeeOS 1.77.1321 4

Upgrade Device

Software
Delete Device

Change Group
ReyeeOS 1.7¢

ReyeeQS 1.77.1321

®

List Filter Batch Action

Software Ver

ReyeeOS 1.75.1318 G
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O ~riise

| AP List Group;: Default Collapse

Action Hostname = IP 2 MAC = Status =
All Groups
Default * Group Nante | groupt
grup2 I 1921681104  ACHMIMTFhis Online
TestSubNetw... Caincal
tus(omergr,, .
B[ o
AP List Group: All Groups Collapse tr
Action Hostname + P2 MAC < Status <
All Groups
Default [ ]
grup2 [ 2 ] @ Manage () Reboot RAP2260 192.168.1104 B2 gl 0 ey e Online
TestSubNetw... [l
customer gr.. [
B e
Change group
O ~puist
| AP List Group: All Groups Expand S
Clients
] Action Hostname + IP 2 MAC Status = Model = 3
g @ Manage © Reboot RAP2260 192.168.110.4 o BUNA Online RAP2260(E) ]

Change Group

Select Group {

Default

grup2

TestSubNetwork

customer group

Configuration

@

List Filter Batch Action
Clients
Model = ) So
RAP2260(E) ] Reyee
Total 1
List Filter Batch Action
Clients
Model = So
RAP2260(E) 0 Reyei
Total 1

@

List Filter tch Action

Upgrade Device
Software
Delete Device

Change Group

ReyeeOS 1.7¢

© Apise

Clients
Action Hostname = P2 MAC = Status + Model = .
g @ Manage O Reboot RAP2260 192.168.110.4 Lo s | Online RAP2260(E) 0
Delete group
© aruist
| AP List Group: All Groups Collapse
Action Hostname = P 3 MAC = Status 3
All Groups
Default
grup2 n @ Manage () Reboot RAP2260 192.168.110.4 EC:B9:70:23:A4:97 Online
TestSubNetw... [l
customergr... 18 B
ooen @@ W o
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List Filter Batch Action

Software Ver
ReyeeQS 1.75.1318 G
List Filter Batch Action ~
Clients
Model = . So
RAP2260(E) 0 Reyee
Total 1
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The devices of this group will be moved to the default
group. Do you want to continue?

O ~riist ®

| AP List Group: All Groups Collapse A r t List Filter Batch Action
Clients
Action Hostname P MAC Status Model 2 So
- All Groups
Default [2 ]
TestSubNetw... E @ Manage () Reboot RAP2260 192.168.110.4 [ L] o Online RAP2260(E) 0 Reyee

customer gr...

groupl n n

10/page Total 1

b) The local AP group configuration will synchronize to Ruijie Cloud.
When AP group was changed locally, it will be automatically synchronize the sub-group in the cloud:

ALL v test123 v | Search Network Q (GMT+8:00)Asia

anghai { Manage Project ” Take over Network ]I Unbind Device }

| AP List New firmware available for 1 devices AutoRefresh: @ O 4 2~
Add ( Waeb CLI I— More v | O Selected SN, Alias, Description Q]
Status i SN Config Status d MAC Alias MGMT IP Egress IP Clients Network Firmware Version Offline Time
@ Online = i L zed @l s RAP2260  192.168.110.4 B s - 1123 (groupl  ReyeeOS 1.75.1318 2022-03-19 07:00:
& offline Siismwil  Synchronizing  we=meSwiyet¥  APES)  182.166.110.189 <M @t W = lesl123 AP_RGOS 11.9(6)B1. Release(07222918)  2022-02-09 17223
4.4.2 Basic Configuration
4.4.2.1 WAN Port Configuration
Click Basics—WAN to configure WAN port setting.
=) Hostname: RAP2260 SN: SrNEA A P 1921681104
. & Reboot
® RAP2260(E) MAC: &fl <SP 08 %
Overview  Basics Wireless Advanced ~ Diagnostics ™~ System
- -
Conff
LAN

*Internet  Static IP
*ip 192.168.110.4
*Subnet Mask 2552552550
* Gateway 192.168.110.1

* DNS Server  192.168.110.1

Advanced Settings

PPPoE: Access the internet by using the broadband account provided by ISP.

DHCP: Access the internet by using the dynamic IP address provided by ISP.
Static IP Address: Access the internet by using a static IP address provided by ISP.
IP Address/Subnet Mask/Gateway/DNS Server: Those settings are required for static IP address.
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Advanced Settings
VLAN ID
*MTU 1500

*MAC ech9:70:23:a4:97
VLAN ID, MTU, MAC: you can customize those configurations as needed
4.4.2.2 LAN Port Configuration

a) Port VLAN Settings

@ Hostname: RAP2260 SN: Srumaiainie. = o IP: 192.168.110.4
P — ) Reboot
® RAP2260(E) MAC: M

Overview  Basics ¥ Wireless ¥ Advanced Diagnostics ¥ System “

LAN Settings

o LAN Settings

Port VLAN

| LAN Settings F Add

Upto 4 entries can be added.

VLAN ID Remark Action
No Data
LAN Settings Port VLAN
6 LAN Settings
port VLAN @D
| LAN Settings + Add 1 Delete Selected
Upto 4 entries can be added.
VLAN ID Remark Action
10 client Edit Delete

Overview  Basics Wireless Advanced Diagnostics System

LAN Settings Port VLAN

o Port VLAN ®

Please choose LAN Settings to create a VLAN first and configure port settings based on the VLAN,

| Port VLAN

Connected Disconnected

Port 1
VLAN 1(WAN) UNTAG
VLAN 10 TAG
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Configuration

b) DHCP Configuration (only be visible in router mode)

Change the AP's mode to Router mode

Description:
SN: G1QH6WX000534

IP: 192.168.110.4

1. The device IP address may change upon () Reboot
mode change. A497
2. Change the endpoint IP address and
ping the device. ced ¥  Diagnostics ¥  System
3. Enter the new IP address into the
) o i winine wiens SwatuR. Ui
Edm?égss barof the browser 1o access Duration: 1 hour 19 minutes 50 seconds
| 0 Systime: 2022-03-27 02:16:09
4. The system menu varies with different
work modes
5. The device will be restored and
rebooted upon mode change.
Work Mode [ AP ©] Hosthame: RAP2260 &
MAC: "5 rm ey
Se'f'orgam Role: Slave AP @ (Master AC: 192.168.110.1)
Network AP Software Ver: ReyeeOS 1.75.1318
Click basics—LAN to config DHCP Pool
The default VLAN 1 can’t be removed and its default IP address is 192.168.120.0/24.
Hostname: Maii's SN: EATE IR PR IP: 192.168.110.113
— O Reboot
* RAP2200(F) MAG T TR
Overview  Basics ~  Security ~ Advanced ¥ Diagnaostics ~ System ™
WAN
LAN Settings c IP Addresses
— LAN
€ LAN settings @
| LAN Settings + Add 1 Delete Selected
Upto 8 entries can be added.
Lease
IP Subnet Mask VLAN ID Remark DHCP Server Start IP Count . . Action
Time(Min)
255.255.255. 192.168.120. >
192.168.120.1 Default VLAN Enabled 254 30 Edit

1
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View configuration

Hostname; =
MAG: & 7 P T

=

® RAP2200(F)

Overview  Basics ~ Security ¥ Advanced ¥

LAN Settings DHCP Clients Static IP Addresses

o LAN Settings

| LAN Settings

Upto 8 entries can be added

IP Subnet Mask VLAN ID Remark
255.255.255.
192.168.120.1 0 Default VLAN =
255.255.255.
192.168.150.1 " 10 test

View DHCP Clients

Diagnostics ~

*p 192.168.150.1
* Subnet Mask 255.255.255.0
*VLAN ID 10
Remark  test
*MAC  C4:70:AB:3B:14:96
DHCP Server (@)
* Start 192.168.150.1
*IPCount 254
* Lease Time(Min) 30

SN I s

System

DHCP Server

Enabled

Enabled

Cancel

1P: 192.168.110.113

Start IP Count
192.168.120.
254
1
192.168.150.
254

1
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+ Add

Lease
Time(Min)

30

30

() Reboot

@

I Delete Selected

Action
Edit
Edit Delete

Configuration
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Hostname:

MAC: N A =4

(=)

® RAP2200(F)

Overview  Basics Security Advanced

LAN Settings DHCP Clients Static IP Addresses

o View DHCP clients

I DHCP Clients

Upto 300 IP-MAC bindings can be added.

No. Hostname IP

2 DESKTOP-LC100MH

[ _ | e
c) Binding Static IP
Click Convert to static IP

=]

© RAP2200(F)

Hostname: RAP2200 SN
MAC: &

Overview  Basics Security Advanced Diagnostics

LAN Settings DHCP Clients Static IP Addresses

0 Static IP Address List
| Static IP Address List
Up to 300 entries can be added.

No. 1P

1 192.168.120.161

Diagnostics

IP: 192.168.110.113

System

T Refresh

Remaining Lease
MAC : i
Time(min)

192.168.120.163 [ g 2L 30

192.168.120.161 = = =y 19

" IP: 192.168.110.113

System

MAC

Click Edit to modify IP address and MAC address

4.4.3 Advanced Configuration

4.4.3.1 ARP List

Click Security—ARP List to view ARP list which is the mapping relationship between IP address and MAC address.

() Reboot

@

+ Batch Convert

Status

Convert to Static IP

Convert to Static IP

O Reboot

©)

+ Add I Delete Selected

Action

Edit Delete

Configuration

The AP can learn all connected devices’ ARP. You can bind the MAC address and IP address by clicking Bind.
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Hostname: RAP2200 SN; It tesy, 1P: 192.168.110.113
= - () Reboot
© RAP2200(F) MG .
Overview  Basics Security Advanced Diagnostics System
ARP List
© e device leamnsTPmIRT TP DTETTRces connected to its interfaces. You can bind o filter the MAC address ®
| ARP List Q + Add & Bind Selected [l Delete Selected

Up to 256 IP-MAC bindings can be added.

No. MAC P Type Action
1 = E 192.168.110.254 Static Edit Delete
2 - 192.168.120.161 Dynamic & Bind

Bind Selected: Batch to bind the selected ARPs to convert them from dynamic to static.
Delete Selected: delete the selected ARP entry
Click Add can add static ARP.

4.4.3.2 Local DNS

You can click Advanced->Local DNS to configure local DNS server, but the local DNS server normally no need to be
configured. Since it will get the DNS address from the uplink DHCP Sever.

Hostname: RAljzzoa SN;: e ' IP: 192168110113 e
© RAP2200(F) MAcC e
Overview  Basics Security Advanced Diagnostics System
o The local DNS server is not required to be configured. By default, the device will get the DNS server address from the uplink device.
Local DNS server  88.8.8
4.4.3.3 POE Configuration (Only support with RAP2260(E))
The PoE Settings module allows you to configure the PoE mode.
Click advanced—PoE Settings
Hostaame: Ruije . SN: (i, & IP: 192.168.110.111 P——
® RAP2260(E) MAG: .
Overview  Basics Security Advanced Diagnostics System
Local DNS

o PoE Settings

PoE Settings

Port Setting
Power Mode Auto Port Settings

Current Mode  IEEE 802.3at

Current Power 25.5W

Save
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=) Hosthame: Ruqifu ) SN: iy n P 192.168.110.111  Reboot
© RAP2260(E) Ac

Overview  Basics Security Advanced Diagnostics System
o PoE Settings

Power Mode Auto

Current Mode ~ Auto

IEEE 802.3af

Current Power |EEE 802.3at

Power Mode: IEEE 802.3at, IEEE 802.3af or Auto

Current Mode: Display current POE mode

Current Power: Display current Power consumption.

Note:

Only Wi-Fi6 products support POE In function (RG-RAP2260(G), RG-RAP2260(E), RG-RAP6260(G) )

4.4.3.4 Port Flow Control Configuration

Click advanced—Port settings

Flow control can relieve the data congestion caused by ports at different speeds and improve the network speed.

E] Hostname: Ruijie SN: Wi IP: 192.168.110.111
. () Reboot
* RAP2260(E) MAC- SR
Overview  Basics Security Advanced Diagnostics System
Local DNS
Port Settings
Flow control can relieve the data ¢ PoE Settings fferent speeds and improve the network speed.
Flow Control (@D
4.4.4 Operation and Maintenance
4.4.4.1 Network Check
Click Start->OK, it will start the network check, then show the result in one minute.
Hostname: ReyeeAP2 SN: G1QH26P01384A 1P: 192.168.110.205
() Reboot
o RAP1200(F) MAC: C4:70:AB:A2.C3:6A

Overview  Basics Wireless Advanced Diagnostics System

Network Check

o Network Check @

Alarms

Fault Collection
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=

® RAP2260(E)

Hostname: ® ‘5% SN: F=RSHARIEN. =

MAG =y B .8, Bl

Overview  Basics ¥ Security ¥  Advanced ~  Diagnostics ¥ System

o Network Check

WAN/LAN Cable
Auto-Negotiated Speed
WAN Port

DHCP-Assigned IP Address
LAN & WAN Address Conflict
Loop

DHCP Server Conflict

IP Address Conflict

Route

4.4.4.2 Alarms

You can view and manage the Alarms here.

[E] Hastname: Ruijie SN: @7 SR

- im Pl Bl =

® RAP2260(E) MAC AT
Overview  Basics Security Advanced ~  Diagnostics System

Network Check

Alarms

Network Tools

o View and manage alarms.

| Alarm List

Fault Collection

Expand  Alarms Suggestion

No Data

10/page

Click Unfollow to un-follow an alarm.

o View and manage alarms.
| Alarm List

Expand Alarms Suggestion
There is more than one DHCP server in

the LAN network.

Please disable the extra DHCP server in the LAN network.

Hostname SN Type Time

Ruijie G1QH2LV00090C  RAP260(G)

2021-04-29 17:06:47

Configuration

IP: 192.168.110.111
O Reboot

IP: 192.168.110.111
@) Reboot

View Unfollowed Alarm

Action

Total 0

View Unfollowed Alarm

Action

Delete Unfollow

Details
A DHCP server conflict occurs in LAN network:

MAC:00:74:9c:b4:b6:8b,1P:1.1.1.1,VLAN ID:30;
MAC:00:74:9c:b4:b6:8¢,IP:1.1.2.1 VLAN 1D:20
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Are you sure you want to unfollow the alarm
and delete it from the alarm list?

1. After being unfollowed, an alarm will not appear again..

2. You can click View Unfollowed Alarm to re-follow an

Click View Unfollowed Alarm, then you can view and follow the alarm again.

unfollowed alarm.

View Unfollowed Alarm

A MAC address conflict
or loop error occurs.

Re-follow

Cancel

Note:

After clicking delete, the alarm will reappear when the warning occurs. And after clicking Unfollow, the alarm will never
appear

4.4.4.3 Network Tools
The Network Tools including: Ping, Traceroute, and DNS Lookup.

a) Ping tool
Test whether the IP/Domain is reachable.

Overview  Basics ¥ Security Advanced Diagnostics System

0 Network Tools @

Tool
* IP Address/Domain  172.26.5.195
*PingCount = 4
* Packet Size = 64 Bytes

PING 172.26.5.195 (172.26.5.195): 64 data bytes

72 bytes from 172.26.5.195: seq=0 ttI=63 time=2.678 ms
72 bytes from 172.26.5.195: seq=1 ttl=63 time=1.211 ms
72 bytes from 172.26.5.195: seq=2 tt1=63 time=1.157 ms

b) Traceroute

Traceroute tool can count the number of hops, showing communication links from one point to another point and the
time it takes for each hops.
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Overview  Basics Security ¥ Advanced * Diagnostics System

o Network Tools
Tool
*IP Address/Domain | www.ruijie.com.cn

* Max TTL 20

traceroute to www.ruijie.com.cn (139.198.13.73), 20 hops max,
46 byte packets

1 192.168.110.1 (192.168.110.1) 0.553 ms 0.454 ms 0.438
ms

2 172.26.4.1(172.26.4.1) 2.485ms 2.042 ms 1.996 ms

c) DNS Lookup

Resolve a domain to an IP address.
@ Network Tools @
Tool Ping Traceroute © DNS Lookup
* IP Address/Domain | cloud-as.ruijienetworks.com

Server: 127.001
Address: 127.0.0.1#53

Name:  cloud-as ruijienetworks.com
Address 1: 34.87.32.36

4.4.4.4 Fault Collection

The Fault Collection module allows you to collect faults by one click and download the fault information to the local device.
4.4.4.5 System

1 Setting system time

Click Network—Time to set system time

& Overview
@ configure and view system time (The device has no RTC module. The time settings will not be saved upon reboot)
= Wireless
Current Time  2022-03-27 20:09:01 Edit
£ Switches
* Time Zone (GMT+8:00)Asia/Shanghai
¥ Network
* NTP Server 0O.cn.pool.ntp.org Add
Password T.cn.pool.ntp.org Delete

Scheduled Reboot

cn.pool.ntp.org Delete
Reboot & Reset

pool.ntp.org Delete

asia.pool.ntp.org Delete

europe.pool.ntp.org Delete

ntpl.aliyun.com Delete

Current Time: If not set or synchronized with a time server, it will be start with the manufacture time.
Time Zone: Choose the time zone based on your address.

NTP Server: You can click Add to add an NTP server.
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2 Setting login Password

Click Network—Password to set login password.

Set a new password with at least 6 characters.

&% Overview
o Change the login password. Please log in again with the new password later.
“= Wireless
*Old Password = sssesssses
[Z) Switches

* New Password
=& Network

Time

* Confirm Password sesssssneee
Password

Reboot & Reset

3 Setting Login Page Timeout

Click System—Login to set the login page timeout time. This can be set from 600 to 7200 seconds.

@ Hostname: Ruijie SN: G1QHBWX000534 IP; 192.168.110.111
® Reboot
® RAP2260(E) MAC: EC:B9:70:23:A4:97
Overview  Basics Security Advanced Diagnostics System
o Session Timeout @

* Session Timeout 3600

Reboot

4 Backup/Import Configuration

Click System—management

You can import a configuration file to AP or export the current configuration of AP here.
If the target version is much later than the current version, some configuration may be missing.

It is recommended to restore the settings first then importing the configuration. The device will reboot automatically if

you restore it.

Overview  Basics Security Advanced Diagnostics System
Backup & Import Reset
o If the target version is much later than the current version, some configuration may be missing. @

It is recommended to choose Restore before importing the profile. The device will be rebooted automatically later.

] Backup Profile

Backup Profile

| Import Profile

File Path Brovis

5 Reset
You can restore the device to factory settings on this page.

Click Reset to restore the device.
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Overview  Basics Security Advanced Diagnostics System

Backup & Import Reset

@ Reseting the device will clear the current settings. If you want to keep the setup, please Backup Profile frst. @)

6 Upgrade

There are two modes to choose: Online Upgrade and Local Upgrade.

Online Upgrade

Click Upgrade->Online Upgrade->Upgrade Now, will download and upgrade to latest version. The upgrade operation
won'’t affect the current configuration, but the AP will reboot after upgrading successfully. Please do not refresh the page

or close the browser when do upgrading. It will be redirected to the login page automatically after upgrading.

Overview  Basics Security Advanced ~ Diagnostics System

Login
Online Upgrade Local Upgrade
_ Management

o Online upgrade will keep the current setup. Please do not refresh the [ Upgrade ill be redirected to the login page automatically after upgrade.

Reboot
Current Version ReyeeOS 1.75.1318 (It s the latest version.)

Online upgrade will keep the current setup. Please do not refresh the page or close the browser. You will
be redirected to the login page automatically after upgrade.

Current Version i)
New Version

Description

Tip 1. If your device cannot access the Internet, please click Download File.

2. Choose Local Upgrade to upload the file for local upgrade.

Upgrade Now

If there isn‘t new version, the device will pop-up a massage that the current version is the latest.
Overview  Basics Security Advanced Diagnostics ™ System
Online Upgrade Local Upgrade

o Online upgrade will keep the current setup. Please do not refresh the page or close the browser. You will be redirected to the login page automatically after upgrade.

Current Version ReyeeQS 1.75.1318 (It is the latest version.)

Local Upgrade

Click Browse to select an upgrade package, click Upload. After uploading successfully, it will display the upgrade

package information and pop-up a prompt asking for upgrading. Click OK to start the upgrade.
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Overview  Basics Security Advanced Diagnostics System

Online Upgrade Local Upgrade
€D Piease o not refresh the page or close the browser. ®@
Model RAP2260(E)
Current Version ReyeeOS 1.75.1318
Keep Setup (If the target version is much later than the current version, it is recommended not to keep the setup.)
File Path Browse
Keep Setup: If the target version is much later than the current version, it is recommended not to keep the
configuration.
7 Reboot the device/Schedule Reboot
click System—.>Reboot

a) Reboot
The Reboot module allows you to reboot the device immediately.

Overview  Basics Security Advanced Diagnostics System
Reboot Scheduled Reboot
@ Frease keep the device powered on during reboot ®

Click Reboot, and click OK in the confirmation box. The device is rebooted and you need to log into the Eweb

management system again after the reboot. Do not refresh the page or close the browser during the reboot.
After the device is successfully rebooting, you will be redirected to the login page of the eWEB management system.

b) Schedule Reboot

Overview  Basics Security Advanced Diagnostics System

Reboot Scheduled Reboot

o It is recommended to set the scheduled time to a network idle time, e.g., 2 AM..

The downlink device will also be rebooted as scheduled.

Enable @D

Day B Mon B Tue Wed Thu [ W&l B sat B Sun

Time 03 : 00

Save

8 AP LED
You can turn on/off the AP’s LED indicator here.
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LED Status Control
o Control the LED status of the downlink AP.

= Wireless

APs Enable (D /

Clients
Blacklist/Whitelist
Radio Frequency
LAN Ports

LED

4.5 Reyee Mesh Wi-Fi Configuration

4.5.1 Network Setting

4.5.1.1 Quick start

Wired connect

You need to connect the router to a power supply and connect the LAN port of a modem to the WAN port of the router.

The port nearest to the Reset button on the router is the WAN port, and other network ports are LAN ports.

Power

o—

ml

Router WAN Port

1. Configuring the Internet Connection Type

Configure the Internet connection type according to requirements of the local Internet Service Provider (ISP). Otherwise,
the Internet access may fail due to the improper configuration. You are advised to contact your local ISP to confirm the

Internet connection type:

° Figure out whether the Internet connection type is PPPoE, DHCP mode, or static IP address mode.
) In the PPPoE mode, username, password, and the service name are needed.
° In the static IP address mode, IP address, subnet mask, gateway, and DNS server are needed to configure.
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Ruijie | 7Reyce

N

EW1200G-PRO

Welcome to Use Reyee Router

@ | have read and agreed to Saftware License Agreement

O Auto upgrade the device when 2 new version appears

Copyright©2000-2022 Ruijie Networks Co, Ltd.

Wizard

Internet: DHCP Recommended &

PPPot DHCP Static P Repeater

@ You have gained access to the Internet
Account is no required,

P
172265104

Subnet Mask
255.255.252.0

Gateway
1722641

DNS Server
192.168.58.110 192.168.58.94

Previous Next

2. Configuring a Wi-Fi Network
(1) Setting the SSID and Wi-Fi password: The device has no Wi-Fi password by default, indicating that the Wi-Fi

network is an open network. You are advised to configure a complex password to enhance the network security. The
password must be a string of 8 to 31 characters, which can contain uppercase and lowercase letters, digits, and English
characters but cannot contain special characters such as single quotation marks ('), double quotation marks ('), or
spaces.

(2) Setting the management password: The password is used for logging in to the management page. The
management password must be a string of 8 to 31 characters that contain at least three types among uppercase letters,
lowercase letters, digits, and English characters but cannot contain admin, Chinese characters, spaces, or question
marks (?). You can set the password same as the Wi-Fi one.

(3) Setting the country or region: The Wi-Fi channel may vary from country to country. To ensure that a client
searches for a Wi-Fi network successfully, you are advised to select the actual country or region.

(4) Setting time: Set the system time. The network time server is enabled by default to provide the time service. You

are advised to select the actual time zone.

(5) Overriding the configuration: Click Override. The Wi-Fi network will be restarted. You need to enter the new Wi-Fi

password to connect to the new Wi-Fi network.
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Wi-Fi Settings

Dual-Band Single SSID

* SSID (2.4G)

@Ruijie-s49FD

*SSID (5G)

@Ruijie-s49FD 5G

* Wi-Fi Password ()

Management Password Same as Wi-Fi Password
I N ST

Country/Region/Time Zone .

*SSID (5G)

@Ruijie-s49FD_5G

* Wi-Fi Password [ @)

Country/Region/Time Zone v

* Country/Region

China (CN)

* Time Zone

(GMT+8:00)PRC

3. Verification and Testing

You can access the Internet after connecting to the Wi-Fi network. Log in the management page (the default address is
192.168.110.1) and, Internet connection status, real-time upstream and downstream traffic data will be displayed on the

page.

T 4.08Kbps .
v 30.15Kbps &

EW1200G-PRO Clients

Wireless connect
1. Wireless repeater mode

(1) Click Wireless Repeater, select the Country/Region and the SSID of the primary router, and enter the Wi-Fi
password to connect to the primary router.
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e Country/Region

Country/Region

Country/Region

China (CN)

Time Zone

(GMT +8:00)PRC
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&< Wireless Repeating

| 56 @Ruijie-s49FD_5G |

@
ES

&« Wireless Repeating

Confirm SSID and Wi-Fi Key:

* Primary Router SSID
@Ruijie-s49FD_5G

* Password

(2) Set the SSID and password and save the settings. Then, the Wi-Fi network will be restarted.
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&« Wireless Repeating

New SSID and Wi-Fi Key:

SSID (2.46)

@Ruijie-WirelessRepeater

*SSID (5G)

@Ruijie-WirelessRepeater5G

* Wi-Fi Password (}

Management Password

* Management Password

Applying configuration...16 Sec

@Ruijie-s49FD
SSID (5G): @Ruijie-s49FD_5G

P e
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&« Wireless Repeating

@ Finish

SSID (2.4G)
@Ruijie-s49FD_5G_plus
SSID (5G)

@Ruijie-549FD_5G plus_5G

Admin URL: ruiyi.cn

Admin Password:ruijie123

In the wireless repeater mode, only Wi-Fi signals are extended and the DHCP function is disabled. The IP addresses of
all clients connected to the primary and secondary routers are assigned by the primary router. If the device connects to
the primary router in wireless repeater mode, the WAN port of the device keeps unchanged. If WAN cable is plugged in,

the device automatically switches to the wired repeater mode.

Wizard

|
- I Ld,’ e g
Recheck

2. Wireless ISP mode

(1) Click WISP. On the displayed network setup page, click Next to automatically obtain an IP address. If the primary
router cannot deliver an IP address, select Static IP. Select the SSID of the primary router and enter the Wi-Fi password

377



Reyee Cookbook Configuration

to connect to the primary router.

&« WISP
Internet:

Rl
192.168.111.10

* Subnet Mask
255.255.255.0

* Gateway

192.168.111.1

* DNS Server
192.168.111.1

5 WISP

| @Ruijie-s49FD_5G £ 2 ‘
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& Wireless Repeating

Confirm SSID and Wi-Fi Key:

Primary Router SSID

@Ruijie-s49FD_5G

* Password

(2) Set the SSID and password and save the settings. Then, the Wi-Fi network will be restarted.
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Wireless Repeat

Local Router Wi-Fi

© New W Same as Primary Router Wi-Fi

*SSID (2.4G)

@Ruijie-s49FD_5G_plus

*SSID (5G)

@Ruijie-s49FD_5G_plus 56

Password (:)

* Wi-Fi
et
Management Password Same as Wi-Fi Password
* Management Password
ot

Wireless Repeating

Local Router Wi-Fi

7z
7N
Pairing
Please wait for 1 to 2 minutes.

Management Password

Wireless Repeating Result

Finish

Please connect to the Wi-Fi n n. If you fail to

discover the SSID, please try ag

SSID (2.4G)
@Ruijie-s49FD _5G_plus
SSID
@Ruijie-s49FD_5G _plus 5G
Wi-Fi Passw

Kk RRRRRK

Admin URL: ruiyi.cn

Admin Password:RUIJIE123.
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In the wireless ISP mode, the device still supports routing and DHCP functions, the IP addresses of clients connected to
the primary router are assigned by the primary router and the IP addresses of clients connected to the secondary router
are assigned by the secondary router. When the device connects to the Internet through wireless connection, the wired
WAN port becomes the LAN port for use by clients.

Mesh

(1) Click Mesh Networking, then click the Next button after enter the mesh page. According to the mesh steps in this

page, press the mesh networking button on the primary and second router.

Wizard

|
e |
Pt /
L/dﬁ ==
= -
Router WAN Port
e ches

e

&« Mesh Networking

0 Place the new router 2 meters away from the primary
router and power on the new router.

The system LED of the new router starts to blink. Wait for 2

v

@ Press the Mesh Networking button on the primary
router.

(2) After the page prompts that the mesh networking is succeeded, you can see one new repeater is connecting to

primary router.
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— Mesh Networking

€ Mesh networking succeeded.

-
I . J — e————]
o
iF 26.67Kbps
o 47 41Kbps [zee =]
EW1200G-PRO Repeater Clients

4.5.1.2 Basic

1.1 WAN
The router supports three Internet connection types: PPPoE, DHCP, and static IP.

0 Configure WAN settings.

@ Basics

WAN * Internet | DHCP

LAN PPPoE or DHCP clients.

IPTV IP DHCP

Static IP
IPv6 Address Subnet Mask ¢55.¢35.4520
Repeater/WISP
Gateway
= WLAN
DNS Server 192.168.¢ 0 192.168.58.94
©) Security
EIVPN
*MTU 1500

= Advanced v

*MAC | cO:b8:eb.
(@ Diagnostics
802.1Q Tag

“= System
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MTU: Sometimes, the ISP restrict the speed of large data packets or prevent large data packets from passing through.
As a result, the network speed is low or even the network is disconnected. In this case, you are required to set the

maximum transmission unit (MTU) to a smaller value.
The default MTU value is 1500, which is the maximum MTU size. You are advised to gradually adjust the value to 1492,
1400, or even smaller if necessary.

MAC: The ISP may restrict the access of devices with unknown Mac addresses to the Internet for the sake of security.
In this case, you can change the MAC address of the WAN port to another address. You are advised to use the MAC
address of an old router that is allowed to access the Internet (the MAC address can be found on the bottom label of the
device). Enter the Mac address in the format of 00:11:22:33:44:55.

ﬂ Note:

Changing the MAC address of the LAN or WAN port will disconnect the network. You need to reconnect to the

router or restart the router, please handle with care.

1.2 LAN
a) Overview

The DHCP server function enables a router to automatically assign IP addresses to clients so that clients connected to
the LAN ports or Wi-Fi network of the router could obtain IP addresses for Internet access. When multiple routers are
connected through LAN ports, the DHCP server conflict will occur. In this case, you need to disable the DHCP server
function and keep the DHCP service only on one router available. Otherwise, some devices may be disconnected to the

network from time to time.
b) Configuration Steps
Choose More > Basics > LAN.

DHCP Server: The DHCP server function is enabled by default. You are advised to enable it when only a single router is

used. When multiple routers are connected to the primary router through LAN ports, you need to disable this function.

If the DHCP server function is disabled on all routers on the network, clients cannot automatically obtain IP addresses.
You need to enable the DHCP server on a router or manually configure a static IP address for every clients for Internet

access.
e =) =
Ruijie | fiReyce - s o= englsh~ B2 & @
Endpoints Internet - More
@ Basics LAN Settings ~ DHCPClients  Static IP Addresses  DNS Proxy
WAN @ AN settings @)
AN
‘P 192.168.110.1
IPTV
1PV Address *Subnet Mask  255.255.255.0
Repeater/WISP Rermark
= WLAN
MAC  cObBei21:40% e
) Security
DHCP server (@D
VPN
*Start | 192.168.110.1
1 Advanced
PCount 254
(& Diagnostics
Lease Time(Min) 30 ]
& System al
Cotose
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Configure the IP address and subnet mask, and click Save. After the IP address of a LAN port is changed, you need to

log in to eWeb by using the new IP address of the LAN port.

Start: Enter the initial IP address of the DHCP address pool. Client obtains an IP address from the address pool. If all

the addresses in the address pool are used up, the client will fail to obtain the IP address.
IP Count: Enter the number of IP addresses in the address pool. The default value is 254.

Lease Time (Min): Enter the address lease time period. When a client keeps connecting, the lease is automatically
renewed. If the lease time is not renewed due to the client disconnection or network instability, the IP address will be
reclaimed after the lease period expires. After the client connection is restored, the client could request an IP address

once again. The default lease period is 30 minutes.

DHCP Clients: this page displays all clients got IP address from this device. Click Convert to Static IP to bind
specify static IP address, you can see all users with static IP address in the Static

LAN Settings DHCP Clients Static IP Addresses DNS Proxy
© View HCP dlients. ®
| DHCP Clients 2 © Refresh + Batch Convert
Upto 300 IP-MAC bindings can be added.
No. Hostname P MAC Remaining Lease Time(min) Status
1 USER-20191214JF 192.168.110.47 T s % 24
2 * 192.168.110.147 . 29
n 10/page Total 2

Static IP Address List: Click Add. In the displayed static IP address dialog box, enter the Mac address and the IP
address of the target client, and click OK. After the static IP address is bound, the client will obtain the IP address when

they connect to the router.

LAN Settings DHCP Clients Static IP Addresses DNS Proxy
€D static IP Address List @
| Static IP Address List + Add
Upto 300 entries can be added.
No P MAC Action

1 192.168.111.106 edi

n 0/page Total 1
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Add 2

*1P 192.168.111.106

*MAC | eaaS

Cancel m

DNS Proxy: It is disabled by default and the DNS delivered by a carrier is used. If the DNS is incorrectly configured, the

network is accessible and the mobile app can access the Internet properly, but the Web page cannot be opened. You

are advised to disable the function.

LAN Settings DHCP Clients Static IP Addresses DNS Proxy

o DNS proxy is not required. The device will obtain the DNS server address from the uplink device by default. @

Enable @D

* DN Server

DNS Server: Clients automatically use the DNS service provided by the primary router by default. The default
configuration is recommended. After the DNS proxy function is enabled, you can enter the IP address of the DNS server.

The available DNS service varies from region to region. You can consult the local ISP.

1.3 IPTV

a) IPTV/VLAN

Choose More > Basics > IPTV. IPTV is an Internet television service provided by ISP. At the beginning, you need to
check whether the IPTV service has been provisioned and the local IPTV service is of the VLAN or Internet Group
Management Protocol (IGMP) type. If the local IPTV is of the VLAN type, confirm the VLAN ID. If you are not sure of the
IPTV type, contact your local ISP.

Select a local ISP mode, click the drop-down list of the target port, select IPTV from the drop-down list, and enter the
VLAN ID provided by the ISP. For example, connect an IPTV set top box (STB) to LAN3 and set the VLAN ID to The

configuration is shown in the figure below.
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= e
Ruijie | SReyce © Gh @ : = tgisn- 3 & @
Home Endpoints Internet Wi-Fi More

@ Basics
IPTV/VLAN IPTV/IGMP
WAN
@ 'PTV/VLAN settings.
LAN
- | IPTV/VLAN
IPvb Address *Mode  Custorn
Repeater/WISP
*LANT
T WLAN
“LAN2 IPTV
@ Security
*LAN3  Internet
ZIVPN
SIPTVVIANID 20
=jAdvanced
Internet VLAN 802.1Q Tag
@ Diagnostics
=
Save -
& System A
& Collapse EWABENS - Govgle Chrome |

Internet VLAN: If a VLAN ID needs to be set for the Internet access service, enable the Internet VLAN function and
enter a VLAN ID. The VLAN tag function is disabled by default. You are advised to disable the function unless in special

cases.

After the configuration, confirm that the IPTV STB is connected to the specified port properly. Take the following figure
as an example, connect the IPTV STB to LAN3.

b) IPTV/IIGMP
The configuration applies to Vietnam FPT ISP. After it is enabled, connect the IPTV STB to any LAN port of the router.

@ ® =
Ruijie | FReyee 7 ol Engish- 3 & @
Endpoints Internet - More

@ Basics

IPTV/VLAN IPTV/IGMP

WAN

o IPTV/IGMP (For Vietnamese FPT Service Provider)
LAN
IPTV | IPTV/IGMP

IPvé Address Enable (@D

Repeater/WISP
= WLAN
) Security
VPN
1 Advanced
(@ Diagnostics

= System ri

“Collapse

1.4 IPv6 Address

The WAN Settings module allows you to configure WANvV6 settings, including DHCP, static
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@Bl IPv6 Address
o 1. When IPv6 is enabled, the MTU of IPv4 WAN port must be greater than 1280.
WAN 2. If you want to set more than one IPv6 LAN, please choose Port VLAN to set only one VLAN to UNTAG and set the other VLANS to Not Join.
LAN
Enable c
IPTV
WAN Settings LAN Settings DHCPv6 Clients
1Pv6 Address _
Repeater/WISP WAN_V6
T WLAN ¥ * Internet DHCP
; No username or password is required for DHCP clients.
@ Security ki
IPv6 Address
ZIveN ¥
IPv6 Prefix
FAdvanced ¥
Gateway
(@ Diagnostics B4
DNS Server
¥ System N
NAT66
&« Collapse

The LAN Settings module allows you to configure LANV6 settings. For IPv6 Assignment, you can chose Auto, DHCPv6
and SLAAC. For IPv6, you need to input one IPv6 Prefix.

& Basics - WAN Settings LAN Settings DHCPV6 Clients
WAN
IPv6 Assignment | DHCPv6 @
LAN
IPTV IPvb Address/Prefix
Length
IPvb Address
Repeater/WISP Advanced Settings
= WLAN v Subnet Prefix Name Default @
£ Repeaters Subnet Prefix Length 64 @
© Security N SubnetID 0 ®
VPN 2
= * Lease Time(Min) 30 @
£ Advanced v
DNS Server
@) Diagnostics e
& Collapse

The DHCPv6 Clients module allows you to configure DHCPvV6 clients.
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ie 10} Gh (7 7 = . 58
Ruijre | BReyee v &= English 8 ®
Home Endpoints Intemet Wi-Fi More
& Basi
1Pv6 Address
@ 1 When 1Pvs s enabled,
WAN i ¢ E
LAN
enable (@D
IPTV
{BVE et WAN Seffings  LAN Settings SHCPVE Clients
Repeater/WISP 0 DHCPVE Clients
You can view the DHCPVS clients information on this page.
FWLAN
| DHCPv6 Clients
@ security
No. Hostname 1PV Address Remaining Lease Time(min) DUID
SlveN
No Dat
Eadvanced
10/page Total 0
@ Diagnostics
I System

"
ri

«Callapse

1.5 Repeater/WISP

Router: the Repeater/WISP module displays the current mode and the other available modes. When device works as
Router mode, it means this device acts as the DHCP server and connected users will obtain the ip address from this

device.

& Basics
The device is working in Router mode. The following three modes are available:

WAN © Router Access Point Wireless Repeater WISP

LAN
IPTV
IPv6 Address

Repeater/WISP

= WLAN =
©) Security ¥
ZIVPN i
=1 Advanced .
(@ Diagnostics ¥

% System ¥

«Collapse
Access Point

The Access Point mode relies on a network cable to provide reliable transmission over a more stable Wi-Fi network with
less interference. You are advised to use the wired repeater mode. Ensure that the primary router can access the
Internet with DHCP server enabled. Otherwise, the configuration will fail.

Click Access Point, click Check, and then click Save. The device will run in the AP mode, namely, network address

translation (NAT) and DHCP-related routing functions will be disabled.
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@ Basics
The device is working in Router mode. The following three modes are available:
WAN Router @ Access Point Wireless Repeater WISP
LAN . - . : . :
e This mode allows you to establish a wired connection between a primary router and a secondary router, extending network coverage.
T Cable Connection: Please connect the WAN port of the local router to the LAN port of the primary router.
IPv6 Address | Wired Repeater
Repeater/WISP Status Cable Plugged
=WLAN IP Address: 192.168.111.38
© Security *Local Router SSID  @Ruijie-sC801 5G
VPN ¥ Password ~ sssessases
(@ Diagnostics
= System
«Collapse

ﬁ Note:

Ensure that the primary router can access the Internet with DHCP server enabled. After the configuration is

saved, the Wi-Fi network will be restarted, and clients need to reconnect the Wi-Fi network.

Wireless Repeater

The wireless repeater mode extends the Wi-Fi coverage of the primary router. Switch this device over to the wireless
repeater mode, it needs slave device connect the SSID of master device. After enable this feature, the connected users

will obtain the IP address from the uplink device.

Click Wireless Repeater and then click Select. A list of surrounding Wi-Fi signals pops up.

@ Basics
The device is working in Router mode. The following three modes are available:
WAN Router Access Point © Wireless Repeater WISP
LAN . . . .
» This mode allows you to establish a wireless connection between a primary router and a secondary router, extending network coverage.
e » The local router will work as a secondary router.
IPTV e [tis recommended to select a 5G Wi-Fi of the primary router.
IPv6 Address

| Wireless Repeater
Repeater/WISP
Primary Router

= WLAN ¥
*SSID Select
©) Security
VPN ¥
3 Advanced N

(@ Diagnostics ¥

= System

€ Collapse
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Configuration

5G Wi-Fi List Select a target Wi-Fi.

:

5SID BSSSID Security Channel RSSI
@Ruijie- -22 dBm
c2:b8:e6:11:49:1f WPA2PSK 48
S49FD 5G High

-26 dBm

Reyee test 30:0d:9e:e7:29:19 OPEN 161 :
High
-27 dBm
Router RAP ec:b9:70:23:a4:99 OPEN 60 -
High
-27 dBm
IT department 3a:0d:9e:e7:€9:19 OPEN 161 ]
High
-29 dBm
@Ruijie-s0D13 ee:b9:70:8e:0d:15 OPEN 64 ]
High
LS - The device is working in Router mode. The following three modes are available:
WAN Router Access Point © Wireless Repeater WISP
LAN o : 1:: k:‘;:? ::It{::/jv ?;T: ;?keas:aflsii\l)an\g:rey\is)su :::ne(tion between a primary router and a secondary router, extending network coverage.
IPTV * Itis recommended to select a 5G Wi-Fi of the primary router.

IPv6 Address | Wireless Repeater

Repeater/WISP

REAEELl Primary Router
FIMLAN *SSID @Ruijie-s49FD 5G  celect
@ Secur ¥

B * Wi-Fi Password
EvPN Local Router
5 Advanced b Local Router Wi-Fi @ New Wi-Fi Same as Primary Router Wi-Fi
(@ Diagnostics - *SSID(24G)  @Ruijie-s49FD_5G plus
- System - *SSID(5G) | @Ruijie-s49FD 5G plus 56
Wi-Fi Password | suesesees
&Collapse
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Configuration

5G Wi-Fi List Select a target Wi-Fi.

:

SSID BSSSID Security
@Ruijie-
c2:b8:e6:11:49:1f WPAZPSK
s49FD 5G
Reyee test 30:0d:9e:e7:€9:19 OPEN
Router RAP ec:b9:70:23:a4:99 OPEN
IT department 3a:0d:9e:e7:29:19 OPEN
@Ruijie-s0D13 ee:b9:70:8e:0d:15 OPEN

Channel

48

161

60

161

R551

-22 dBm
High

-26 dBm
High

-27 dBm
High

-27 dBm
High

-29 dBm
High

& Basics

WAN

LAN

IPTV

1Pv6 Address

Repeater/WISP

T WLAN

@Se(uri(y

EIvpn

5 Advanced

(@ Diagnostics

ESystem

«Collapse

The device is working in Router mode. The following three modes are available:

Router Access Point © Wireless Repeater

= This mode allows you to establish a wireless connection between a primary router and a secondary router, extending network coverage.

@ - e local router will work as a secondary router.
+ Itis recommended to select a 5G Wi-Fi of the primary router.

| Wireless Repeater
Primary Router

#SSID @Ruijie-s49FD 5G  select

* Wi-Fi Password | ceeeeeenes
Local Router

Local Router Wi-Fi @ New Wi-Fi Same as Primary Router Wi-Fi
*SSID(24G) | @Ruijie-s49FD_5G_plus
*SSID(5G)  @Ruijie-s49FD_5G_plus 5G

Wi-Fi Password  secessses

In this mode, you can create new WiFi for users to connect or chose the WiFi same as primary router WiFi.
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Note:

1) The wireless repeater mode will affect the network speed and stability. You are advised to plug in a network cable

and select the wired repeater mode if the network cable is available.
2) In the wireless repeater mode, unpluging the WAN cable to prevent loops, which may cause network interruption.
WISP

Switching the device to the WISP mode allows users to establish their own WLAN for Internet access in public spaces,
such as coffee shop, hotel, airport or restaurant. WISP configures the WAN port of router to wireless access. Please first

select the access type (DHCP, PPPoE or Static IP), and connect to the specific SSID.

@ Basics 24
The device is working in Router mode. The following three modes are available:

ary Router Access Point Wireless Repeater ‘ © WIsP

LAN o » WISP configures the WAN port of router to wireless access. Please first select the access type (DHCP, PPPOE or Static IP), and connect to the specific SSID.
Tt s WISP allows users to establish their own WLAN for Internet access in public spaces, including coffee, hotel, airport or restaurant.
IPV6 Address | WAN
Repeater/WISP * Internet DHCP
FWIAN - No username or password is required for DHCP clients.
© Security 4 e
VPN v
53 Advanced i
(@ Diagnostics %
“=-System %
«Collapse

5G Wi-Fi List Select a target Wi-Fi.

.

SsiD BSSSID Security Channel

@Ruijie-
S49FD_5G

c2:b8:e6:11:49:ff WPA2PSK

Reyee test 30:0d:9e:7:29:19

Guest APP €6:70:ab:72:71:66 WPA2PSK

TestRAP2200F c470:ab:a2:71:66

Router RAP ec:b9:70:23:a4:99

Note:

After you click Save, the Wi-Fi network will restart. You need to connect the new Wi-Fi network. Exercise caution when

performing this operation. Remember the SSID and password.
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@ Basics
The device is working in Router mode. The following three modes are available:
WAN Router Access Paint Wireless Repeater | O WIsP I
LAN 2 =
ﬂ « WISP configures the WAN port of router to wireless access. Please first select the access type (DHCP, PPPOE or Static IP), and connect to the specific SSID.
* WISP allows users to establish their own WLAN for Internet access in public spaces, including coffee, hotel, airport or restaurant.

IPTV

IPv6 Address | Wireless Repeater

Repeater/WISP Primary Router
FWLAN ¥ #SSID @Ruijie-s49FD_5G  Sclect
© Security - * Wi-Fi Password | eeceeceeee
EvpN b4 Local Router
B3 Advanced v Local Router Wi-Fi @ New Wi-Fi Same as Primary Router Wi-Fi
@ Diagnostics > *SSID(24G)  @Ruijie-s49FD_5G_plus
% System v *SSID(5G) | @Ruijie-s49FD_5G_plus_5G

Wi-Fi Password
Previous Save
«Collapse

In this mode, you can create a new WiFi for the user to connect or choose the WiFi same as primary router WiFi.

Finish

Please connect to the Wi-Fi network again. If you fail to
discover the SSID, please try again.

581D (2.4G):
@Ruijie-s49FD 5G plus
SSID (5G):
@Ruijie-s49FD 5G plus 5G
Wi-Fi Password:

KEKKEREARK el

Admin URL: ruiyi.cn

4.5.1.3 WLAN

1.1 Wi-Fi
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a) Wi-Fi settings

Configuration

The WiFi Settings module allows you to configure the primary WiFi. If the Dual-Band Single function is enabled, the
2.4G and 5G bands will use the same SSID.

€ Basics

= WLAN
Wi-Fi
Blacklist/Whitelist

Radio Frequency

© Security ¥

VPN

£ Advanced @

(@ Diagnostics v

= System

«Collapse

Wi-Fi Settings Guest Wi-Fi Smart Wi-Fi Healthy Mode

o Tip: Changing configuration requires a reboot and clients will be reconnected.

| Wi-Fi Settings

Dual-Band Single
SSID

* SSID(2.4G)
* SSID(5G)
Security

* Wi-Fi Password

(The 2.4G and 5G bands use the same SSID.)

@Ruijie-s49FD
@Ruijie-s49FD 5G

WPA WPA2-PSK

Save

Click the Expand button to make some advanced settings for this SSID, including Wireless Schedule, Hide SSID, AP

isolation, Band Steering and Xpress. For Wireless Schedule, you can choose All Time, Weekdays, Weekends and

Custom.
& Basics *SSID @Ruijie-s49FD
FWLAN Security | WPA_WPA2-PSK
Wi-Fi "
* Wi-Fi Password sssssssnss et
Blacklist/Whitelist
Collapse

Radio Frequency

©) Security

VPN

=3 Advanced

(@) Diagnostics

% System

«Collapse

Wireless Schedule All Time

Hide SSID (The SSID is hidden and must be manually entered.)
AP Isolation (The client joining this Wi-Fi network will be isolated.)
Band Steering (The 5G-supported client will access 5G radio preferentially.)
XPress (The client will experience faster speed. )

Save

Hide SSID: Hiding the SSID can prevent unauthorized users from accessing the Wi-Fi network and enhance network

security. After this function is enabled, the mobile phone or PC cannot search out the SSID. Instead, you have to

manually enter the correct SSID and password.

Xpress: if this feature is enabled, you will have a more stable gaming experience.
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b) Guest Wi-Fi

This Wi-Fi network is provided for guests and is disabled by default. It supports user isolation, that is, accessed users

are isolated from each other. They can only access the Internet via Wi-Fi, so as to ensure safety.

The guest Wi-Fi network can be turned off as scheduled. You can configure to turn off the guest Wi-Fi network one hour

later. When the time expires, the guest network is off.

& Basics Y
Wi-Fi Settings Guest Wi-Fi Smart Wi-Fi Healthy Mode
2 WLAN o
o Tip: Changing configuration requires a reboot and clients will be reconnected.

Wi-Fi

Blacklist/Whitelist | Rk

Radio Frequency Enable (@D
© Security : Dual-Band Single @) (The 2.4G and 5G bands use the same SSID))

SSID
EIVPN g
*SSID ijie- -
) Advanced . @Ruijie-guest-49FD
@) Diagnostics ¥ security | Open
= System Expand
«Collapse

Click the Expand button to make some advanced settings for guest WiFi, including Wireless Schedule, Hide SSID, AP
isolation, Band Steering and Xpress. For Wireless Schedule, you can chose Never Disable, Disable 1 Hour Later,
Disable 6 Hour Later, Disable 12 Hour Later and other Time. The AP isolation is enabled by default and cannot be
edited.

@ Basics b SSID
= WLAN = *SSID @Ruijie-guest-49FD
Wi-Fi

Security Open

Blacklist/Whitelist
Collapse
Radio Frequency

Wireless Schedule Never Disable

©) Security ¥
Hide SSID Never Disable nanually entered.)

VPN .

Disable 1 Hour Later
T . AP Isolation Disable:6 Hotirs Later ork will be isolated.)

Disable 12 Hours later

. i Band Steering :ss 5G radio preferentially.)
@ Diagnostics N Other Time
- XPress (The client will experience faster speed. )
-=-System %
Save
«Collapse
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c) Smart Wi-Fi

The smart Wi-Fi network is disabled by default. Smart terminal devices can connect to the smart Wi-Fi network for long.

The smart Wi-Fi network cannot be turned off as scheduled.

&3 Basics v
Wi-Fi Settings Guest Wi-Fi Smart Wi-Fi Healthy Mode
T WLAN
o Tip: Changing configuration requires a reboot and clients will be reconnected.

Wi-Fi

Blacklist/Whitelist | Smart Wi-Fi

Radio Frequency Enable @D
© Security ) Dual-Band Single (The 2.4G and 5G bands use the same SSID.)

SSID
ZIVPN
* SSID(2.4G iFi
&3 Advanced _ (24G) | SmartWiFi
(@ Diagnostics v *SSID(5G) | SmartWiFi 5G
% System v Security Open
Collapse
Wireless Schedule All Time
«Collapse

Click Expand button to make some advanced settings for smart WiFi, including Wireless Schedule, Hide SSID, AP
isolation, Band Steering and Xpress. For Wireless Schedule, you can chose All Time, Weekdays, Weekends and

Custom.
@& Basics % *SSID(2AG) | SmartWiFi
= WLAN & * SSID(5G) SmartWiFi_5G
Wi-Fi

Security = Open
Blacklist/Whitelist

Radio Frequency

Wireless Schedule | All Time

©) Security ™
ide (The S is hidden and must be manually entered.
Hide SSID (The SSID is hidd i tL lly entered.)
GIVPN
& AP Isolation (The client joining this Wi-Fi network will be isolated.)
Advanced .
@i i Band Steering (The 5G-supported client will access 5G radio preferentially.)
iagnostics -
i”rSystem % XPress (The client will experience faster speed. )
& Collapse

d) Healthy Mode

Click Enable to enable the healthy mode. You are allowed to set the effective time period for the healthy mode.
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After the healthy mode is enabled, the transmit power and the Wi-Fi coverage area will decrease. It is recommended to

enable the healthy mode because which can reduce signal strength and cause network stalling.

@& Basics
Wi-Fi Settings Guest Wi-Fi Smart Wi-Fi Healthy Mode
= WLAN
Enable healthy mode, and the device will decrease its transmit power to reduce radiation.
Wi-Fi Tip: Changing configuration requires a reboot and clients will be reconnected.
Wi-T1
Blacklist/Whitelist | Healthy Mode
Radio Frequency
Enable (@D
© Security
Wireless Schedule ‘ All Time
VPN
All Time
=
= Advanced Weekdays
Weekends
(@) Diagnostics
Custom
“% System
&Collapse

1.2 Blacklist/Whitelist

Wi-Fi blacklist: Clients in the Wi-Fi blacklist are prevented from accessing the Internet. Clients that are not added to
the Wi-Fi blacklist are free to access the Internet.

Wi-Fi whitelist: Only clients in the Wi-Fi whitelist can access the Internet. Clients that are not added to the Wi-Fi

whitelist are prevented from accessing the Internet.

Choose More > WLAN > Blacklist/Whitelist.

@ Basics

© AllSTAs e t blacklisted 3 allowed tc ags Wi-F Only the whitelisted STAs are allowed to access Wi-Fi
) Blocked WLAN Clients
Wi-Fi
sckdist/Whitel Upto 30 members can be added

Radio Fi
s MAC Remark Action

@ Security
VPN
) Advanced

@ Diagnostics

 System

«Collapse
Select the blacklist mode and click Add. The default mode is blacklist mode.

In the pop-up dialog box, enter the MAC address and remarks of the client to be blacklisted. The device displays
information about the connected clients. Select a client, and it will be added to the blacklist automatically. Click OK to

save the configuration. The client will be disconnected and prevented from connecting to the Wi-Fi network.
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“MAC | |

Remark EW1200G-PRO-CBCB01 (
USER-20191214JF (

Click Delete. The client can connect to the Wi-Fi network again.

@ Basics
© All STAs except blackiisted STAs are allowed to access Wi-Fi Only the whitelisted STAs are allowed to access Wi-Fi.
FWLAN
W Blocked WLAN Clients + Add [ Delete Selected
Blacklist/Whitelist Upto 30 members can be added
Radio Frequency MAC Remark Action

©)Security a“ . Edit

VPN
n 10/page Total 1

£ Advanced

@ Diagnostics

= System
#
Fi
«Collapse

Note:

The steps of adding users into whitelist are same with adding users into blacklist and only clients in whitelist can

connect to the Wi-Fi network.
1.3 Radio Frequency

The Radio Frequency module allows you to configure Country/Region, channel, channel width, transmit power and

roaming sensitivity.

@ Basics
0 Tip: Changing configuration requires a reboot and clients will be reconnected.
SWLAN
| Radio Frequency
Wi-Fi

Blacklist/Whitelist Counlry/Reglon | - China ()

Radio Frequency 2.4G Channel Width Auto 5G Channel Width Auto

@ Security

The settings are valid for only current d

SVPN 2.4G Channel | Auto 5G Channel | Auto
3 Advanced Transmit Power O Transmit Power (O
Auto  lower low Medium High Auto  Lower Low Medium High
(@ Diagnostics
Roaming Sensitivity O Roaming Sensitivity O
Low 20% 40% 60% BO% High Low 20% 40% 60% B0 iah
“ System &
e
Save 4
“Collapse
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4.5.1.4 Security

1.1 ARP List

The ARP List page displays ARP entries and supports ARP binding. Click Bind to change one user's MAC address and
IP address as static-bind, then enable the ARP Guard function, only users with static-bind can access the internet.

B Basics 0 The device learns IP-MAC mapping of all devices connected to its interfaces. You can bind or filter the MAC address. @
Enable ARP guard and configure IP-MAC binding to improve netwark security.
=WLAN
. | ARP Guard
© Security
ARP Lis Enable @) Only the devices configured with IP-MA
- )
Bven | aRP vist Add
EiAdvanced Upto 64 IP-MAC bindings can be added.
@ Diagnostics No. MAC P Type Action
£ System I . 192.168.111.147 Dynam II'
2 3 PR 172.2641 statc
172265195 static Edit Delet
(v’
4 5 172265119 Static Edit Delete e
«Collapse S

4.5.1.5 VPN

The PPTP settings allow you to configure this device as the PPTP clients. After input the correct information including
Username, Password, Server address and peer subnet, the VPN tunnel will be created and you can see it in the

Tunnel List.

@ Bcics PTP Settiny Tunnel List
WLAN ) PprP settings @

4 Repeaters client @D

@ security

*Usemame  tast

* Password

Interface  WAN

E1advanced
Tunnel IP @ Dynar Static
) Diagnostics
* Server Address  172.26.5.237
Zsystem

Peer Subnet  192.168.1.0/24
Work Mode @ NA Router

* PPP Hello Interval 10

PPTP Settings Tunnel List

o Tunnel List @

[l Delete Selected

Username Server/Client Tunnel Name Virtual Local IP Access Server IP Peer Virtual IP DNsS Action

test Client pptp 1112 172.26.5.237 1111 I i

4.5.1.6 Advanced

1.1 Flow Control

Choose More > Advanced > Flow Control > Smart Flow Control.
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Click Enable and set the network bandwidth provided by the ISP. After the configuration is saved, the router adjusts the

bandwidth of each client based on the total bandwidth to prevent any one client from occupying too much bandwidth.
Note:

After flow control is enabled, speed measurement will be affected. Disable flow control if you want to do speed

measurement.
@ Basics
Smart Flow Control
= WLAN N
Smart Flow Control
0 Adjust the bandwidth allocated to each user according to the user count.
©) Security
Enable . If you want to test the WAN rate, please disable smart flow control first.
VPN
WAN Bandwidth *Up @ 100 Mbps  * Down 100 Mbps

By Advanced

Flow Control Save

Port Mapping

Dynamic DNS

UPnP Settings
Local DNS

Reyee Mesh

& Collapse

1.2 Port Mapping
a) Overview

Port mapping maps the IP address of a device on the LAN to an external network in the form of a combination of a WAN

IP address and a port number, so as to provide the external network access service.

1) Scenario 1: When you need to access IP cameras or PCs at home while you are away from home, port mapping
needs to be configured.

2) Scenario 2: When a server needs to be set up on the home network for Internet access, port mapping or demilitarized

zone (DMZ) needs to be configured.

Port mapping maps the WAN port IP address of a router to an internal network host and port so that Internet users can

proactively access hosts on the LAN.

DMZ forwards all packets from the Internet to DMZ hosts to provide the Internet access service.
b) Getting Started

1) Confirm the IP address of the target device in the internal network and service port ID.

2) Ensure that port mapping is available in the internal network.

c) Configuration Steps

Choose More > Advanced > Port Mapping.
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S Basics
Port Mapping  NAT-DMZ
T WLAN
@ Port Mapping @
@ Security
| Port Mapping List i Delete Selected
VPN
Upto 50 entries can be added.
B Advanced
Name Pratocol External IP Address External Port Internal IP Address Internal Port Action
Flow Control
No Data

Port Mapping

Dijriatile DOIS B 10/page Total 0

UPnP Settings

Local DNS

Reyee Mesh

=
Hardware Acceleration -
Ai

Boark Sobtinac

«Collapse

Click Add. In the pop-up dialog box, enter the name, service type, protocol type, external port/range, internal IP address,

and internal port/range. A maximum of 50 port mapping rules can be configured.

Add “

*Name PortMapping Test

Preferred Server HTTP

Protocol TCP

External IP Address 172.26.5.104

* External Port/Range 8080

* Internal IP Address 192.168.111.106

* Internal Port/Range =~ 80

Name: Enter a name for easy maintenance.
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Preferred Server: Select a service to be mapped, such as HTTP or FTP. The device will automatically fill in the internal
port number of the service. If you are not sure of the service, you can select Custom.

Protocol: Select the transport-layer protocol used by the selected service, such as ALL, TCP, or UDP. The configuration

on the server end must be consistent with that on the client end.

External Port/Range: Enter the port number used for external network access. You need to check the port number in

software, such as camera monitoring software.

Internal IP Address: Enter the LAN IP address used by external networks to access the device, such as the IP address

of an IP camera.

Internal Port/Range: Enter the port number used by an application accessed by external networks, such as port 8080

used by the Web service.
d) Verification and Testing

Use an external device to test whether the destination service is accessible based on the external IP address and port

number.
e) Solution to a Test Failure

1) Use a new external port number and perform the test again. The test often fails on the ports blocked by firewalls of

some ISPs.

2) Enable the remote access permission on the server. The common cause is that remote access is disabled on the
server by default. As a result, the internal network access is successful but the access across different network

segments is failed.
f) DMZ Configuration Steps
Choose More > Advanced > Port Mapping > NAT-DMZ.

Click Enable, enter the IP address of the internal server, and click Save.

€ Basics
Port Mapping NAT-DMZ

= WLAN
@ nat-DMZ

©) Security
Enable @D
EIVPN
*Dest IP Address = 192.168.111.47
B Advanced

Save
Flow Control

Port Mapping
Dynamic DNS
UPnP Settings
Local DNS
Reyee Mesh

Hardware Acceleration

Dart Catbinae

«Collapse

1.3 Dynamic DNS

a) Overview
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After the dynamic domain name service (DDNS) is enabled, you can use the fixed domain name on the Internet to
access service resources of the router without checking the IP address of the WAN port. To make the service available,
you need to register an account and domain name with a third-party DNS service provider. The router supports
PeanutHull, Dyn DNS, and No-IP DNS.

b) Getting Started

Register an account and domain name at PeanutHull or No-IP official website.

c) Configuration Steps
Choose More > Advanced > Dynamic DNS > Dynamic DNS.

Peanut Shell NAT is a more advanced version of DDNS, which can be used when an internal network IP address is
configured for the WAN port. Peanut Shell NAT is recommended. Click Enable and then click Save. The service status
and QR code for login appear in the lower part of the page. Scan the QR code to log in by using WeChat or PeanutHull
app (the QR code shown in the figure below is not available. Scan the QR code displayed on your device).

If you select Peanut Shell NAT, Dynamic DNS, No-IP DNS, or DynDNS, enter the registered account and password, and

click Log In. The connection status and domain name will be displayed in the lower part of the page.

@ Basics
Peanut Shell NAT Dynamic DNS No-IP DNS DynDNS
= WLAN
Peanut Shell NAT
0 It is recommended to use WeChat or Peanut Shell to scan the QR code.
© Security
Enable

IVPN ()
B Advanced “

Flow Control Service Status

Port Mapping Scan to Login E i

—

Dynamic DNS
UPnP Settings
Local DNS
Reyee Mesh

Hardware Acceleration

DAt Coatbinae

«Collapse
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@ Basics b
Peanut Shell NAT Dynamic DNS No-IP DNS DynDNS
“=WLAN b4
Dynamic DNS
It is recommended to use Peanut Shell for NAT, including TCP, UDP, HTTP and HTTPS mapping.
©) Security -
* Username
VPN e
* Password
B Advanced o
Port Mappin
At Link Status -
Dynamic DNS
Domain -
UPnP Settings
Local DNS
Reyee Mesh

Hardware Acceleration

Dart Coattinee

«Collapse
& Basics >
Peanut Shell NAT Dynamic DNS No-IP DNS DynDNS
Z WLAN W
@ nNo-iPDNs

©) Security b

* Username Register
EIVPN v

* Password
S Advanced =

Domain ®@
Flow Control

Port Mapping Delete

Dynamic DNS

Link Status -
UPnP Settings
Domain -
Local DNS
Reyee Mesh

Hardware Acceleration

Dot Cathinoe

«Collapse
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& Basics ¥
Peanut Shell NAT Dynamic DNS No-IP DNS DynDNS
= WLAN
@ pynbns

© Security 7

* Username Register
VPN -

* Password
B Advanced

* Domain ®@
Flow Control

Port Mapping Delete

Dynamic DNS i
Link Status -

UPnP Settings
Local DNS
Reyee Mesh

Hardware Acceleration

Drt Coattineme

«Collapse

1.4 UPnP Settings
a) Overview

The universal plug and play (UPnP) function can map the port used by the client for Internet accessing according to the
client's request so that related applications run faster or more stably. Common applications that support UPnP include
MSN Messenger, Xunlei, BT and PPLive.

& Basics
o UPnP Settings
UPAP (Universal Plug and Play) is a new Internet protacol aimed at improving communication between devices. @

WLAN

Enable )
@) Security L@

S

UPnP List

& Advanced

Flow Control Protocol App Client IP Address Internal Port External Port
Port Mapping No UPnP Device
Dynamic DNS

JPnP Settings

Local DNS

Reyee Mesh

e
Ai

Hardware Acceleration

Bart € nbirses

«Collapse

b) Configuration Steps

Choose More > Advanced > UPnP Settings.

Click Enable. You are advised to disable the function. Any applications that use UPnP to map ports will be listed below.
1.5 Local DNS

The Local DNS module allows you to configure a local DNS server.

405



Reyee Cookbook Configuration

@ Basics
@) 10 tocal NS server is not required to be canfigured. By default, the device will get the DNS server address from the uplink device.

WLAN
Local DNS server

) Security

VPN

Flow Control
Port Mapping
Dynamic DNS

UPnP Settings

Reyee Mesh

Hardware Acceleration (
Bt St
«Collapse

1.5 Reyee Mesh

The Reyee Mesh module allows you to enable the mesh function on this device. After Reyee Mesh is enabled, the new
router will join the network automatically when being connected to the LAN port of the device. And then you can press

the key for Reyee Mesh pairing. After Reyee Mesh is disabled, the bridged slave router will still be connected.
a) Wired MESH

By default, EW1200G-Pro is enabled with Mesh. When the WAN port of EW1200G-Pro is connected, it will
automatically identify whether the uplink is an EW1200G-Pro LAN port. If it is, the EW1200G-Pro will automatically
change from route mode to mesh mode. If the topology is connected, the network will be automatically connected after

the connection is completed, and all the device indicators will turn on (about 5 minutes).

Topology:
WAN

EW1200G PRO

WAN WAN
EW1200G PRO EW1200G PRO

b) Wireless MESH

1) Master must meet two conditions:
@Finish the quick setup

@The WAN port is connected and the interface indicator is on.
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2) Slave must meet two conditions:
®Slave is the factory state;
@Slave is within 3 meters from the master and is unobstructed (ensure the signal strength is above -35)

3) Both the master and slave are powered on

Press the reset button of the master, and the indicator light will flash quickly

After 1-3S, the slave indicator will start to flash quickly. After the indicator lights of the slave and slave are

always on again, the wireless mesh is successful.

Then take the slave to the place where you need to use it and wait for the indicator light to stay on

Topology:
WAN

EW1200G PRO

/ Wireless\

EW1200G PRO EW1200G PRO

1.6 Hardware Acceleration

The Hardware Acceleration module allows you to enable hardware acceleration to improve network speed.

D Basics
Hardware Acceleration

/] After Hardware Acceleration is enabled, the Internet access speed will be improved and clients will not be rate-limited.
TWLAN
Enable )
© Security L e
S T
Flow Control
Port Mapping

Dynamic DNS
UPnP Settings
Local DNS

Reyee Mesh

" ol
1.7 Port Settings

The Port Settings module allows you to enable flow control to improve network speed by relieving the data congestion

caused by ports at different speeds.
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VPN
0 Port Settings

& pivaiiced Flow control can refieve the data congestion caused by parts at different speeds and improve the network speed.

Flow Control Flow Control (@)
Port Mapping
Save
Dynamic DNS
UPnP Settings
Local DNS
Reyee Mesh
Hardware Acceleration
Port Settings

Other Settings

(& Diagnostics

= System Ai

“Collapse

1.8 Other Settings

The Other Settings module allows you to enable RIP&RIPng, Advanced Firewall and disable ICMPv6 error message.

VPN ~
o Other Settings
5 Advanced ~
Enable RIP&RIPng
Flow Control
Port Mapping Enable Advanced ®
Dynamic DNS Firewall
UEnFielings Disable ICMPv6 Error
Local DNS Messages

Reyee Mesh
Save

Hardware Acceleration
Port Settings

Other Settings
@ Diagnostics »

= System %

«Collapse
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o Other Settings

Enable RiP&RIPng @)

Encryption = No Encryption

Enable Advanced () @ { Include attack prevention and IP pratocol check.

Firewall

Disable ICMPv6 Error (@)

Messages

Destination Unreachable
Datagram Too Big
Time Exceeded

Parameter Problem

Save

RIP&RIPng: including No Encryption, Plain Text and MD5 three manners.
Enable Advanced Firewall: including attack prevention and IP protocol check.

Disable ICMPv6 Error Messages: including Destination Unreachable, Datagram Too Big, Time Exceeded and

Parameter Problem.

4.5.2 Maintenance

4.5.2.1 Diagnostics

1.1 Network Check

This page allow you to check your network and fix the problem on this page. The checked items include WAN/LAN

Cable, Route, Next Hop Connectivity, DNS Server, IP Session Count and Ruijie Cloud Server.
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e @ ® = e M
Ruijie | AReyce o= engish- §% & @
Endpoints Internet - More
@Basics
€ Network Check @
T WLAN
Network Check
@) Security You can check your network and fix the problem on this
page.
EIVPN N Cable
WAN/LAN Cable BRIt S
Route
£jAdvanced Auto-Negotiated Speed o
Next Hop ectivit
@ Diagnostics WAN Port e
DNS Server
Network Check DHCP-Assigned IP Address
IP Session Count
Alarms LAN & WAN Address Conflict
Metwork Took Loop Ruijie Cloud Server
Packet Capture
= System é
i
«Collapse
1.2 Alarms
The Alarms module allows you to view and manage alarms in the network.
& Basics.
@) view and manage alarms
FWLAN
| Alarm List View Unfollowed Alarm
@ Security
Expand  Alarms Suggestion Action
ZVPN
Mo Data
5 Advanced
n 10/page Total 0
@ Diagnostics
Network Check
Alarms
Network Tools
Packet Capture
& System ﬁ
a
«Collapse

0 View and manage alarms.

| Alarm List View Unfollowed Alarm
Expand Alarms Suggestion Action
There is more than one wireless g
‘ Please power off the extra wireless controller. Delete Unfollow

controller in the network.
A MAC address conflict or loop Please troubleshoot the MAC address conflict or i

Delete Unfollow
eITor occurs. loop error.
The LAN IP address is already in Please check the LAN IP address. If it is a static IP

Delete Unfollow
use address, please change the IP address.

10/page Total 3

Click Unfollow in the Action column to unfollow an alarm. In the confirmation box, click OK.

1.3 Network Tools
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When you select the ping tool, you can enter the IP address or URL and click Start to test the connectivity between the
router and the IP address or URL. The message "Ping failed" indicates that the router cannot reach the IP address or
URL.

The Traceroute tool displays the network path to a specific IP address or URL.

The DNS Lookup tool displays the DNS server address used to resolve a URL.

@ Basics
o Network Tools
ZWLAN
Tool @ Ping Traceroute DNS Lookup
©) Security o
* IP Address/Domain | www.google.com
EIVPN
*Ping Count | 4
= Advanced

* Packet Size = 64 Bytes
@), Diagnostics

Network Check
Alarms
Network Tools

Packet Capture

= System

«Collapse

1.4 Packet Capture

Set the interface, protocol, and IP address whose packets need to be captured, file size limit, and packet count limit to
limit the volume of packets captured. Click Start. Packet capture can be stopped at any time and the link to the
generated file is generated. You can download this PCAP file and use Wireshark or another analysis software to open

the file.
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@ Basics

“ WLAN

©) Security

VPN

1 Advanced

@) Diagnostics

Network Check
Alarms
Network Tools

Packet Capture

% System

«Collapse

Note:

o Packet Capture

Interface  ALL
Protocol =~ ALL
IP Address
File Size Limit =~ 2M
Packet Count Limit 500

PCAP file Click to download the PCAP file. @

Click to delete the file.

Available Memory 74.54 M

Configuration

ﬁ Note

Packet capture may occupy many system resources and cause network stalling. Exercise caution when

performing this operation

4.5.2.2 System

1.1 System Time

You can view the current system time. If the time is incorrect, check and select the local time zone. If the time zone is

correct but time is still incorrect, click Edit to manually set the time. In addition, the router supports Network Time

Protocol (NTP) servers. By default, multiple servers serve as the backup of each other. You can add or delete local

servers as required.

@ Basics

T WLAN

@ Security

EIVPN

E1Advanced

@ Diagnostics

= System
System Tim
Login
Management

Upgrade

LED

«Collapse

1.2 Login

@ configure and view system time

Current Time 2022-03-31 10:16:18

*Time Zone  (GMT+8:00)PRC

“NTP Server  O.cn.poolntp.org Add
1.cnpoolntp.org Delete
enpoolntp.org Delete
poolntp.org Delete
asia.pool.ntp.org Delete
europe pool.ntp.org Defet

ntpl.aliyun.com Delet

a) Login Password
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The Login Password module allows you to set the device's login password. You need to log in the system again after

changing the password.

& Basics i
Login Password Session Timeout Remote Access
= WLAN ¥
o Change the login password. Please log in again with the new password later.
© Security
* Old Password
VPN L
* New Password 0]
= Advanced ™
* Confirm Password
@) Diagnostics ¥
% System

System Time
Login
Management
Upgrade

LED

« Collapse

b) Session Timeout
The Session Timeout module allows you to set the session timeout period for loging in the eWeb management system.

If no operation is performed on the page within a period of time, the session will be down. When you need to perform
operations again, enter the password to open the configuration page. The default timeout duration is 3600 seconds, that

is, 1 hour.

€ Basics
Login Password Session Timeout Remote Access

= WLAN
0 Session Timeout

© Security &

* Session Timeout 3600 seconds

Save

VPN >
3 Advanced
(@) Diagnostics
= System
System Time
Login
Management

Upgrade

LED

«Collapse

b) Remote Access
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After enable the Remote Access, the internet device can visit this URL and this may cause attack.

@ Basics
Login Password Session Timeout Remote Access

= WLAN %
Remote Access

o After enabling, the Internet device can visit this URL and this may cause attack.
©) Security .

Enable @D

VPN &

Login URL http://172.26.5.104
=5 Advanced

Save

%% System

System Time

Login

Management

Upgrade

LED

& Collapse

1.3 Management
a) Backup & Import

The Backup & Import module allows you to import a configuration file and apply the imported settings. It can also import

the configuration file, and restore the import configuration.
Configure backup: Click Backup to download a configuration file locally.

Configure import: Click Browse, select a configuration file backup on the local PC, and click Import to import the

configuration file. The device will restart.

@ Basics
Backup & Import Reset
= WLAN
6 If the target version is much later than the current version, some configuration may be missing.
@ Security » It is recommended to choose Restore before importing the profile. The device will be rebooted automatically later.
- | Backup Profile
EZVPN >

Backup Profile
= Advanced >

@ Diagnostics | Import Profile

- File Path Browse
= System

System Time
Login
Management
Upgrade

LED

& Collapse
b) Reset
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The Reset module allows you to reset the device to factory settings. The module could provides Reset all routers option

only when there is a repeater.

@ Basics 4
Backup & Import Reset

= WLAN i
o Resetting the device will clear the current settings. If you want to keep the setup, please Backup Profile first.

©) Security “

VPN ®
= Advanced £
@) Diagnostics ke
% System ~

System Time
Login
Management
Upgrade

LED

«Collapse

0 Resetting the device will clear the current settings. If you want to keep the setup, please Backup Profile first. @

All Routers Reset all routers in the network.

Reset All Devices

The action here may affect the whole network. Please be
cautious. If the page does not respond, please log in

Click OK to restore all default values. This function is recommended when the network configuration is incorrect or the

again. Do you want to continue?

network environment is changed.
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A Note

Please exercise caution if you want to restore the factory settings.

1.4 Upgrade
a) Online Upgrade

This page allows you to perform online upgrade. If any upgradeable “online version” is available in the network,
information of the upradable version will be displayed in this page.

B Online Upgrade  Local Upgrade

o security o Online upgrade will keep the current setup. Please do not refresh the page or close the browser. You will be redirected to the login page automatically after upgrade.

VPN Current Version ReyeeQS
5 Advanced Auto Upgrade Auto upgrade the device when a new version appears.
@ Diagnostics
2 System

System Time

Login

Management

Jrad
LED

Reboot

«Collapse

Online upgrade will keep the current setup. Please do not refresh the page or close the browser. You will be
redirected to the login page automatically after upgrade.

Current Version ReyeeQf
New Version

Description 1.

Tip 1. If your device cannot access the Internet, please click Download File,

2. Choose Local Upgrade to upload the file for local upgrade.

Upgrade Now

Auto Upgrade Auto upgrade the device when a new version appears.

Click Upgrade Now. The device downloads the upgrade package from the network, and upgrades the current version.
The upgrade operation retains configuration of the current device. Alternatively, you can select Download File to the
local device and import the upgrade package on the Local Upgrade page. If there is no available new version, the
device displays a prompt indicating that the current version is the latest.

Note:

After being updated, the device will restart. Therefore, exercise caution when performing this operation. You are advised

to set the scheduled update time to an early morning time to avoid affecting Internet access.

If no version update is detected and online upgrade cannot be performed, check whether the DNS is correctly obtained

or go to More > Advanced > Local DNS to set the DNS server for the router.
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b) Local Upgrade

Click Browse to select an upgrade package, and click Upload. After uploading and checking the package, the device

displays the upgrade package information and a prompt asking for upgrade confirmation. Click OK to start the upgrade.

= WLAN Online Upgrade Local Upgrade
© Security ® o Please do not refresh the page or close the browser.
v
EIVPN Model EW1200G-PRO
E1Advanced ) Current Version ReyeeOS e
Diagnostics
@Diag Development @) (Itis recommended Ise.
== System - s
System Time Keep Setup (If the target version is much later than the current version, it is recommended not to keep the setup.)
Login
File Path Browse
Management
Upgrade
LED
Reboot
«Collapse
1.5LED

The LED module allows you to enable LED.

= WLAN LED Status Control
Control the LED status of All Equipment.
) Security “

Enable (:)

Save

VPN “

= Advanced W

(@) Diagnostics

== System

System Time

Login

Management

Upgrade

LED

Reboot

& Collapse

1.6 Reboot
a) Reboot
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The Reboot module allows you to reboot the device immediately. The module provides the Reset all routers option only

when there is any repeater.

= WLAN Reboot Scheduled Reboot

© Security ) o Please keep the device powered on during reboot.

3 Advanced o4

@ Diagnostics ¥

% System
System Time
Login
Management
Upgrade

LED

Reboot

« Collapse

o Please keep the device powered on during reboot. @

All Routers Reboot all routers in the network.

Reboot All Device

Click Reboot, and click OK in the confirmation box. The device is rebooted and you need to log in the eWeb
management system again after reboot. Do not refresh the page or close the browser during the reboot. After the device
is successfully rebooted and the eWeb service becomes available, you will be redirected to the login page of the eWeb

management system.

b) Scheduled Reboot

The Scheduled Reboot module allows you to reboot the device at a scheduled time.
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= WLAN

Reboot Scheduled Reboot
@ Security N 0 It is recommended to set the scheduled time to a network idle time, e.g., 2 A.M..
The downlink device will also be rebooted as scheduled.
EVPN e
Enable @D
= Advanced
Day Mon Tue Wed Thu Fri Sat Sun
(@ Diagnostics
Time 03 2| 0@

== System
System Time
Login
Management
Upgrade
LED

Reboot

& Collapse

Enable the scheduled reboot, select the time and click Save.

4.6 Reyee Wireless Bridge Configuration

4.6.1 Installing the Device

4.6.1.1 Installation Tools

Tools Marker, Phillips  (crosshead) screwdriver, slotted
screwdriver, drill, paper knife, crimping pliers, diagonal
pliers, wire stripper, network cable tester, related power
and fiber cables, wrench, hammer, hose clamp, ESD tools,

multimeter.

4.6.1.2 Before installation

Before you install the device, verify that all the parts in the parts list are there and make sure that:
The installation site meets temperature and humidity requirements.

The installation site is equipped with a proper power supply.

Network cables are in place.

4.6.1.3 Precautions

The device can be mounted on a wall and a pole (diameter: 35 mm to 89 mm). If the diameter of the pole is out of the
range, the hose clamp should be prepared by customers themselves. In this case, we recommend you to use a hose
clamp with thickness of 2.5mm at least. Otherwise, the device could fall down to cause injuries. When multiple bridges
are installed at a close range, in order to avoid interference between bridges, the horizontal distance between two
bridges should be 2m and the vertical distance be 0.5m, or the horizontal angle of the two bridges should be greater

than 120 degrees. The installation site can vary due to on-the-spot surveys conducted by technical personnel.
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1) Before connecting the power supply, please use the PoE adapter shipped with the device or use a PoE adapter

with the same specification.
2) Before connecting the power cord, make sure the power switch is in the OFF position.
3) Make sure the power supply is properly connected
4.6.1.4 Installing Device
1.1 Wall Mounting (connected to cable in advance)
1) Secure the mounting bracket on the wall.
2) Install the device to the mounting bracket.
Here are the detailed steps:

a) Drill holes into the marked positions and insert wall anchors. The head of the wall anchor should be at least 10 mm

above the wall surface.
b) Assemble the mounting kit.

c) Adjust the orientation.

/

J

(3]

1.2 Pole Mounting

1) Secure the mounting bracket to the pole by threading a clamp through the mounting bracket.
2) Install the device to the mounting bracket.

Here are the detailed steps:

a) Assemble the mounting kit.

b) Secure the device on a pole by using a hose clamp.

c) Adjust the orientation.
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4.6.2 Login device

4.6.2.1 Power the device

Plug one end of the cable into the PoE port of the PoE injector and plug the other end into the LAN port of the device.
Connect the LAN port of the PoE injector to the server or camera. Connect the PoE adapter to the DC port of the PoE
injector. Or you can connect the PoE adapter to the DC port of the device. Plug one end of the cable to the LAN port of

the device and plug the other end to the server or camera
4.6.2.2 Choose the EST’s SSID

The default device management service set identifier (SSID) is @Ruijie-bXXXX. (XXXX is the last four digits of the MAC

address of each device, and the default management SSID varies with devices.
4.6.2.3 Login
Input 10.44.77.154 on the browser to login the web page.

4.6.3 Overview

4.6.3.1 Setting the Address of a LAN Port for a Single Online Bridge

| WDS Group Info WDS Groups : 1 % Password @ | 3 IPAllocation @ | 3 SSID @

? WDS Group1

AP: 1 _(TestVCR) Channel 40 Latency @: Fluent(1) Jitter(0) Freeze(0) Bandwidth @: Good(1) Medium(0) Poor(0)

CPE: 1 (Online: 1, Offline: 0) WDS SSID ‘@Ruijie-wds-642¢ In © Good(1) Medium(0) Poor(0)  RSSI @ Good(1) Medium(0) Poor(0)

VCR (AP)

Strong Signal. we

Medium Signal- == Poor

Signal

— 400Mbps  _

— 9.76Kbps

RSSI -48ab

Camera (CPE)

< 400Mops ~—7.32Kops  Uptime 43Mind0Sec

Choose Overview > WDS Group Info > NVR (AP)/Camera (CPE).

To set the IP address for a single device, click, and select LAN from the drop-down list. The type of IP assignment
includes DHCP and static IP address

~VCR (AP)
@' TestVCR & &
* " MAC: 30:0d:9:
192 168.110.] LAN
WDS T
Rebaoot
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LAN

IP Assignment

I[P Address

Subnet Mask

Gateway

DNS Server

DHCP
DHCP does not require an account
192 168.110 206
2552552550
192.168.110.1

192.168.110.1
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LAN ~

IP Assignment Static IP Address

*|P Address
* Subnet Mask
* Gateway

* DNS Server

After the IP address and subnet mask are changed, the device web page may not be accessed. You need to enter a

Note:

new IP address in the browser address bar and ensure that the IP addresses of the management computer and the
device are in the same network segment. If they are not in the same network segment, reconfigure the IP address of the

management computer.

4.6.3.2 Setting the WDS SSID

Choose Overview > WDS Group Info > NVR (AP)/Camera (CPE).

To set the WDS SSID for one bridge, click, and select WDS from the drop-down list.

In AP mode, it supports customize the WDS SSID and chose the SSID from ESTs in the scan list as the WDS SSID. You
are allowed to configure the 5G channel, channel width, transmit power and distance for this WDS SSID.

< VCR (AP)

@Y TestVCR & & |

MAC: 30:0d:9e(
IP: 192 168.110. LAN

WDS

Reboot
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WDS X

WDS (Mode: AP)

TWDSSSID | Test WDS_SSID Scan WDS SSID List (Click to select a WDS SSID.)
SsiD AP RSSI CPE RSSI
@Ruijie-wds-642c -39

Channel & Transmit Power

Channel Auto
Channel Width 40MHz
Transmit Power Auto

Distance 1KM

Save

In CPE mode, the local channel and channel width are consistent with the peer channel and channel width. You are only

allowed to configure the transmit power and distance.

WDS X

Channel & Transmit Power

Channel 40

Channel Width 40MHz
In CPE mode, the local channel and channel width are consistent

with the peer channel and channel width
Transmit Power  Auto

Distance 1KM

Save
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4.6.3.3 Point To Multiple Point (PTMP)

EST310 and EST350 both support PTMP feature. For EST310, one AP(VCR) supports bridging with up to 5 CPEs, For
EST350, one AP(VCR) supports bridging with up to 3 CPEs.

The following is the guidance for configuring PTMP.
a) AP(VCR)
For AP(VCR) side, it needs to confirm the Country/Region and device mode, then create the WDS SSID and customize

the name of it, as shown in the following pictures:

Note

raset the devica 1o restore default pairing

stai
CountryiRegion: China (CN}
Pairing Status: Default

Work Mode: VCR (AP)

WDS SSID: @Ruije-wds-c5a5
Cus

Country/Region

ore must be the same as
ork

Mode Switchover
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WDS SSID

Scan and select WDS SSID or enter WDS SSID

*WDSSSID: | rugietestttti1]

Wﬂ

© Operation succeeded.

Setup

WDS SSID:  ruijietest11111

Previous m

b) CPE

For CPE side, apart from confirming the Country/Region and device mode, it needs to scan the WDS SSID and chose it.

The configuration steps of another CPEs in the same WDS group are the same.

WDS SsID

Scan and select WDS SSID or enter WDS SSID.
WDS SSID List (Click to select a SSID.)

* WDS SsID: Scan

WDS $3ID

rugielest 11111
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© Operation succeeded.

Setup

WDS SSID:  ruijietest11111

Previous m

After all CPEs have connected to the WDS SSID, you can see the topology of bridge in the eWeb.
rRuijie =

WDS Group Info WDS Groups - 1 % Password @ 3¢ IP Allocation @
{3 Overview
AP: 1 _ (Ruljie) Channel 44 Latency @ Flueni(1) Jtter(0) Fn 1)
“o Wireless

CPE: 2. (Online: 2 , Offine: 0) WDS $8ID rujetesti111l Interference @ Good(2) Medwm(0)

. Bandwidth @ Good(2) Medum(0) Poor(0)
Vs Diagnostics

RSSI @ Good(2) Medum(0) Poor(D)

2% System Tools

ng Signal: mm  Medium Signal: mss  Poor Signal: wes
X . > 400Mbps S 426Kbps RSS! -24db

VCR (AP) k = - T 28eKbps Uplme08Sec o Camera (CPE)
Ruijie £ @ y Ruilie &
A N 300Mbps 23db P i anne
MAC: 30:0d.9e.dB.c5.a5 — 360Mbps ame 01HISTMIN18Sec MA( 0:0d:
P: 104477254 Onine GEED 1P 104477
Ruijie &
%*" MAC: 30:0d:
G380 P 104477

4.6.4 LAN

If a DHCP server is deployed in the network, you are advised to set Internet to DHCP. If no DHCP server is deployed,
set Internet to Static IP Address, set IP Address, Subnet Mask, Gateway, and DNS Server, and click Save.
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7 Overview LAN

Configure LAN settings.

45% LAN
IP Assignment DHCP

—

Zn Wireless V

DHCP does not require an account.
s Diagnostics v

IP Address 192.168.110.206
3¢ System Tools

Subnet Mask 255.255.255.0
Gateway 192.168.110.1

DNS Server 192.168.110.1

4.6.5 Wireless

4.6.5.1 WDS

This page allows you to configure the WDS SSID in the local device. The device detects the surrounding wireless
environment and selects the appropriate configuration upon power-on. However, network stalling caused by wireless
environment changes cannot be avoided. You can also analyze the wireless environment around the bridge and

manually select appropriate parameters.

Before configuration, you can check the interference in the current environment in the following way to find the optimal
channel.

Choose Wireless> WDS> Channel &Transmit Power. Click Interference to check the interference of current channels.

The channel with the smallest interference is the optimum.
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3 Overview WDS--VCR (AP)
Configure WDS parameters
) LAN
| WDS
%o Wireless
* WDS SsID @Ruijie-wds-642¢c Scan
1 WDS Analysis (Current Channel: 60) T Refresh @
RFl Strength
77 Region

s Diagnostics 8
Channel & Transmit Power
2% System Tools
5G Channel 60 (5.3Ghz) El Interference
. Lowest
Channel Width ~ 40MHz
Transmit Power  Auto
Channel 4 +5 4. 4 4

RFI Count 14
Distance 1KM

The camera mode does not support independent channel settings. After the channel at the NVR end is adjusted, the

Tip : Click to select a channel

camera end automatically changes its channel to be the same as the NVR end.

Channel & Transmit Power

5G Channel ; B Interference

Channel Width

In CPE mode, the local channel and channel width are consistent with the peer channel and channel width.
Transmit Power Auto

Distance 1KM

Save

Note:

The available channel is related to the country/region code. Select the local country or region.

4.6.5.2 Region

The change of Country/region code takes effect on all devices in the entire network, that is, all bridges on the Overview
page. Therefore, before changing the country/region code, confirm that the target device is in the current network and
the WDS link works well.

Choose the target country/region from the drop-down list, and click Save.
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() overview .
Region
After you change the region, all WDS links will be off. If the specified region does not support the channel settings, the auto channel will be used instead
% LAN
| Country/Region
“Za Wireless ~
Country/Region
7r WDS
China (CN)
¥ Region
United States (US)
s Diagnostics v Japan (JP)
Russia (RU)
b3 v
% System Tools India (IN)

Malaysia (MY)
Singapore (SG)

Republic of Korea (KR}

{ overview .

Region

After you change the region, all WDS links will be off. If the specified region does not support the channel settings, the auto channel will be used instead
8% LAN

| Country/Region

%o Wireless *

Country/Region China (CN)

v WDS

3 Save
1 Region _

5 Diagnostics '

% System Tools

Note:

After the country/region code is changed, the Wi-Fi network will restart, and the NVR and camera will be reconnected
after the Wi-Fi network is restarted. The current channel may be switched to Auto because it is not supported by the
country/region. Therefore, exercise caution when performing this operation.

4.6.6 Diagnostics

When you select the ping tool, you can enter the IP address or URL and click Start to test the connectivity between the
router and the IP address or URL. The message "Ping failed" indicates that the router cannot reach the IP address or
URL.

The Traceroute tool displays the network path to a specific IP address or URL.

The DNS Lookup tool displays the DNS server address used to resolve a URL.
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N .

(SN o Network Tools

Q

{:} A Tool @ Ping Traceroute DNS Lookup
“5 Wireless v

* IP Address/Domain 8.8.8.8

s Diagnostics ~
* Ping Count 4

17 Network Tools

* Packet Size 64
v7 Fault Collection

}5: SYStem Tools :

Choose Diagnostics> Fault Collection.

Click Start to collect fault information and compress it into a file for engineers to identify fault.

7 Overview Fault Collection

Compress the configuration into a file for engineers to identify fault.

4% LAN

Zo Wireless 4

s Diagnostics ~
77 Network Tools
vr Fault Collection

3% system Tools

4.6.7 System tools

4.6.7.1 Time

Choose System Tools> Time. You can view the current system time. If the time is incorrect, check and select the local
time zone. If the time zone is correct but time is still incorrect, click Edit to manually set the time. In addition, the bridge
supports Network Time Protocol (NTP) servers. By default, multiple servers serve as the backup of each other. You can

add or delete local servers as required.
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A i
T} Overview Time

Configure and view time (The device has no RTC module. The time settings will not be saved upon reboot)

5% LAN

Current Time  2022-04-14 14:41:32 Edit

Zo Wireless e
* Time Zone (GMT+8:00)Asia/Shanghai

/s Diagnostics v

* NTP Server 0.cn.pool.ntp.org Add
3% system Tools ~ ~
1.cn.pool.ntp.org Delete
7 Time
cn.pool.ntp.org Delete
77 Management
. 00l.ntp.or Delet
¢ Update i P EEE
¥+ Reboot asia.pool.ntp.org Delete
europe.pool.ntp.org Delete
rdate.darkorb.net Delete

4.6.7.2 Management
Choose System Tools> Management> Backup & Import.

Configure backup: Click Backup to download a configuration file locally. Configure import: Click Browse, select a

configuration file backup on the local PC, and click Import to import the configuration file. The device will restart.

Fas .
(.} Overview Backup & Import Reset Session Timeout
@} LAN Backup & Import
0 If the target version is much later than the current version, some configuration may be missing.
5 Wireless " It is recommended to choose Reset before importing the setup. The device will be rebooted automatically later.

g | Backup Setup

s Diagnostics

>

3% System Tools

77 Time | Import Setup

¢¢¥ Management File Path | backup-TestVCR-EST310-20
7 Update

v Reboot

Choose System Tools> Management> Reset.

Click Reset to restore factory settings.
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. -
L Overview Backup & Import Session Timeout

403 LAN Reset

0 Resetting the device will clear the current configuration. If you want to keep the configuration, please Export Setup first

“5 Wireless
s Diagnostics v
2% System Tools ~ ~
77 Time
77 Management
77 Update
77 Reboot

Choose System Tools> Management> Session Timeout. If no operation is performed on the page within a period of
time, the session will be down. When you need to perform operations again, enter the password to open the
configuration page. The default timeout duration is 3600 seconds, that is, 1 hour.

/\ .

(1 Overview Backup & Import Reset Session Timeout

{C:’} LAN o Session Timeout

“o Wireless N * Session Timeout 3600 Sec

% system Tools  ~
17 Time
vv Management
17 Update

17 Reboot

4.5.6.3 Update

Choose System Tools> Update> Online Update.

If there a new version available, you can click it for updating
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A :
() Overview Online Update Local Update Update All Devices

{83 LAN Online Update
Online update will keep the current configuration. Please do not refresh the page or close the browser. You will be redirected to the login page automatically after update.

“Z Wireless
Current Version AP_3.0(1)B2P28 Release(07220919) (Your version is the latest.)

s Diagnostics

2% systemTools
"7 Time
77 Management
¥ Update

77 Reboot

Note:

After being updated, the device will reboot. Therefore, exercise caution when performing this operation. If no version

updating is detected or online update cannot be performed, check whether the bridge is connected to the Internet.

Choose System Tools> Update> Local Update.

You can view the current software version, hardware version and device model. If you want to update the device with
the configuration retained, check Keep Setup. Click Browse, select an update package on the local PC, and click

Upload to upload the file. The device will be updated.

A 2
L) Overview Online Update Local Update Update All Devices

8% LAN Local Update
Please do not refresh the page or close the browser.

“i Wireless “
Model EST310
s Diagnostics ~
Version AP_3.0(1)B2P28,Release(07220919) 2.00
2% system Tools

Keep Setup (If the target version is much later than the current version, it is recommended not to keep the setup.

¢ Time

¥ Management Update File  Ruijie RG-EST310 V2 series
v¢ Update

77 Reboot

Choose System Tools> Update> Update All Devices.

You can view the current software version, hardware version and device model. You are advised to update all devices
with configuration data retained. Click Browse, select an update package on the local PC, and click Upload to upload
the file. In the pop-up page, click Details to check the target update package and devices. Click Update to start

updating all devices.
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A ;
) Overview

Online Update Local Update Update All Devices
0% LAN Update All Devices
Update all devices in the network. Please do not refresh the page or close the browser
“& Wireless g

Model EST310
s Diagnostics ~

Version AP_3.0(1)B2P28,Release(07220919) 2.00
% system Tools ~ ~

Keep Setup
¢ Time
¢+ Management Update File ' Ruijie RG-EST310 V2 series
¢ Update
<7 Reboot
4.5.6.4 Reboot

Choose System Tools> Reboot.

You are allowed to restart the local device, please keep the device powering on.

/l_,\ Overview Reboot

Please keep the device powered on during reboot.

0% LAN

—

Zu Wireless i
s Diagnostics v
3% system Tools  ~
1r Time
v Management
ir Update

17 Reboot
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5 Advanced Solution Guide

5.1 Reyee Flow Control Solution

5.1.1 Application Scenario

Flow Control is used for setting the rate limitations of download and upload for the clients. With the Flow Control

configured, we can protect the network bandwidth from being occupied too much by some of the clients.

5.1.2 Configuration Case
Requirement

Limiting EG egress total bandwidth to 100Mbps and each user rate of VLAN 6 network segment to 1Mbps.

Network Topology

Reyee Gateway

AP&Switch
VLAN1 192.168.110.0/24
Ports User
Reyee Switch m VLANG 192.168.6.0/24

Port2

Reyee AP

PC E

Network Description:

® EG works as a DHCP server to assign IP addresses to users and AP & switch devices.
® The AP & switch devices obtain the IP address 192.168.110.0/24 in the VLAN1 network segment for Internet

access.

® The users obtain the IP address 192.168.6.0/24 in the VLANG network segment for Internet access.

Configuration Steps

® basic network configuration
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® Enable Smart Flow Control function and configure the custom policy

1. Configure basic network configuration

Step 1: Click Router -> Basics -> LAN -> LAN Settings -> Add, Configure LAN Settings and DHCP pool of VLAN1
and VLANG network segment on the EG.

Ruijie | ;Reyce ‘ test123 > EG105GW English v QRuijie Cloud  ggDownload App @ Network Setup @ Network Check 75 Wam  [3Log Out
& Overview
Hostname: EG105GW SN: HIPH745119402 IP: 172.265.237 e
@ Online Clients © EG105GW MAC: 30:0D:9E:E7:£9:15
[ Router | Overview | Basics - |Sectmty v Behavior v VPN  Advanced Diagnostics v System

= Wirel
s AN Settings | DHCPClients  Static IP Addresses  DHCP Option DS Proxy

2 Switches
@ AN settings ®
= Network
| LAN Settings ] Delete Selected
Upto 8 entries can be added.
Lease )
P Subnet Mask VLAN ID Remark DHCP Server Start IP Count N N Action
Time(Min)
192.168.110.1 2552552550 Default VLAN . Enabled 1921681101 220 30 Edit
A
«Collapse
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Edit &

*

P 192.168.110.1

*Subnet Mask | 255.255,255.0

Remark

*MAC | 30:0d:9e:e7:€9:15

DHCP Server ()

* Start 192.168.110.1
*|P Count 220
* Lease Time(Min) 30

DNS Server 192.168.110.1 @
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Edit

*p

* Subnet Mask

*VLAN ID

192.168.6.1

255.255.255.0

Remark

* MAC

DHCP Server

* Start

*IP Count

* Lease Time(Min)

DNS Server

Ruijie BRcycc | testidd o ssiosow

30:0D:9E:0B:7D:05
192.168.6.1

254

30

192.168.6.1 @

Advanced Solution Guide

s Cverview
A— Mo EGIRSGW SR HIPITAST 1403 TS RN e
B Ondine Chiesils . AC DOIEET LIS
& Houter Basics
(3 &
- [AMSetngs DHCPClients Sific IP Adcbesaes,. DHOPOpion. DHS Py
L Sweiiches
O Lan setiings @
= Netwerk
| LAN Settings bae | [ m -
o [
Lowse
" Saitret Mank VLAN I Rerrurk DECF Sarver Grare 1P Cesurrt = Actian
—
TR HER 11,1 wetauill VLAN Trialilens 192 1601 1
BRIEIA] 2952553550 92 168 254 et
1
A
€ Colapse

A Note:

Default VLAN 1 network is set to 192.168.110.0/24 network segment.
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Step 2: Click Switches -> Manage -> Basic Settings -> VLAN Member to create VLANG6 on the switch, and click
VLAN Settings to set port2 and port9 which connect to AP and EG to trunk port and allow the VLAN1 and VLANG to

pass through, then check the port settings on the device.

Loop Protection @
Port Isolation @
Port Settings

Port Settings @
Port Mirroring @
Static MAC @
Search by MAC

VLAN Settings

VLAN Member 6

&% System Info @ Basic Settings

O Upgrade

@

No. VLAN ID

VLAN Settings

Qos Settings

Rate Limiting

Loop Protection @
Port Isolation @
Port Settings

Port Settings @
Port Mirroring @
Static MAC @
Search by MAC
VLAN Settings

VLAN Member @

& System Info @ Basic Settings

Action

O Upgrade

@ -

Qos Settings
Rate Limiting
Storm Control
POE Settings

POE Settings
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VLAN Settings v
*Port  Port2 x Port9 x Type  Trunk
Permit  All x *Native  viaN1
Port VLAN Type Permit VLAN NativeVlan  Access Vlan
~
1 Access 1
2 Access 1
> S . -
&% System Info @ Basic Settings O Upgrade
VLAN Settings ~
VLAN Member @ >
VLAN Settings v
* Port Type  Access
Permit * Access
Port VLAN Type Permit VLAN Native Vlan  Access Vlan
~
1 Access 1
2 Trunk 16 1
3 Access 1
4 Access 1
< P . v
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&% System Info @ Basic Settings O Upgrade
VLAN Settings ~
VLAN Member @ >
VLAN Settings >
*Port Type  Access
Permit * Access
Port VLAN Type Permit VLAN NativeVlan  Access Vlan
5 Access - 1 S
6 Access 1
7 Access 1
8 Access 1
9 Trunk 16 1 N
Qos Settings
Rate Limiting >
Storm Control >
POE Settings
POE Settings >
v

Step 3: Click Wireless-> Wi-Fi -> Wi-Fi Settings, Configure SSID named Reyee_test and set VLANG to this ssid.

test1dd - EGIOSGW

Ruijie

English

otk Setup ) Mestwork Ches

LEDY
WLAN i

hetwork Optimization

S5l
(=R
" AP sokation
¥ Netwoi
£ Collapae

s Overnew
Gl Wi-Fi WE-Fi Lint HesallFay W
& Onlne Clierdts
o i Changang ¢oflguaiation riapuités 2 debot sl ity will b i
5 Rowter
- | Wi-Fi Setfings Device Grouge (et

APy Tirpive bt

Lo Band | 24G - 5

Chents

Security | Open

Backdist Mtost

Riscko Fiequency'

LN Powis Witikras, SChisdule A T

v Tl

2%

Metwork Ciplinization

B Svenches

* Motvaork

A nllapse

Ruijie BHoyoo | testi2d » paiosow English ~  yHugie Clowud [ Donamibosdd App s Nestwork Sefup @& betwork e
M Dvervies
VA-Fa Settings Ceesd Wi1-Fi Wi-F Healthy Waode
% Online Clients .
o Trpr. Charzpng cenligraral cpartes bzt el s well b v e @
= Houber
L | WieFi List Devics Gooup ot b A
.I:\ Uit # $5i0 can e added
WE-f LD Buind S sttty Hirhelen WLAMN I Astenti
Ehowts | Tespee feal 240 + 5 OPEN Ma & ik
Ala kb it
EE d WA WAL PSK Yy & sy 1
Rasddiar Frenmncy
LAN Ports. - 240+ 5G PEN [ Destimalt VLN I Cheskel
LED
2AG 5 WA WA PSK ey [t Delet

2. Configure Smart Flow Control

Step 1: Choose Router — Advanced

— Flow Control and enable Smart flow control feature.
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VPN ~ Advanced System v
Smart Flow Control
o Adjust the bandwidth allocated to each user according to the t @
\f you want to test the WAN rat ntrol first.

'WAN Bandwidth *p 00 Mbps  * Down

Dynamic DNS

Step 2: Fill in the uplink and downlink WAN bandwidth as 100Mbps and Save the configuration.
Overview  Basics Security ¥ Behavior ¥ VPN~ Advanced v

Diagnostics v System

Smart Flow Control Custom Policy

Smart Flow Control

o Adjust the bandwidth allocated to each user according to the user count. @

Enable () If you want to test the WAN rate, please disable smart flow control first.

WAN Bandwidth *Up 100 Mbps  * Down 100 Mbps

Save

Step 3: After step2 is being done, Custom Policy will be displayed. Click Add to add policy.

Smart Flow Control

Custom Policy
Allocate bandwidth to the s

ified IP address or range. The pric as follows: Custom Policy > Smart Flow Control. @
| Policy List + Add + Delete Selected
Upto 30 entries can be added
Policy Name IP/IP Range Ba:_j‘:;dth Uplink Rate Downlink Rate Interface Status Effective State Action

Step 4: Set Policy Name, IP range, Bandwidth Type, Rate, etc.
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Edit

* Policy Name

*|P/IP Range

192.168.6.2-192.168.6.254

Bandwidth Type Independent
Uplink Rate = CIR 1000
Downlink Rate  * CIR 1000
Interface  WAN
status @D

Smart Flow Control Custom Policy

Custom Policy

*PIR

*PIR

1000 Kbps

1000 Kbps

Cancel

Allocate bandwidth to the specified IP address or range. The priority is sorted as follows: Custom Policy > Smart Flow Control.

| Policy List

Upto 30 entries can be added.

Policy N IP/IP R: Bandwidth
'0lIC) lame ange
Y o Type
et 102168621
e 921686254  ocpenaen

Note:

Bandwidth Type:

Uplink Rate

CIR 1000 Kbps
PIR 1000 Kbps

Downlink Rate Interface

CIR 1000 Kbps

PIR 1000 Kbps WAN

1) Shared: Shared indicates that all IP addresses share with the total bandwidth.

2) Indenpended: Independent indicates that the rate limit is setted for per IP address.

CIR: CIR means committed information rate.

PIR: PIR means peak information rate.

Configuration Verification

Use Speed test tool to check that each user is limited up to 1Mbps.
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Enable @ Active Edit Delete



Reyee Cookbook Advanced Solution Guide

© DOWNLOAD I UPLOAD |

0.8 0.91

Connections
HOW LIKELY IS IT THAT YOU WOULD

RECOMMEND CHINA TELECOM TO A FRIEND OR

China Unicom FuJian SOLEEAGUES

China Telecom

5.2 Reyee Cloud Authentication Solution

5.2.1 Working Principle

Cloud authentication allows you to control users accessing to the wireless network. The configuration will be
synchronized from Cloud to local EG device. In portal authentication, all the client's HTTP requests will be redirected to
an authentication page first. The clients are required to authenticate, payment, accept the end-user license agreement,
acceptable use policy, survey completion, or other valid credentials, then they can visit the internet after the

authentication succeeded.
5.2.2 Application Scenario

Portal authentication, also known as Web authentication, is usually deployed in a guest-access network (like a hotel or

a coffee shop) to control the client’s internet access.
5.2.3 Configuration Case

Requirement

Users are required to authenticate first before allowed to access the Internet. Reyee AP can’t support cloud

authentication, need Reyee EG to do that.

Network Topology
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e ) — TR

Ruijie Cloud
I WAN
_ AP&Switch
Reyee Gateway VLAN1 192.168.110.0/24
LAN
User
Portg VLANG 192.168.6.0/24
Port2
Reyee Switch
‘yl | I T | § m = = = 5»}
Reyee AP

Network Description:

® EG works as a DHCP server to assign IP addresses to users and AP& switch devices
® The AP& switch devices obtain the IP address 192.168.110.0/24 in the VLAN1 network segment for Internet

access
® The users obtain the IP address 192.168.6.0/24 in the VLANG6 network segment for Internet access

® The Ruijie Cloud work as platform to manage and monitor devices and clients status and provide captive

authentication for clients.

Configuration Steps
® Configure basic network

® Configure cloud authentication

1. Configure basic network
Step 1: Click Router -> Basics -> LAN -> LAN Settings -> Add, Configure LAN Settings and DHCP pool of
VLAN1 and VLANG network segment on the EG.
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Ruijie | iReycc ‘ test123 > EG105GW

English O Ruijie Cloud

9 Download App

Advanced Solution Guide

£ Overview

Hostname: EGT05GW. SN: H1PH745119402 1P: 172.26.5.237

@ Online Clients

® EG105GW MAC: 30:0D:9E:E7:E9:15
[ Router | Overview | Basics - |Senumv v Behavior ¥ VPN ¥ Advanced v Diagnostics ~ System ~
Plfiless DHCP Clients Static IP Addresses DHCP Option DNS Proxy
2 Switches o LAN Settings
= Network
I LAN Settings
Upto 8 entries can be added.
P Subnet Mask VLAN ID Remark DHCP Server
192.168.110.1 255.255.255.0 Default VLAN Enabled
&Collapse
Edit
=P 192.168.110.1
* Subnet Mask 255.255.255.0
Remark
*MAC | 30:0d:9e:e7:¢9:15
DHCP Server ()
* Start 192.168.110.1
*|P Count 220
* Lease Time(Min) 30
DNS Server 192.168.110.1 @
Cancel
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& Network Setup

Start IP Count

192.168.110.1 220

@Network Check g Wam  (3Log O

+ Add

Lease
Time(Min)

30

O Reboot

(O]

T Delete Selected

Action

Edit
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Edit s

*IP 192.168.6.1

* Subnet Mask 255.255.255.0

*VLANID 6

Remark

*MAC  30:0D:9E:0B:7D:05

DHCP Server ()

* Start 192.168.6.1

*IP Count 254

* Lease Time(Min) 30

DNS Server 192.168.6.1 @

Ruific  BERcycc | testidd o g6105awW English o~y Bugie Clour) [ Dorikoad A @ Heetwork Sefup @l Nehwork Chee
wvervies
_. Vipstmame PGISSGW W HTP ST TR [l R 5 Reboot
Online Cliss » EGI05GW WAL IODOIEETERTS
o Houter Basics
st UbhiSettngn. DHCPClierss. Shtic (P Addhesses. DBCPOption. DN Promy
[ Sweiiches
0 LN Setiings @
> Netwerk
| LAN Sattings Pt o D Saketey
Ui b @ spelnies it b aiden
[ Satmt Mask VLAN IDr Rarrark DECF Sarver Start 1P Cesant L= Artian
tha] it
b 1 1 faull VLA 1]
19206861 295355255 ratih L FRT; 24 [t
i
F
& Collapss
Note:

Default VLAN network is set to 192.168.110.0/24 network segment.

Step 2: Click Switches -> Manage -> Basic Settings -> VLAN Member to create VLANG on the switch, and
click VLAN Settings to set port 2 and port 9 to trunk port which connect to AP and EG and allow VLAN 1 and
VLAN 6 to pass through, then check the port settings on the device.
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& System Info @ Basic Settings O Upgrade

Loop Protection @ @

Port Isolation @

Port Settings

Port Settings @ >
Port Mirroring @ >
Static MAC @ >
Search by MAC >

VLAN Settings

VLAN Member L

No. VLAN ID Action
1 1
VLAN Settings »
QoS Settings
Rate Limiting >
v
& System Info @ Basic Settings O Upgrade
~
Loop Protection @ [ @)

Port Isolation @

Port Settings

Port Settings @ b2
Port Mirroring @ >
Static MAC @ >
Search by MAC >

VLAN Settings

VLAN Member @ >
VLAN Settings v
*Port  Port2 x Port9 x Type  Trunk
Permit  All x *Native  viaN1
Port VLAN Type Permit VLAN NativeVlan  Access Vlan
~
1 Access - - 1
2 Access - - 1
> . -
& System Info @ Basic Settings O Upgrade
VLAN Settings ~
VLAN Member @ >
VLAN Settings v
*Port Type  Access
Permit * Access
Port VLAN Type Permit VLAN NativeVlan  Access Vlan
~
1 Access - - 1
2 Trunk 16 1 - J
3 Access - - 1
4 Access = . 1
< . v
QoS Settings
Rate Limiting >
Storm Control >
POE Settings
POE Settings >
v
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&% System Info @ Basic Settings O Upgrade
VLAN Settings ~
VLAN Member @ >
VLAN Settings >
*Port Type  Access
Permit * Access
Port VLAN Type Permit VLAN NativeVlan  Access Vlan
5 Access - 1 S
6 Access 1
7 Access 1
8 Access 1
9 Trunk 16 1 N
Qos Settings
Rate Limiting >
Storm Control >
POE Settings
POE Settings >
v

Step 3: Click Wireless -> Wi-Fi -> Wi-Fi Settings, configure a SSID named as Reyee test and set VLANG to this SSID.

Ruifie B ST tesdld ¢ EGIOSGW
" Cheraew
WA-Fi Semtings el Wi-Fi W-Fil List Hesaltiey Mo
& Online Clierts
-o e Charngang conflupuration reguines 2 sebooi snd ciens will fe reconected
= Rouher

| Wi-Fi Settings Devies rougs ot

e SEUD e bt
i Band | 240 &G
Chents

Serunty Dy
B ket AT ol

Racko Frequency
LAN Ports Witekres, Schasduie A Tre:

LEDY
WLAN i

Metwork Optimisation

el
£ St
. AP lctation
= Metwor

& Collapee

testi23 0 EEI0SGW a Choud [l Dk o Ntk Sep @

Hetwer k Ougrtimization

B Swinches

= Netwerk

i nllagm

- Settings Gt WI-Fi Wi Lt Healthy Mode
% Online Chisnls :
o Tige: Changpng coniliguratio g o wbool wal el wll b sl @
2 Houter
_— J Wi-Fi List Device Group  Defwin & i
i
e Upto 8 5108 can be sdde
i 5D Buard Security Hirkiden WLAN 1D Action
Chierats
| Tieyes iesi 240 + 56 OPEM (] ' bk
Plackelisy Whitelia
246G + 50 WPA WA PRK Wiy [ I 1
Radia Frequency
LM Ports - 240+ 5G PEN Mo Detinalt VLAR : Dot
LED
PAG + 55 WTA WA PR ey it 1

2. Configure cloud authentication

Step 1: Select CONFIGURATION -> AUTHENTICATION -> Captive Portal to open the Captive Portal page, and click

Add to create a new portal template and edit the captive portal template.
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Ruijie L) MONITORING 0} 3y
| Capiive Portal ) Edit
I name [ sss
8 PROUECT
WIRELESS Note: There are B Descripton [ 12 ]
ogin Opbons. One-click Login Vouche Account SMS Registration® @ | Facebook Account
| capgffe Portal
Show Baiance Page @
Fostlogn UAL @ ©
Portal Page @
L}
Avar 2 E
£
@ imge  Sowd Color ——
Defaultimage Upload
@
& ADVAMCEC Languages Englsh
~
® e Image @
Teot 60 characters remaining
Marketing Message 50 characters remaining
v

MONITORING ~ CONFIGURATION  MAINTENANCE

ez [y e—— wonat
© prosecT
= WRELESS Note: There are Reyee devices I the networkc Piease enaie Cloud Al on EG for Reyes devices
| Captive Portal 8
[ s0a ][ omomanae al
o EB
‘o B “a
Test e 545 sss
. = = L J
AT Mot associated win SSID =  2zeze EG [ 33
ot synchronized 1o £G Hot synchronized to EG test128

20220408 125253

& ADVANCED

Note:

- -

20210118 135008

12

One-click Login: Login without username and password. Support to set the Access Duration and Access Times per
day.
Voucher: Login with a random eight-digit password.

Account: Login with the account and password.

Step 2: Make sure the Reyee EG is online on Ruijie Cloud and click its SN in the list to enter the configure page
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MONITORING ~ CONFIGURATION ~ MAINTENANCE

- vz (amage e | comaowan. | ot | ommnooess |
@ DASHBOARD
& TOPOLOGY | Gateway List AutoRefresh: @) © 2 - X
B REPORT
status 3 s Atas GHT P mac Egress 1P Network Firmware Version Offine Time Model Description  Action
@onine = 172265237 30049676915 1203511195 test1za Reye08 1551915 20220319 07.0007 EclosoW  Empty [
her ©onine Ruije 172265253 c0b8.0635.283¢ 0000 testi23 Reyee0s 156.1325 - EG1056P  Emoty ]
8 DpeEvicE Fir us 1 Next Last (10~ J2intotal

h

D@ @

Gateay
Home Router
Bridge

@ CAMERA

A CLENT

javascript;

Step 3: Click Cloud portal Auth to configure the authentication on Cloud

MONITORING N

Device Information x
PR | rtoare | Tate ot | Urnaoe |
@ DASHBOARD Basic
a8 & ®S © @ ®
WAN AN Discomnected Disabied PPPOE SWliclP DHCP PO Abnomal Copper SFP Al EGt050W. ;
& ToPoLoGY | Gatoway List | = 4 AutoRetresh: @) © @ I~
e w e oowm we s : i
B ALARM [ . . . . Ac: 30049ee7.915 Q
B RERORT Statt ot Eersen Dffiine Ti Model Des tion Acti
Operation Mode: Route MGMT IP: 172265237 ik
9 oniine Actual Master Device:  HIPH745119402 Syne: Synchronized | el EG2100  Emal o
@ onine D ©H1PH7AST 174 Hardware Version 110 2039070007 EG10SGW  Emah &
2 pevice onine s Reyee_tost,  Intemal_APP-1, T depariment,  Guest APP-1 Fimware Version Reyee0S 1551915 - EGI0SGP  Emop o
© onine Descipiion ’ porzs 04307 EGI0SGR B g
Overview ~ Config
oftine Slhutits. (N 20420163607 EGI05GPA2 i
ofiine | | Diagnose [-09-08 19:01:07 E£G2100-P L] Z
oftine ‘:]W ot9213507  EGH0GP o ]
( )7 in total
| TV

& CAMERA IPTVVLAN

& & L P L + +
WAN AN Disconnected Disabled PPPCE StaticlP DHCP POE Abnormal Copper SFP.

A CLENT
ik EE

| Dynamic DNS @

NoIP  DynDNS

Service Interface. wano v

Step 4: Enable Auth firstly, then set Auth IP Range 192.168.6.2-192.168.6.254 which need to authenticate and choose
the portal template to be used. In the end, click Save to save all configurations.

| saswa o :

| Cloud Portal Aulh x
1
0 &
10216062102 168 6 264 +
Statu o oo i

Test

Note:
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The EG, Switch and AP IP address needs to be excluded, otherwise the device will not be able to access the Internet.

Configuration Verification

1. Click Router -> Advanced -> LAN -> Authentication -> Cloud Auth, Check whether the configuration has been
synchronized to EG.

Ruijie | 5Reyce ‘ test123 > EG105GW English v Ruijie Cloud §8Download App 4 Network Setup @ Network Check 7Warn (3 Log Out
_ Hostname: EG105GW SN: ra il IP: 172.26.5.237

& Overview MAC: 30:0D:9EE7:£9:15 O Reboot
®EG1056W +ICODIEECES:

@ Online Clients Overview ~Basics v Security v Behavior ¥ VPN Diagnostics ¥ System
Cloud Auth | Whitelist  Online Users

= Wireless
Ruijie Cloud supports voucher authentication, local account authentication, SMS authentication and one-click authentication. Please log into Ruijie Cloud to enable authentication. View ®
E\switches If the IP address of the EAP device is in the authentication IP range, please choose Whitelist to add the EAP MAC address to the MAC address whitelist.
= Network Authentication @D
* Server Type Cloud Integration
*Auth Server URL  portal.ruijienetworks.com
Client Escape @ Enable
*IP/IPRange = 192.168.6.2-192.168.6.254 Add
]
«Collapse v

2. Users which in 192.168.6.2-192.168.6.254 IP range are required to authenticate before accessing the Internet.

5.3 Reyee Guest WiFi Solution

5.3.1 Working Principle

Create a single internet entrance by using guest WiFi. The devices you allowed to access guest WiFi can access the

internet but can’t access the home WiFi.
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5.3.2 Application Scenario

Guest WiFi provides a secured Wi-Fi access for guests to share your home or office network. When someone visits
your house, apartment, or workplace, you can enable the guest WiFi for them. You can set different access options for

guest users, which is very effective to ensure the security and privacy of your main network.
5.3.3 Configuration Case

5.3.3.1 Configuration via EG’s eWeb

Requirement

Configure Guest WiFi for the Guest users in the VLAN7 network segment and the users will cannot access the internal

network in the VLANG network segment.

Network Topology
(_ Intemet ;J}
S i
WAN
Reyee Gateway
LAN

AP&Switch
VLAN1 192.168.110.0/24

Internal network

Vlan 6 192.168.6.0/24
Guest network

Vlan 7 192.168.7.0/24

Reyee Switch

Reyee AP
Network Description:
o EG works as a DHCP server to assign IP addresses to users and AP & switch devices
° The AP & switch devices obtain the IP address in the VLAN1 network segment for Internet access
o The internal users obtain the IP address in the VLANG network segment for Internet access and the guest

user obtain the IP address in the VLAN7 network segment for Internet access

Configuration Steps

Step 1: Click Router -> Basics -> LAN -> LAN Settings -> Add, Configure LAN Settings and DHCP pool of VLAN 6
and VLAN 7 network segment on the EG
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#Recycc ‘ test123 > EG105GW English v QRuijie Cloud ggDownload App @& Network Setup @ Network Check 7 Wam 3 Log
2, Overview
Hostname: EGT05GW. SN: H1PH745119402 1P: 172.26.5.237 D
eboof
@ Online Clients EG105GW MAC: 30:0D:9EE7:£9:15

B Router Overview | Basics ¥ | Security ¥ Behavior ¥ VPN~  Advanced ¥  Diagnostics ¥  System

DHCP Clients Static IP Addresses DHCP Option DNS Proxy

[ Switches
@ AN settings ®
= Network
I LAN Settings W Delete Selected
Upto 8 entries can be added.
Lease .
P Subnet Mask VLAN ID Remark DHCP Server Start IP Count . N Action
Time(Min)
192.168.110.1 255.255.255.0 Default VLAN 2 Enabled 192.168.110.1 220 30 Edit
192.168.1.1 255.255.255.0 2 = Enabled 192.168.1.1 254 30 Edit Delete F
A
«Collapse

Edit i

*IP 192.168.6.1

*Subnet Mask |~ 255.255.255.0

*VLANID 6

Remark
*MAC | 30:0D:9E:0B:7D:05
DHCP Server @D
* Start 192.168.6.1
*IP Count = 254
* Lease Time(Min) =~ 30

DNS Server 192.168.6.1 @
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Add

*IP - 192.168.7.1
*Subnet Mask =~ 255.255.255.0
*VLANID | 7
Remark
*MAC | 30:0D:9E:A0:54:4A

DHCP Server ()

* Start

* IP Count

* Lease Time(Min)

192.168.7.1

254

30

DNS Server 192.168.7.1 @

Ruijie | FREYCC | test123 > EG1056W

© Operation succeeded.

Advanced Solution Guide

i 22Download App & Network Setup @ Network Check j5Wam  [3Log Out

© EG105GW MAC DU e e eo 13 -
& Overview
Overview Basics ¥ Security v Behavior v VPN v Advanced Diagnostics ¥ System
@ Online Clients
@ Router LAN Settings ~ DHCPClients ~ Static IP Addresses ~ DHCP Option ~ DNS Proxy
= Wireless @ AN settings ®
2 Switches | LAN Settings + Add T Delete Selected
& Network Upto 8 entries can be added.
Lease .
P Subnet Mask VLAN ID Remark DHCP Server Start 1P Count . X Action
Time(Min)
192.168.110.1 255.255.255.0 Default VLAN Enabled 192.168.110.1 220 30 Edit
192.168.1.1 255.255.255.0 2 Enabled 192.168.1.1 254 30 Edit Delete
192.168.6.1 255.255.255.0 6 Enabled 192.168.6.1 254 30 Edit Delete
e
192.168.7.1 255.255.255.0 7 Enabled 192.168.7.1 254 30 Edit Delete a
«Collapse

Step 2: Click Switches -> Manage -> Basic Settings -> VLAN Member to create VLAN 6 and VLAN 7 on the switch,

and click VLAN Settings to set port 2 and port 7 to trunk port which connect to AP and EG and allow VLAN 1, VLAN

6 and VLAN 7 to pass through, then check the port settings on the device.
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& System Info

Loop Protection @
Port Isolation @

Port Settings

Advanced Solution Guide

O Upgrade

@ -

456

Port Settings @ >
Port Mirroring @ >
Static MAC @ >
Search by MAC >
VLAN Settings
:
(ISR - |
Delete Selected
No. VLAN ID Action
1 1
VLAN Settings >
Qos Settings
Rate Limiting >
v
&% System Info @ Basic Settings O Upgrade
Loop Protection @ @
Port Isolation @
Port Settings
Port Settings @ >
Port Mirroring @ >
Static MAC @ 3
Search by MAC >
VLAN Settings
VLAN Member @ L
[
Delete Selected
No. VLAN ID Action
1 1
2 6 Delete
3 7 Delete
VLAN Settings >
v
& System Info O Upgrade
Port Settings @ > &
Port Mirroring @ >
Static MAC @ 55
Search by MAC >
VLAN Settings
VLAN Member @ >
VLAN Settings v
*Port Port2 x Port7 x Type  Trunk
Permit Al x *Native  viAN1
Port VLAN Type Permit VLAN NativeVlan  Access Vlan
1 Access - 1 S
2 Access - -~ 1
3 Access 1
4 Access - . 1
< 4 v
v
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&, System Info ® Basic Settings O Upgrade
Port Settings @ > |8
Port Mirroring @ >
Static MAC @ >
Search by MAC >

VLAN Settings

VLAN Member @ >
VLAN Settings v
* Port Type  Access
Permit * Access
Port VLAN Type Permit VLAN Native Vlan Access Vlan
1 Access o i 1 G
2 Trunk 167 il
3 Access = = 1
L Access e e 1
3 Arrace El v
AAC Cattinme ¥
& System Info @ Basic Settings & Upgrade
o
Search by MAC ps

VLAN Settings

VLAN Member @ >
VLAN Settings v
Permit * Access
Port VLAN Type Permit VLAN Native Vlan Access Vlan
6 Access - - 1
7 Trunk 167 1
8 Access. - - 1
9 Access = = 1

QoS Settings
Rate Limiting >
Storm Control >

Step 3: Click Wireless-> Wi-Fi -> Guest WiFi, configure a Guest WiFi SSID named as Guest_WiFi_Reyee and set
VLAN 7 to this SSID.

test123 > EG105GW Ruijie Cloud g Download App £ Network Setup

s 0verview

‘Wi-Fi Settings Wi-Fi List Healthy Mode

@ Online Clients

6 Tip: Changing configuration requires a reboot and clients will be reconnected.
Router

. | Guest Wi-Fi Device Group:  Default
= Wireless o

APs Enable ‘)

Wi-Fi

*SSID Guest WiFi_Reyee

Clients
Band 24G +5G
Blacklist/Whitelist

Radio Frequency Security  WPA WPA2-PSK

LAN Ports

* Wi-Fi Password ~ esseseese et
LED
Collapse
Network Optimization
Wireless Schedule  Never Disable
[Z\ Switches
VLAN i-Fi

= Network < 7 (Guest Wi-Fi)
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Step 4: Click Wireless ->Wi-Fi ->Wi-Fi List ->Add configure the internal user SSID named as Internal_network_Reyee
and set VLANG to this SSID and check the WiFi settings on the WiFi list.

Add

Q) ™ configuration will Lake eisct alter being delivered to AP

WPA WA P

Wi-Fi Settings Guest Wi-Fi Wi-Fi List Healthy Mode

o Tip: Changing configuration requires a reboot and clients will be reconnected. @

| Wi-Fi List Device Group:  Default o

Upto 8 SSIDs can be added.

SsiD Band Security Hidden VLAN ID Action
RAP2 24G + 56 'WPA_WPA2-PSK No 10 Edit
Internal_network_Reyee 24G + 56 'WPA_WPA2-PSK No 6 Edit Delete
Guest_WiFi_Reyee 24G + 5G 'WPA_WPA2-PSK No 7 Edit Delete

Step 5: Click Router -> Behavior -> Access Control, configure ACL to block the traffic from guest user of vian7
network 192.168.7.0/24 to internal user of VLAN 6 192.168.6.0/24 and apply to LAN interface on EG.

Ruijie | FRcycc ‘ test123 > EG105GW English v QRuijie Cloud  ggDownload App @ Network Setup @ Network Check 75 Wam  [3Log Out
& Overview
Hostname: EG105GW ST, | RIS QNgD 1P: 172.26.5.237 T
eboo
@ Online Clients © EG105GW MAC: 30:0D:9E:E7:£9:15

VPN~ Advanced ¥  Diagnostics ¥ System “

Overview  Basics Security -
Wi v Access Control

Configure ACL based on IP addres Time Management

B\ Switches 0 The policy cannot take effect N thie vurv purs sw urn i wann among the internal users between an L2TP server and an L2TP client. The policy only takes effect in the LAN network. ®
Example: Configure a deny ACL entry containing source IP address 192.168.1.0/24 and destination IP address 192.168.2.0/24. Device configured with IP address 192.168.1.x will fail to
access device 192.168.2x. But device 192.168.2. will be allowed to access device 192.168.1.x.

“F Network N Tip: Configure one more deny ACL entry containing source IP address 192.168.2.0/24 and destination IP address 192.168.1.0/24. The two devices will be mutually unreachable.

| ACL List + Add 1 Delete Selected
Upto 50 entries can be added.
Rule Control Type Wireless Schedule Interface Effective State Remark Action

MAC 6e:36:05:e8:76:5f Block ‘WAN Inactive @ iphone Edit Delete

- 10/page Total 1 (@

A

&Collapse
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Edit Rule

Based on

Sre IP Address: Port
Dest IP Address: Port
Protacol Type
Control Type
Wireless Schedule
Interface

Remark

ACL List

Up to 50 entries can be added.

MAC @ IP

192.168.7.0/24

192.168.6.0/24

All Protocols

Block (Reverse flow mismatches)

All Time

Block Guest

Cancel

Rule Control Type Wireless Schedule Interface

Src IP Address

192.168.7.0/24 : All Ports

Dest IP Address Block All Time
192.168.10.0/24 - All Ports

Protocol All Protocols

Effective State

Active

+ Add

Match

R¢ k
emar Order

VLAN
10_Intranet_isolation

Advanced Solution Guide

17 Delete Selected

Action

Edit Delete

Src IP Address

192.168.7.0/24 : All Ports

Dest IP Address Block All Time
192.168.6.0/24 : All Ports

Protocol All Protocols

Active

Block Guest N

=

Edit Delete

Src IP Address

192.168.7.0/24 : All Ports

Dest IP Address Block All Time
192.168.111.0/24 : All Ports

Protocol All Protocols

Configuration Verification

Active

_Intranet_isolation P

Guest network users 192.1687.2 can’t access the internal network users 192.168.6.2.
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Guest WiFi
50 dim
@ d2:05:88:f1:69:90 s

Channel:14% Link speed:52 Mbps
IP:192.168.7.2 MAC:bece2.65%a.Bdbe

Gateway:192.168.7.1 DN5:1572.168.58.94

192.168.6.2

N

Hamor View 10

8 0 100.00% O ms

Sent Received Loss rate Avg Delay

5.3.3.2 Configure via Ruijie Cloud APP

Requirement

Configure Guest WiFi via Ruijie Cloud APP for Guest users in the VLAN7 network segment which cannot access the
internal network in the VLANG network segment. Ruijie Cloud APP will deliver the corresponding configuration to device

automatically..

Network Topology
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Ruijie Cloud APP

Reyee Gateway

AP&Switch

Reyee Switch [REEEEEcSE: VLAN1 192.168.110.0/24
Port2
Internal network
Vlan 6 192.168.6.0/24
: Guest network
Reyee AP Vian 7 192.168.7.0/24

Network Description:

® EG works as a DHCP server to assign IP addresses to users and AP & switch devices
® The AP & switch devices obtain the IP address in the VLAN1 network segment for Internet access

® The internal users obtain the IP address in the VLANG network segment for Internet access and the

guest user obtain the IP address in the VLAN7 network segment for Internet access

Configuration Steps

Step1: Login to your Ruijie Cloud APP on smartphone then enter the project with Reyee gateway + RAP
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My(sz} Shared (69)
-—

Project Type Alarm
L=l On-site | Cloud
B @280
GTAC_Reyee

+ Create a Project

Creation Time

12[ |Clowd R

RyeeNetwork1

@ onstelcowd

Ro

Cloud_Auth_Test @

Q On-site | Cloud
@o

test123 @

@ On-site | Cloud

Bk @2

EST
. Creation Time: 202(
. On-site | Cloud
B
PPSK

m On-site | Cloud

8o

& B =

Product BOM Project

Step2: Choose Villa/Home scenario then you can see Guest Wi-Fi button.

®
1
od® 0
Qo -
Discover My
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< Scenario

Please select a scenario according to your
requirements.

Villa/Heme

Restaurant School

Retail/Shop Residence [« i é

What functions do you need or how can we further
improve your user experience?

Advanced Solution Guide

< test123 Q o

@

Ville/
Home

Basic Guest Wi-Fi IP MGMT
Enabled Disobled Disabled

Enabled on 4000+ Reyee projects.

¢« ©
N

You can create a Guest Wi-Fi for visitors, The clients
connected with this Wi-Fi can access the Internet only
but can not access the internal network. In addition,
you can configure Internet speed limit for these
clients,

Feature

Protect internal network security

Limit broadeast storm or virus One-click an/off

How to enable

Tool Kit

Step3: Select Guest Wi-Fi function and click Enable button.
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< test123 Q 9]
@ Basic Guest Wi-Fi IP MGMT Intry
Villa/ Enabled Disabled Disabled
Home

Enabled on 4000+ Reyee projects. m

v QO

I s

You can create a Guest Wi-Fi for visitors. The clients
connected with this Wi-Fi can access the Internet only
but can not access the internal network. In addition,
you can configure Internet speed limit for these
clients.

ia

Feature

Protect internal network security

Limit broadcast storm or virus One-<lick on/off

How to enable

Tool Kit

Step4: Modify Guest Wi-Fi information, configure a Internal user SSID named as Guest_APP and set VLANG to this
SSID and configure a Guest WiFi SSID named as Guest_WiFi and set VLAN7 to this SSID, then Click Save to save
your configuration.
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< Add
L ] o] o
WLAN Access Subnet Param Config Delivery

Name/SSID  Guest_APP

Encryption ()

Password cerasenes

Encryption Mode WPA/WPA2-PSK »
Advanced Settings

Band

2.4G

The 2.4 GHz band provides a larger coverage area and is
better at penetrating solid abjects, but it transmits data at
slower speeds.

5G

| |
The 5 GHz band provides less coverage but transmits data
at faster speeds.

Advanced Solution Guide

< Add
L] L] o
WLAN Access Subnet Param Config Delivery

Guest_Wi-Fi

Name

VLAN ID 7
Advanced Config

Default Gateway/Subnet Mask 192.168.7.1/24

DHCP Service
When enabled, the connected clients can automatically c
get the IR

Dynamic(254 ) 192.168.7.1~192,168.7.254 ~

Speed Limit
The maximum download speed = 1.3MB/s and the

«@©

maximum upload speed < 0.1MB/s.

Downlink Bandwidth (Mbps):

Step4: Waiting around 1 minute for system delivering the configuration to device.

465



Reyee Cookbook Advanced Solution Guide

< Configuration Delivery

Configuring...

46s
Please wait.

ES209GC-P_ES209GC-P
Switch SN:CAPCOYLO08237

Switch configPort I1D: [Port 7] Waiting

Switch configPort 1D: [Port 2] Waiting

Switch configPort ID: [Port 1, Port 3, Port 4,*  Waiting

Switch confighdded VLAN 7 ’)conﬁgurm
g

RAP2260(E)_RAP2260(E)
— AP 5MN:G1QH6WX000534

Update EasyMNetwork wireless config Con+

r)Co nfigurin
9

EG105GW_EG105GW
Gateway SN:H1PH745119402

Update ACL configREJECT Source IP/Netw+**  Waiting
Update IP traffic controlDevice: H1PH7 45+ Waiting
Update global traffic control Configuratios*  Waiting

Update LAN config Configuration: [{"dhep-*  Waiting

Update EasyNetwork wireless config Con-+* 4~ Eonfiguria
]
< Configurdtion succeeded 4 test123 Q (T
Q Basic Guest Wi-Fi IP MGMT Intre
Villa/ Enabled Enabled Disabled
Home
O =
/ Internet
Delivery succeeded ——— o
- - s
Family MNVR
@

Project Details Proprietor Guest

Configuration

Guest Wi-Fi q
Configured :
* WiFi: Guest_APP * Internet speed limit
- !
o VLAN:7 . Not allow to access internal

network

Tool Kit
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Configuration Verification

The guest user 192.168.7.97 can’t be able to access the internal user 192.168.6.147.

5.4

Guest_APP somk: sc
-16 dem
ea:b?:70:73:04:99

Channel:56 Link speed:390 Mbps
IP:192.168.7.97 MAC:bce2.659a.8dbe

Gateway:192.168.7.1 DN5:192.168.7.1

———

<« 192.168.6.147

13 0 100.00% Oms

Sent Received Loss rate Awvg Delay

-

Reyee SON—Self-Organizing Network

Advanced Solution Guide

Self-organizing network feature, which breaks through the product limitations and realizes auto-discovery,

auto-networking and auto-configuration between routers, switches, and wireless APs without the need for controllers or

internet access. With the mobile APP, users can quickly complete the device deployment and configuration, remote

management, operation and maintenance of the entire networks, which greatly reduces the investment of equipment

cost, labor cost and time cost in the process of wireless network construction.

5.4.1 The principle of Reyee SON

5.4.1.1 Network ID

Every device has its own network ID.

Only devices with the same networklID can be added to a network.

Devices with different networkID should be merged before added to the same network.

The network ID is 0 by default.
After the device is configured, it will have a new network ID(networkid is non-zero).

After configure:
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user to configure

. Cloud/APP/eWeb .
NetworkID:0 NetworkID:X
(Default)
Merge:
Merge Networking
NetworkID:Y NetworklD:X NetworkID:X

5.4.1.2 Protocol

Easydisc

Responsible for neighbor discovery, master election, and notification of master changes.

Easydisc is a proprietary protocol and uses UDP port numbers 43561 and 43562 for communication.

MQTT

Advanced Solution Guide

Responsible for the collection of networking equipment information, the collection of STA information, and the

synchronization of configuration information.

MQTT is a standard protocol and uses TCP port number 1883 for communication.

5.4.1.3 Easydisc — Role

No reject message received
for 3 consecutive cycles

mqtt connection
disconnected or device
restarted

Receive join message

Receive merge message

AP device wan port does
not have IP or PPPoE dial-

up

mqtt connection disconnected or device restarted

5.4.1.4 Easydisc- packet

Packet type:

Declare: broadcast; in the Initial state, broadcast declares message; send its own priority and other related information.
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Reject: unicast; when receiving the decade message, according to the election priority, if its own priority is higher, it will

reply reject.

Join: broadcast; sent by the master, when other initial states receive the message, they will connect to the master

according to the master information in it.

Conflict: unicast; the master sends a conflict message when it receives a join message from another master and

cannot be resolved according to the conflict handling algorithm.

Merge: unicast; the master sends a merge message when it receives a join message from other masters and can

merge the other party's network according to the conflict handling algorithm.

Hello: broadcast; all devices start broadcasting hello packets after the role status is confirmed for neighbor discovery.
5.4.1.5 Master election roles

Priority:

(1) EG > AP > SW

(2) Device model: device CPU/Memory/other(AP radio number)

(3) When the priorities are the same, the larger MAC address will be the master.

Select the Master:

Select the master Master selected
- ~
b 4 [

~ =l ; ~ J ~
- . ‘ u\n/u

2 !\/E\n
- -

- o4
< P L

Re-select the Master:

Master is offline Re-select a new master
i -
q@
o &

@ { u ® = &
~ 1) ~ & ==
@ | oo mmm) -

‘ poc ~ ~
. -~ ~o. @
Qn @2 ~a & LS
= -
& &

5.4.1.6 Master preemption mechanism
If a device with a higher priority joins a network, the master device will change. The new device will send a merge
packet to the master device.

1.For AP networking, after the master is selected, if a new EG is added, EG will become the master.
Delay time: 7-8s

2.For AP networking, after the master is selected, if a new AP with a higher priority is added, the preempt is delayed.
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Delay time: preemption starts after the master is powered on for 36 hours and the new device is powered on for 5

minutes; otherwise, preemption starts after the new device is powered on for 30 minutes.

3. For AP+SW networking, after the master is selected, if a new EG is added, EG will become the master.
5.4.2 The configuration of Reyee SON

5.4.1.1 Neighbor Discovery

Add devices of other networks to My Network.

Ruijie | BRcycc | Cloud Auth Test > EG1056-P English ~ 3 Rujjie Cloud B§Download App € Networ ¢ C iWarn  [FLog Out
& Overview
Network List

@Online Cllents [ ] Every network varies in devices and configuration, You can add devices of Other Network to My Network @

[\ Router | My Network

FWireless Cloud Auth Test (2 devices)

) Switches Model SN P MAC Software Ver

- Network %um EG105G-P [Master] H1PTA 3 192.168,110.254 CO:BBEE: ReyeeOS 1.56.1325

AP RAP2200(F) G1QH16Q0. 192.168.110.39 C4T0A" 4 ReyeeOS 1.75.2429

| Other Network

Router RAP (1 devices) Add to My Network

= Model SN P MAC Software Ver

B AP RAPI200(F) GIQH: 192.168.110.205 CaT0:AL ReyeeOS 1.75.2429

Enter the password of device.

Add Device to My Network

* Password

Forgot Password Add

Device is added to the network.
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& Overview
Network List
B T e o)
{ERouter | My Network
Wieens Cloud Auth Test (3 devices)

(B switches Model SN 1P MAC Software Ver
2 Network %m- EG105G-P [Mast HIPTAT 192.168.110.254 €0 Reyee0S 1.56.1325

AP RAP2200(F) GIa! 192.168.110.39 CA:70:4 ReyeeOS 1.75.2429

AP RAP1200(F G1al 192.168.110.205 c4 ReyeeOS 1.75.2429

5.4.1.2 Device networking role

Master:
Ru.;c'j_c ERcycc | Router RAP > RyeeEG English ~ Ruijie Cloud §fDownload App £ Network T k [HWam [FlogO
S Overview
: RyeeEG SN: ,26.5.1

o Hostname: Ryeel ¢ SN: H1QH : IP: 172.26.5.128  Reboat
B Online Clients  EG105G-P MAC: EC:BY:
A\ Router Overview E Security Behavior VPN Advanced System

Overview

Memory Usage Online Clients Status: Online
5 Duration: 3 hours 13 minutes 41 seconds
=22 Network 0,

37% 1 Systime: 2022-03-03 20:59:21
Device Details
Model: EG105G-P Hostname: RyeeEG & SN: H1QHGRLO457RC
MAC: EC:BS § Work Mode: Router & Master AC
Hardware Ver: 141 Software Ver: ReyeeOS 1.55.1914
] Interface Details
LAND LANT LANZ AN WAN
192.168.110.1 172.26.5.128
Slave:
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® RAP1200(E)

Overview  Basics Wireless

Overview

Memory Usage

35%

Device Details
Model: RAP1200(E}
SN: C

Work Mode: AP 7
Hardware Ver: 1.00

| wi-si

7= Primary Wi-Fi: Router RAP
- Security: No

| Interface Details

ki Hostname: RyeeAP1
MAG: 30:0D:°

SN: CANL

Diagnostics System

Online Clients

-

WAN
192.168.110.203

—_—

LAN1

IP: 192.168.110.203 ,
() Reboot

Status: Online
Duration: 3 hours 14 minutes 19 seconds
Systime: 2022-03-03 21:01:04

Hostname: RyeeAP1 &
MAC: 30:0D:4
[ Role: siave AP @ (Master Ac: 1921681100) |
Software Verr Reyee0S 1.55.1914

Guest Wi-Fi:
Security: No

LANZ  LAN3

Click RITA for help.

5.4.3 The troubleshooting of SON

Fault symptom
Network self-organization Fail

Cause

There are multiple masters, and more than 1 @Ruijie-mxxx SSID could be seen.

Layer fails to broadcast.

Solution

Check whether the devices are connected with same network and merge all the devices to the same network.

Check whether there are have some configurations like VLAN and port isolation.

Check whether the SON is disabled.

5.5 Reyee Mesh Solution

The Mesh function of Reyee EW series routers support zero-configuration networking for multiple devices, and can

self-recover when there are some single point issues. The wireless coverage requirements of home scenarios could be

satisfied by the Mesh function of Reyee EW series completely..

5.5.1 Application Scenario

Zero-Configuration Network
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4
Master
.
Wired Iiesh Wirel@ss.mesh
s
S
L
u
Repeaterl: 192.168.110.0/24 Repeater2: 192.168.110.0/24
n

Default SSID @Ruijie-xxxxx .

Clients

Repeater3: 192.168.110.0/24

Self-Recover Network

j i ]
3 P

| N\
i :-*iaf-'l
d i

e

Tips:

Advanced Solution Guide

The Mesh function can automatically switch between wired and wireless links. It will automatically switch to wired mesh

after wired access and automatically switch to wireless mesh after the network cable is unplugged

5.5.2 Configuration Case

Requirement
Provide wireless network for clients’ home (Two rooms and one hall).

One of room requires to connect the wireless internet and the other one connect to wire internet.

Network Topology
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Master: 172.26.5.104

&

Wired sh Wirel@ss'mesh
&
™
&
Repeaterl: 192.168.110.38 Repeater2: 192.168.110.50
&
” Default SSID @Ruijie M49fd
&
|

Clients

Network Description:
1. Master gets the DHCP IP address from ISP to access internet, broadcasting default SSID @Ruijie-m49fd which is
used by clients and broadcast a default hidden mesh Wi-Fi to let repeater to connect.

2. Repeater connected with Master using wired or wireless will broadcast the default SSID @Ruijie-m49fd after mesh

succeed.

Configuration Steps:
Step 1: Connect the ISP cable to the WAN port of Master. The master will get the DHCP IP address from ISP which can

access internet.

If you need to configure PPPoE account or static IP, you can connect your PC to the LAN port of the master, using
default IP 192.168.110.1 to access it. Then refer to the Wizard to configure the internet. Click Start-Setup, fill the PPPoE

information or Static IP information, click Next to configure the SSID information.
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< (& A Not secure | http://192.168.110.1/cgi-bin/luci/;stok=ec6e9456433f722dab62bcc1fd3f0371/m/quick o Q |2 W =

EW1200G-
PRO

\
=

Repeater

o

Recommended

DNS Server
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Wi-Fi Settings

Dual-Band Single SSID aO

Country/Region/Time Zone b

* Country/Region

China (CN

Step 2: Connect the WAN port of Repeater1 to the LAN port of Master.
Step 3: Press the Pairing button <1s on Master and Repeater 2

Configuration Verification

Clients can connect the Wi-Fi @Ruijie-m49fd and access internet successfully.

524PM e @@ - NAD =
X v
@Ruijie-m49fd network
details
Connect automatically o
® =
Status Technology
Connected Generation 4
@) il
Connection speed  Signal strength
400Mbps Excellent
O ®
Security IP address
WPA/WPAZ-Personal alda:dcdb:6add:6417 192
& th
Subnet mask Router

5.255.255.0 192.168.110.1

Proxy None &
IP settings
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5.6 Reyee Economic Hotel Network Solution

5.6.1 Application Scenario

Reyee economic hotel network solution provides an affordable 5-star Wi-Fi for clients. It can operate concurrently at
2.4GHz and 5GHz, providing high-speed wireless access of 574Mbps at 2.4GHz, 1201Mbps at 5GHz and up to
1775Mbps per AP. The wall AP provides a LAN port at the front to facilitate the expansion of IPTV, IP phone, etc.

5.6.2 Configuration Case

Requirement

1. Wireless network for Hotel, guests need to do voucher authentication before accessing internet and can’t access
internal network of hotel.

2. Providing wired connection for IPTV.

Network Topology
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P R
Ruijie L)

Devices: VLAN 1 192.168.110.0/24
Staff: VLAN 2 192.168.112.0/24
Guest: VLAN 3 192.168.113.0/24
Wan 0 IPTV: VLAN 100

Uli :
POt 9

n
v

Switch ES209GC-P

Port 2 Port 3
Poft 1
-
RAP2200(F) RAP2260(G) RAP1200(F)
Devices List
Type Model Function
1.Connect Internet and work as DHCP server for downlink devices
and clients;
Gateway EG105G-P 2.Manage AP and Switch Devices locally;
3.Support Cloud voucher authentication with Ruijie Cloud;
Switch ES209GC-P Provide wired and POE connection.
1.Provide wireless connection for room.
Wall AP RAP1200(F) 2.Provide wired connection for IPTV.
Indoor AP RAP2200(F)&RAP2260(G) Provide wireless connection for hall and corridor.

Configuration Steps

Step1: Power on and connect the device refer to the topology.

Step2: Access Gateway by default IP 192.168.110.1, refer the Start Setup step to configure the basic network settings.
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Ruijié | BRCycc | Discover Device English ~ B

Total Devices: 5.

Please make sure that the device count and topology are correct. The unmanaged switch will not appear in the list @
Net Status ( Online Devices / Total ) Refresh &
) —=
DHCP 1 /1
Internet Router Switches
My Network
New Device (5 devices) N
Model SN 13 MAC Software Ver
%uter EG105G-P-V2 [Master] EG3 10019 192.168.110.1 00:D¢ 28:43 ReyeeOS 1.56.1325
AP RAP1200(F) G1Qr 384A 192.168.110.205 c4:70: 36 AP_3.0(1)B11P35 Release(08132700)
AP RAP2260(E) G1QH 0534 192.168.110.200 EC:BY: 497 ReyeeOS 175.1318
AP | RAP2200(F) GIQH 1978 192.168.110.39 CATOA 64 ReyeeOS 1.75.1320
Switch  RG-ES209GC-P CAQC 4240 192.168.11044 EC:BO:7C BS ESW_1.0(1)B1P3,Release(07200415)

Set the Network Name, Network Settings, SSID for Staffs and the set the Management Password.

R‘mjrc !Rcycc Create Network English v 3 Exit

* Network Name | Reyee-Hotel

Network Settings
Internet PPPOE @ DHCP Static IP
ngs: DHCP
*SSID | Hotel-Staff
Wi-Fi Password @ Security Open
F (Please the password.)

*Management | sesssssase

Password ([ N SN

Country/Region/Time Zone W

* Country/Region  China (CN)

*Time Zone | (GMT+8:00)Asla/Shanaha

Previous

e Network &

Click Create Network & Connect to active configuration and add the devices to Cloud.
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Ruyte MONITORING CONFIGURATION MAINTENANCE
R/ | abc 1.com
Reyee-Hotel Search Network QO
i} DASHBOARD
Topology Advanced
& TOPOLOGY
E ALARM . Y M
REPORT
Network
Voucher
A—
8 DEVICE ——
EG105G-P
AP
AC
LANT
Switch
Gateway
Home Router .
(ke
Bndge Virtual device
& CAMERA
Cameras @ @ portl
NVR WAN WAN WAN
M CLIENT
AP AP AP
RAF‘I-ZE)OtF) RAF‘Z?SO{E) RAP2;.00(F)

Step2: Click Router->Basic->LAN to create VLAN 2 and VLAN 3 for Staff and Guest.

Ruijie | FRcycc ‘ Reyee-Hotel > Ruijie English v O Ruijie Cloud  #9Download App & Network Setup @ Network Check  fifWarn  [3Log Out
& Overview
@ Online Clients ©EG105G-P

Overview _ Security v Behavior VPN~ Advanced v  Diagnostics ¥ System
= Wireless - . § §
LANSettings | DHCPClients  Static [P Addresses ~ DHCP Option  DNS Proxy

B\ Switches
© AN settings ®
E Network
| LAN settings +add | [ Delete Selected
Upto 8 entries can be added.
P Subnet Mask VLAN ID Remark DHCP Server Start IP Count Lease Time(Min) Action
192.168.110.1 255.255.255.0 Default VLAN - Enabled 192.168.110.1 254 30 Edit
192.168.112.1 255.255.255.0 2 = Enabled 192.168.112.1 254 30 Edit Delete
192.168.113.1 255.255.255.0 3 - Enabled 192.168.113.1 254 30 Edit Delete
-
-
'
«Collapse

Step3: Click Router->Basic->IPTV to set IPTV settings get from ISP. For example, the IPTV VLAN is 100, you can do
as below:.
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Ruijie §Rcycc | Reyee-Hotel > R English ~  ORuijie Cloud & Download App £ Network Setup @ Network Check i Warn  [3Log Out

7 Overview
&b
Overview | Basics Security Behavior VPN Advanced diagnostics System

@ online Clients

IPTVVLAN | IPTVAIGMP
B Router

© 1PTV/VLAN settings.

= Wireless
[ switches | IPTV/VLAN
— I *Mode | Custom I
*LANO
I *LANT TV I
*LANZ Internet
* LAN3/WANT  Internet
[ *IPTVVLAN ID 100 |
Internet VLAN 802.1Q Tag
#
ave A
& Collapse

Step4: Click Wireless->LAN Ports->Add to configure VLAN 100 for IPTV, if it use the default VLAN 1, this step could

be ignored.

Add

* Appliedto = G1QH26P01384A @

wall AP

coneel n

Step5: Click Wireless->Wi-Fi to configure the WiFi for staff and guest. Choose VLAN 2 for Staff.

481



Reyee Cookbook Advanced Solution Guide

Ruijie | BRCYCC | Reyee-Hotel > Rui

English v O Ruijie Cloud Network Setup @ Network Check i Warn [3Log Ou
& Overview
Wi-FiSettings ~ GuestWi-Fi  Wi-Filist  HealthyMode  Load Balancing
@ Online Clients —
@ 7ic: Changing configuration requires a reboot and clients will be reconnected. ®

[ Router
SWireless " | Wi-Fi Settings Device Group:  Default

s *SSID Hotel-Staff

wee Band 56

Clients

Security | WPA WPA2-PSK
Blacklist/Whitelist

Radio Frequency * Wi-Fi Password  sseessanse o

LAN Ports Collapse

LED

Wireless Schedule All Time
WwIOo
[ VLAN | 2 J
[E\Switches
. Hide SSID (The SSID is hidden and must be manually entered.)
= Network
AP Isolation (The client joining this Wi-Fi network will be isolated.)
Band Steering (The 5G-supported client will access 5G radio preferentially.)
XPress (The client will experience faster speed. )

«Collapse

Step6: Enable Guest WiFi, choose VLAN 3 for it.

Ruijie | BRCYCC | Reyee-Hotel > Rui

English v O Ruijie Cloud Network Setup @ Network Check i Warn [3Log Ou
& Overview
Wi-FiSettings ~ GuestWi-fi  Wi-Filist  HealthyMode  Load Balancing
@ Online Clients e
@ 7ic: Changing configuration requires a reboot and clients will be reconnected. ®

[ Router
SWireless " | Guest Wi-Fi Device Group: | Defauit

APs Enable @D

L *SSID | Hotel-Guest

Clients

Band = 24G +5G
Blacklist/Whitelist

Radio Frequency Security | Open

AN Ports Collapse
LED

Wireless Schedule | Never Disable
wio
VLAN 3
[E\Switches
Hide SSID (The SSID is hidden and must be manually entered,)

ENetwork

AP isolation @) (The dlient joining this Wi-Fi network will be isolated.)

Band Steering (The 5G-supported client will access 56 radio preferentially)

XPress (The client will experience faster speed. )

«Collapse

Step7: Click Router->Behavior->Access Control, Configure ACL to add ACL to block guest accessing to the internal
network.

Add two ACLs to block VLAN 3 accessing to VLAN 1 & VLAN 2, this function is applied in LAN port.
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Add Rule

Basedon  MAC @ IP

SrcIP Address: Port  192.168.113.0/24

Dest IP Address: Port  192.168.110.0/24

Protocol Type Al Protocals

I(umro\hpe Block {Reverse flow mismatches) I

Wireless Schedule  All Time

l Interface

Remark

Add Rule

Basedon  MAC © IP

Src IP Address: Port | 192.168.113.0/24

Dest IP Address: Port | 192.168.112.0/24

Protocol Type | Al Protocols

I Control Type | Block (Reverse flow mismatches)

Wireless Schedule | All Time

| Interface

Remark

Cancel “

ACL List + Add [l Delete Selected

Upto 50 entries can be added.

Match
Rule Control Type Wireless Schedule Interface Effective State Remark i Action

Order
Src IP Address

192.168.113.0/24 : All Ports
Dest IP Address Block All Time LAN Active d Edit Delete

192.168.112.0/24 : All Ports
Protocol All Protocols

Src IP Address

192.168.113.0/24 : All Ports
Dest IP Address Block All Time LAN Active r Edit Delete

192.168.110.0/24 : All Ports
Protocol All Protocols

Step 8: Login to Cloud web to configure Cloud voucher authentication for guest.

Click the SN of the EG to enter its device detail page.
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Ruijic MONITORING ~ CONFIGURATION

R, | abcdefg@1iii.com
ALL Reyee-Hotel

MAINTENANCE

@ DASHBOARD
& TOPOLOGY | Gateway List
& ALARM ‘ Add H Web CLI | evied H More ~ IﬂSaeIecled
REPORT
suws

ik @ Onine

Voucher
B8 Dpevice

way
Home Router
Bridge

& CAMERA
Cameras
NVR

fR CLIENT

Click Config->Cloud Portal Auth

NG

MGMT IP

17226546

Mac

et

Egress IP Network
3% 120 Reyee-Hotel

PPPOE StalicIP DHCP Copper SFP

o

©

H SSH H Tunnes H Reboot

L]
WAN LAN Disconnected Disabled

B S D
PPPoE StaticlP DHCP Copper SFP

Advanced Solution Guide

Pnese

nghal

Manage Project | Take over Network ‘ Unbind Device

Auto Refresh: @

SN, Al

Firmware Version Offiine Time Model Description  Action

ReyeeOS 156.1325 2022-04-1921.36.07 EGI05G-F  Emply 7]

0. | intotal

oloe

Basic |

A Rujpe # .

N - fefresh @ © & 3

SN e -

WAG e TR 2
Mode EGI05GP

EgressIP 1% Description  Action
MGMT 1P 17226546 En

Firmuare Version: Reyee0S 156 1325 | S

Description rd

=

wia

wan

13
&

-

Device Details
@ DASHBOARD — - )
&
; WAN LAN Disconnected Disabled
& TOPOLOGY |
B ALARM ‘ 1
® REPORT
Operation Mode: Route
Actual Master Device:  HIQHE™
Network Master Device:  @HIC
8 DeviCE
Ovewiew
| Device Config
| PTV
€ CAMERA
IPTV/VLAN IPTV/IIGMP
a &
A CLIENT
| Dynamic DNS @

Enable auth and configure the Guest clients IP range from 192.168.113.2 to 192.168.113.254.
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Pnese
ortal Auth, it will be synced to the Reyee EG automalically.

Moge! Description  Action

Doe

Q) oucrer Logn

Ciose

Add the voucher package for Guest
Click Voucher->Manage Package->Add Package to add voucher package for Guest.

Ruy’fe& MONITORING ~ CONFIGURATION ~ MAINTENANCE

A, | abedeig@11i.com

Reyee-Hotel Search Network Q.

(GMT+8:00)Asia/Shanghai | Manage Project H Take over Network “ Unbind Device ‘

© PROJECT

% WIRELESS Note: Reyee AP requires authentication on Reyee gateway. Please enable Cloud Auth on EG for Reyee devices. How to enable Cloud Auth on Reyee EG?
Basic | Voucher o e n-R
Layout  cmm— |
i [ Print Voucher J | Manage Package ] [ More v ] @ Total Vouchers: 0 @ Activated Vouchers: 0 @ Depleted Vouchers @ -0 s, Pack: Q | Advanced Search v
Wi.Fi Optimization 8 Voucher Code Alias Package Name Price  Period Created at Activated at Expired at Devices Bind MAC Download Speed Upload Speed status
Roaming No Data
Bltagi Fist | Previous Page [ 0 Jof0 (0. Jointotal

Load Balancing

(=l

© AUTHENTICATION
Captive Portal

PPSK

Account
Easy Sharing

& ADVANCED
Batch CLI Config
Customize CLI Set

AP VLAN

Example: the Concurrent Devices to be 2, Period to be 1 day and the upload and download speed limitation to be
2Mbps.
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MONITORING ~ CONFI

@ PROJECT

)

WIRELESS

Package Name Descript

tes -

@ AUTHENTICATION

& ADVANCED

Add Package

Guest

Advanced Solution Guide

Package Name v
Description
Price o =
I Concurrent Devices | 2 v I 2
Bind MAC Jownioag Speea Upload Speed Action
100 Mops 0 Mbps
Period 1 Day
e — 0~ 1intotal 1
Download Speed | 2 Mbps - =
Upload Speed | 2 Mbps 0

Cance! ‘

Click Print Voucher to get one code for Guest.

MONITORING CONFIGURATION

Ruijie

A, | abedeig@111.com

@ PROJECT

)

= WIRELESS

Basic | Voucher

MAINTENANCE

Layout

Radio

Wi-Fi Optimization Voucher Code Alias
Roaming
Bluetooth

Load Balancing

(<]

AUTHENTICATION
Captive Portal
PPSK

Voucher

Account

Easy Sharing

< ADVANCED

Batch CLI Config
Customize CLI Set

AP VLAN

Package Name

Price  Period

Note: Reyee AP requires authentication on Reyee gateway. Please enable Cloud Auth on EG for Reyee devices

|[ Print Voucher ]I Manage Package H More v ] @ Total Vouchers: 0 @ Activated Vouchers: 0 @ Depleted Vouchers @ -0

Created at

486

Activated at

e ® e

1Grﬂ+aouv~\swa/snanghal‘ Manage Project H Take over Network “ Unbind Device ]

How to enable Cloud Auth on Reyee EG?

o 2

LH
‘
@

Vouct

Q| Advanced Search v

Expired at Devices Bind MAC Download Speed Upload Speed status

No Data

0 o0 Next

(0. Jointotal —
=
@
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MONITORING ~ CONFIGURATION  MAINTENANCE 00 ©®o6
A, | abedeig@111.com
Reyee-Hotel (GMT+8:00)Asia/Shanghai [ Manage Project ‘[ Take over Network H Unbind Device ]
© PROJECT
= WIRELESS Note: Reyee AP requires authentication on Reyee gateway. Please enable Cloud Auth on EG for Reyee devices. How to enable Cloud Auth on Reyee EG?
Basic | Voucher > Print Voucher
Layout
Rade | Print Configuration | Profile Information on Voucher
Wi-Fi Optimization i You can select at most 4 parameters for the voucher.
* Quantity
Roaming Package Name Bind MAC
Bluetooth D Stiest Ho
Concurrent Devices Period =]
Load Balancing Alias 5 1Day
© AUTHENTICATION 020 | Preview T
Captive Portal
[ & Manage Package Voucher Code
— XXXXXX
Account
Logo T Clear
Easy Sharing
% ADVANCED
Batch CLI Config Text
Customize CLI Set 0/40
AP VLAN
Print Method
Print in 2 Columns (A4)
Print 1 sheet of paper
[ Voucher Code
i
i x42nbz
Destination 5 Microsoft Printto PDF  +
Pages All v
Layout Landscape -
Color Black and white v
More settings v

Configuration Verification

Connect Guest WiFi, then you can see the internal IP 192.168.110.1 can not be accessed.
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aTPMEB OB -
X
Hotel-Guest

Connect automatically

Ao =

v

2:37PME@ OB -

X
Hotel-Guest

Connect automatically

Remaining Time

'emaining Quota

ATE @

23:53:0

v

0

100(MB)
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9:7PMEB OB -

X

Hotel-Guest

Connect automatically

Advanced Solution Guide
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6

6.1
6.2
6.3
6.4
6.5
6.6
6.7
6.8
6.9
6.10
6.11
6.12
6.13

6.14

6.15

6.16

6.17

Reyee FAQ

Reyee Password FAQ ((collection))

Ruijie Cloud Reyee EG authentication FAQ((collection))

Reyee Wireless Repeater FAQ ((collection))

Reyee EST Bridge FAQ ((collection))

Reyee Parental Control FAQ ((collection))

Reyee Mesh FAQ ((collection))

Reyee IPTV FAQ ((collection))

Reyee Authentication FAQ ((collection))

Reyee Behavior Strateqy FAQ ((collection))

Reyee DDNS FAQ ((collection))

Reyee VPN FAQ ((collection))

Reyee Flow Control FAQ((collection))

Reyee Guest WiFi FAQ ((collection))

Reyee Wireless Configuration FAQ ((collection))

Reyee Self-Organizing Network (SON) FAQ ((collection))

Reyee series Devices Parameters Tables

Reyee Parameter Consultation FAQ ((collection))

489


https://community.ruijienetworks.com/forum.php?mod=viewthread&tid=2351&extra=page=1
https://community.ruijienetworks.com/forum.php?mod=viewthread&tid=2373&extra=page=1
https://community.ruijienetworks.com/forum.php?mod=viewthread&tid=2364&extra=page=1
https://community.ruijienetworks.com/forum.php?mod=viewthread&tid=2366&extra=page=1
https://community.ruijienetworks.com/forum.php?mod=viewthread&tid=2365&extra=page=1
https://community.ruijienetworks.com/forum.php?mod=viewthread&tid=2363&extra=page=1
https://community.ruijienetworks.com/forum.php?mod=viewthread&tid=2362&extra=page=1
https://community.ruijienetworks.com/forum.php?mod=viewthread&tid=2361&extra=page=1
https://community.ruijienetworks.com/forum.php?mod=viewthread&tid=2360&extra=page=1
https://community.ruijienetworks.com/forum.php?mod=viewthread&tid=2359&extra=page=1
https://community.ruijienetworks.com/forum.php?mod=viewthread&tid=2358&extra=page=1
https://community.ruijienetworks.com/forum.php?mod=viewthread&tid=2357&extra=page=1
https://community.ruijienetworks.com/forum.php?mod=viewthread&tid=2356&extra=page=1
https://community.ruijienetworks.com/forum.php?mod=viewthread&tid=2355&extra=page=1
https://community.ruijienetworks.com/forum.php?mod=viewthread&tid=2353&extra=page=1
https://community.ruijienetworks.com/forum.php?mod=viewthread&tid=1825&extra=page=1
https://community.ruijienetworks.com/forum.php?mod=viewthread&tid=2367&extra=page=1

Reyee Cookbook Appendix: Monitor

7 Appendix: Monitor

7.1  Reyee Gate Series Router Monitor

The overview page displays Device Info, Wi-Fi information, Network Status and Real-Time Flow.

Ruijie | BRcycc | Ruijie-Hotel > Ruijie English ~ & Ruijie Cloud BiDownload App & Network Setup @ Network Check  JWarn  [3 Log Out

£ Overview

Setup> Wi-F Setup>
® Onfine Clients Hostname: Ruifie o "
o JpTRaa R = Primary Wi-Fi: @Ruijie-m3935 = Guest Wi-i
- ® EG105G-P MAC; EC:B9:70:17:39:35 - Security: No > Security: No
Software Ver: ReyeeDS 1.56.1306
T Wireless
ElSwitches
tus ( Online Devices / Total ) Refresh &
3= Network o
g ™ 25.78Kbps J 19.72Kbps E = !
- 1 o/0 11 1
Internet Router Switches APs Online Clients

100

50

\'5}559 11:56:08 11:56:20 11:56:32 11:56:44 11:56:56 115708 1:57:20 11:57:31 11:57:42 1:57:53 11:58:04 11:58:16 11:58:27 115837

&
A
«Coltapse
.
7.1.1 Device Info
The Device Info page show the model, hostname, IP, MAC, software version, SN of the Router.
™S e .
Device Info Setup>

Hostname: Ruijie SN: H1Q! .. 754

IP: 172.26.6.124

® EG105G-P MAC: ECB9 e ii3:35
Software Ver: Feyee0S 1.56.1306

Router->Overview page will appear by clicking Setup which displays Memory Usage, Online Clients, Status, Device

Details, and Interface Details.

490




Reyee Cookbook Appendix: Monitor

Ruﬁ_‘ ERcycc Ruijie-Hotel > Ruijie English ~ O Rujjie Cloud BDownload App @ Network Setup @ Network Check H{Warn [FLog Out
£ Overview
F Hostname: Ruijie SN: H 1P: 15 MAC: E (U Reboot
(@ Online Clients *EG105G-P
[ Router Querview  Baskcs Security Behavior /PN Advanced Diagnostics Syster
= Wireless .

Overview
Eswitches

Memory Usage Online Clients. Status: Online
F Network o, Duration: 1 hour 7 minutes 34 seconds

43% 1 Systime: 2022-04-04 12:14:17
Device Details
Model: EG105G-P Hostname SN: HiSEESEE
MAC: EC Role: Master AC @
Hardware Ver: 1.41
| Interface Details
(]
LAND  LANT  LANZ  wAN1 WAN
192.168.120.1 172.266.124
~
A
«Cotapse

The Online status indicates the SON status of the Reyee devices but not the online status of Ruijie Cloud.

You can Click Hostname to modify it.

Online Clients

Edit Hostname

Ruijie

Hostname: Ruijie &
Work Mode: Router &

Software Ver: ReyeeS 1.56.1306

Choose the work mode you need by clicking Work Mode. Router mode and AC mode are two available modes for

Reyee Gate series Router. But the default mode is Router mode.
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Description:

1. The device IP address may change upon
mode change.
2. Change the endpoint IP address and
4 ping the device. B
3. Enter the new |P address into the
address bar of the browser to access
EWEB.
4. The system menu varies with different
work modes.

5. The device will be restored and
rebooted upon mode change.

Work Mode | Router @
Self-Organizing Router i
MNetwark AC
A @O

Save

Router Mode: Nat forwarding

AC Mode: Bridge forwarding

Self-Organizing Network:

1. If it is enabled, the device role will be displayed.

2. Ifitis disabled, the device works in standalone mode.

3. ltis enabled by default in AC mode.

AC:

1. It is enabled by default. The device works as a virtual AC to manage downlink devices.

2. When it is disabled, the device must be elected as the AC before managing downlink devices
7.1.2 Wi-Fi information

You can name the Wi-Fi of the network and enable Guest Wi-Fi.

492

Appendix: Monitor



Reyee Cookbook Appendix: Monitor

Setup>
> Primary Wi-Fi: @Ruijie-m3935 ~—= Guest Wi-Fi:
= Security: No =

Security: No

Setup: Go to the Wi-Fi setting page.
7.1.3 Net Status
The Network Status page displays the topology and connected status of the network.

Net Status ( Online Devices / Total ) Refresh &

g T 15.12Kbps & 8.41Kbps T 8
- 1 0/0 179 1
Internet Router Switches APs Online Clients

7.1.4 Real-Time Flow (Kbps)

The Real-Time Flow page displays the uplink and downlink flow of the Router. The default unit is Kbps, you can change

it to be bps and Mbps. The default showing interface is WAN port, if there are several WAN ports, you can choose to
show other WAN ports flow information.

Kbps WAN1
s0 @- Uplink Flow -@- Dowrlink Flow

1247:05 1247:15 12:47:26 12:47:37 12:47:49 12:48:01 12:48:13 12:48:25 1248:37 12:48:49 12:40:02 12:49:13 12:49:25 12:40:37 12:49:48

7.1.5 Online Clients

The Online Clients page displays the username, Type (Wired/Wireless), IP and MAC, Current Rate, connected Wi-Fi
name, Access Control.
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7.2 Reyee ES Switch Monitor

7.21 Homepage

Rujie | iReyee o ) s

System Settings v

Collapse
Monitoring v VLaN settings (1) Device Info
Model: RG-ES209GC-P Firmware Version: ESW_1.0(1)B1P3,Release(07200415)
Switch Settings MAC Address: CO:B8:E6:E6:8D:77 SN: CAl
1P Address:| 192.168.110.3 Uptime: 23d 21h 32min 535

VLAN Settings Cloud Status: Connected  (EREEYD Hostname: | ES209GC-P
QoS Settings v Port Info Refresh List
POE Settings Port Status VLAN PoE ) i

Port Config Status R/ Rates| S oG Sintus | Loop Sttie DovmikDexics

Status Actual Status  Flow Control(Config) | Flow Control(Actual) | Type | Permit ~Native = (kbPs) PoE Power  Action Search
Speed Duplex

Port1  Ensbled v Auto v Auto v | Disconnected Disabled v Disabledt Trunk | 16 1 0/0 Unisolated Normal

Port2  Ensbled v Auto v Auto v Disabled v Disabled Tunk | 16 1 174 Unisolated Normal 29W  Re-PowerOn

Port3 Ensbled v Auto v Auto v | Disconnected Dissbled v Disabled Tunk | 16 1 0/0 Unisolated Normal

Port4 Ensbled v Auto v Auto || 100M/Full Duple: Disabled v Disabled Trunk | 16 1 1” Unisolated Normal

Port5 | Ensbled v Auto v Auto v\ Disconnected Disabled v Disabled Tunk | 16 1 0/0 Unisolated Normal

Port6  Enabled v Auto v Auto || 1000M/Full Duplex Disabled v Disabled Tunk | 16 1 o3 Unisolated Normal

Port7 | Enabled v Auo v | Auto v Disconnected Disabled v Disabled Tunk | 16 1 0/0 Unisolated Normal

Port8  Ensbled v Auto v | Auto v Disconnected Disabled v Disabled Tunk | 16 1 0/0 Unisolated Normal

Port9  Ensbled v Auto v Auto | 1000M/Full Duplex Disabled v Disabledt Tunk | 16 1 478 Unisolated Normal

Device Info displays the model, firmware version, MAC address, SN, IP address, Uptime, Cloud status and Hostname

of the device.

VLA settings @) @ Device Info
Model: RG-ES209GC-P Firmware Version: ESW_1.0(1)B1P3,Release(07200415)
MAC Address: CO:B8:E6:E6:8D:77 SN: CAF
IP Address:| 192.168.110.3 Uptime: 23d 21h 41min 34s

Cloud Status: Connected  (ETEEEYD) Hostname: | ES209GC-P

Model: Display the model of the device.

Firmware Version: Display the firmware version of the device.
MAC Address: Display the MAC address of the device.

SN: Display the SN of the device.

IP Address: Display the IP address of the device.

Uptime: Display the running time of the device.

VLAN Setting: Display the VLAN Setting status of the device, click to enable or disable the VLAN Setting function of

the device.
Cloud Status: Display the connection status of the device with Ruijie Cloud.
Hostname: Display the hostname of the device, click Edit to modify the Hostname of the device

Port Info shows ports status, VLAN configuration, isolation status, loop status, POE status and downlink device.
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Port Info Refresh List
Port Status VLAN PoE
Port Config Status R/TxRate | o tion Status | Loop Status Downkn Device
Status Actual Status  Flow Control(Config) = Flow Control(Actual) | Type = Permit = Native (kbps) PoEPower  Action Search
Speed Duplex
Port1  Enabled v  Auto v Auto v | Disconnected Disabled v Disabled Trunk | 16 1 0/0 Unisolated Normal = ~ =
Port?  Enabled v Auo v Auto ~ || 100M/Full Du Disabled v Disabled Tunk | 16 1 1/4 Unisolated Normal 29w ~
Port2 | Emabled v  Auto v  Auto v Disconnected Disabled v Disabled Trunk 16 1 0/0 Unisolated Normal =7 L -
Port4 Enabled v Auto v Auto v M/Full Du Disabled v Disabled Trunk 16 1 n Unisolated Normal = = -
Ports Enabled v Ao v Auto v | Disconnected Disabled v Disabled Trunk | 16 1 0/0 Unisolated Normal = = -
Port6 Enabled ¥ Auto v  Auto v 000M/Fu Disabled v Disabled Trunk 16 1 0/3 Unisolated Normal =% ¥ -
Port7 | Enabled v = Auto v  Auto v Disconnected Disabled v Disabled Trunk 16 1 0/0 Unisolated Normal = e -
Port8 Enabled »~  Auto v Auto v Disconnected Disabled v Disabled Trunk 16 1 0/0 Unisolated Normal = = o
Portd | Enabled v  Auo v Auto ~ | 1000M/Full Duplex Disabled v Disabled Trunk | 16 1 4/8 Unisolated Normal =
Click Search below Downlink Device to search its downlink devices.
Port Status VLAN PoE
Port Config Status RW/TxRate | i tion Status | Loop Status
Status Actual Status  Flow Control(Config) = Flow Control(Actual) | Type | Permit = Native (kbps) PoE Power  Action
Speed Duplex

Port1 Enabled v Auto v Auto ~ | Disconnected Disabled v Disabled Trunk | 1,6 1 0/0 Unisolated Normal = - =
Port2 Enabled v  Auto v  Auto ~ || 100M/Full D Disabled v Disabled Trunk 16 1 1/2 Unisolated Normal 29w -
Port3  Enabled v  Auto v  Auto v Disconnected Disabled v Disabled Trunk 16 1 0/0 Unisolated Normal iy e -
Port4 Enabled v Auto v Auto || 100m/Full D Disabled v Disabled Tunk | 16 1 10 Unisolated Normal — = -
Port5 Enabled ¥ = Auto v = Auto v Disconnected Disabled v Disabled Trunk 1.6 1 0/0 Unisolated Normal =7 == -
Port6 Enabled v  Auto v  Auto v A/Full Duplex Disabled v Disabled Trunk 16 1 9/1 Unisolated Normal - - -
Port7 Enabled v Auto v Auto v | Disconnected Disabled v Disabled Trunk | 16 1 0/0 Unisolated Normal = = @
Port8 Enabled v  Auto v  Auto v Disconnected Disabled v Disabled Trunk 16 1 0/0 Unisolated Normal = foex -
Port9 Enabled v Auto v Auto v A/Full Duplex Disabled v Disabled Trunk 16 1 4/16 Unisolated Normal -

To view the MAC and VLAN information of the downlink devices by clicking View:

Port Status VLAN PoE
Port Config Status R/TxRate | .\ tion Status | Loop Status s
Status Actual Status | Flow Control(Config) | Flow Control(Actual) = Type Permit Native  (kbPS) PoE Power | Action Search
Speed Duplex
Port1 Enabled v Aute v Auto v | Disconnected Disabled v Disabled Tunk | 16 1 0/0 Unisolated Normal - -
Port2 Enabled v Auto v Auto || 100M/Full Duplex Disabled v Disabled Tunk | 16 1 2 Unisolated Normal MAC.C470:ABA2C3:6A—->VLAN ID:1 |
Port3 Enabled v Auto v Auto v | Disconnected Disabled v Disabled Tunk | 16 1 0/0 Unisolated Normal = =
Port4 Enabled v Aute v Auto ~|| 100M/Full D Disabled v Disabled Tunk | 16 1 10 Unisolated Normal = =
Ports Enabled v Auto v Auto ~ | Disconnected Disabled v Disabled Tunk | 16 1 0/0 Unisolated Normal = -
Port6 Enabled v Auto v Auto ~ || 1000M/Full Dup Disabled v Disabled Tunk | 16 1 o Unisolated Normal = ”
Port7 Enabled v Auto v Auto ~ | Disconnected Disabled v Disabled Tunk | 16 1 0/0 Unisolated Normal - - View
Ports Enabled v Auto v Auto v Disconnected Disabled v Disabled Tunk | 16 1 0/0 Unisolated Normal = =
Portd Enabled v Aute v Auto || 1000m/Fu Disabled v Disabled Tunk | 16 1 416 Unisolated Normal

7.2.2 Monitoring

1.1 Switches
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Ruijie | iReyce
1 2 38 4 5 b 7 8 3
Homepage ﬂiﬂ@ﬂ'ﬂﬂﬂﬂ 1&
L Downlink: ! up
System Settings Collapse

Primary Device

Menitoring ~

IP Address SN Model
Port Statistics —
192.168.110.1 H1PH7 EG105GW
Cable Diagnostics Switch List
Loop Guard
Switch Settings v No. IP Address SN Hostname Model
1 192.168.110.3(Local] CAPCOV ES209GC-P RG-ES209GC-P

VLAN Settings ~
QoS Settings v

POE Settings

Primary Device
When this switch is managed by master device in SON (some functions are not available, such as setting the device

management password).

Primary Device

The current device has been managed by the master device. Please click the IP address to manage the master device.

IP Address SN Model
192.168.110.1 H1PH7 EG105GW

The list displays the IP, SN and Model information of the master device in SON, click on the IP address can redirect to the

web interface of the Master device.
Switch List

Jp to 16 switches of the same management VLAN can be discovered,

No. IP Address SN Hostname Model
1 192.168.110.3(Local) CAPC ES209GC-P RG-ES209GC-P
2 192.168.110.50 CAQ ruijie RG-ES209GC-P

Switch List

The device can discover other ES switches that belong to the same management VLAN and display the IP, SN,
Hostname and model information of other switches in the list. The number of discovered switches in a management

VLAN varies with the switch models:

The following models can discover up to 32 switches in the management VLAN: RG-ES226GC-P, RG-ES218GC-P,
RG-ES224GC, and RG-ES216GC.

The following models can discover up to 16 switches in the management VLAN: RG-ES205C-P, RG-ES205GC-P,
RG-ES209C-P, and RG-ES209GC-P.

Switch List

No. IP Address SN Hostname Model
1 192.168.110.3(Local) CAPCOY ES209GC-P RG-ES209GC-P
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The first entry shows the information about the current device and other entries show information about the discovered

devices. You can click the IP address to redirect to the eWeb management of a specific device (login is required).

1.2 Port Statistics
The Port Statistics page displays the statistics and status of device ports, such as port Rx/Tx rate and Rx/Tx packets.

Ruijie | iReyce Eagih_ v Logoit [§

Homepage @ﬂ@ﬂﬂé @

Downlink—————— ! Uplink

System Settings v
Collapse

Packet Statistics

Monitoring ~
Port Status Connection Status Rx/Tx Rate(kbps) Rx/Tx Packets(KB) Rx/Tx Success Rx/Tx Failure
Switches
Port 1 Connected 0/3 382465/990207 1195874/2336072 0/0
= Port 2 Connected 0/3 382539/1174781 1597665/3300296 0/0
Port 3 Disconnected 0/0 0/0 0/0 0/0
d Connected 3
Cable Diagnostics Port 4 d Connected 0/3 106360/141986 1073997/1200160 3/0
Port5 | Enabled Disconnected 0/0 0/0 0/0 0/0
iiciop Guard Port6  Enabled Connected o/7 277667/2218824 1403147/5078943 0/0
Port7 i Connected 6/9 2200438/1228512 4784667/5824942 0/0
Switch Settings v Port 8 d Connected 0/3 47474/186374 194908/1770621 0/0
Port 9 Enabled Disconnected 0/0 0/0 0/0 0/0
VLAN Settings

QoS Settings v

PoE Settings

Port: Displays the port number of the switch.

Status: Displays the status of the port.

Connection Status: Displays the connection status of the port.

Rx/Tx Rate (kbps): Displays the received and transmitted rates of the port.

Rx/Tx Packets (KB): Displays the traffic of receive and transmit packets of the port.

Rx/Tx Success: Displays the amount of traffic for packets successfully received and transmitted of the port.
Rx/Tx Failure: Displays the amount of traffic for packets that failed to be received and transmitted of this port.

1.3 Cable Diagnostics
Ruiie | iReyee

Coliapse

Cable Diagnostics

Test Result Details
Switches
L]
Port Statistics
=
:
=
Loop Guard 8
=
Switch Settings L]
o
VN setings [ st ] san |

QoS Settings

PoE Settings

Cable Diagnostics displays the cable condition of the corresponding port (e.g., whether the cable is short-circuited,

disconnected, etc.), click the Start button to start cable diagnostics:
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Port Test Result
Port 1 -

Port 2
Port 3
Port 4 =
Port 5 -
Port 6
Port7 =
Port 8 =
Port g -

Normal

Disconnected

1.4 Loop Guard

Homepage

System Settings

Switches

Enabled

Port Statistics.
Cable Diagnostics

Switch Settings
VLAN Seftings

QoS Settings

PoE Settings

Appendix: Monitor
Cable Diagnostics

Details

The orks well.

Please check cable connection or replace the cable.

1 2 8 4 5

Pl by iyl

————Pownlisk————— upiink

Loop Guard

After loop guard is enabled (which is disabled by default), the port causing a loop on the current device will be

automatically disabled. After the loop is removed, the port is restored automatically.

Ruijre | BiReyce English | Logout
1 2 3 4 5 6 7 8 9
A1 yplink
Loop]
System Settings v T00M / Full Duplex
Disabled Flow Control Collapse .
VLAN Setti Device Info
Monitoring ~ * mg‘m L
Model: RG-ES209GC-P Firmware Version: ESW_1.0(1)B1P3,Release(07200415)
Switch Settings MAC Address: EC:B9:70:E4:29:B5 SN: | CAQC1GF024240
IP Address: 0.0.0.0 Uptime:| 00h 49min 00s
VLAN Settings Cloud Status: Unconnected Hostname:  ruijie [ o |
QoS Settings v Port Info Refresh List
Port Stat VLAN PoE
PoE Settings s R e Downlink
i 3
- Status Sy Sttt Actual oy How Type Permit = Native i Status | Status PoE Action iy
Speed Duplex Status  Control(Config) ~Control(Actual) P (kbps) Power Search
100M/Full z
Port 1| Enabled ¥ Auto ~ Auto v Duplex Disabled ~ Disabled Access 1 1 9/48 | Unisolated | Normal - =
T00M/Full .
Port 2 Enabled v Auto v Auto v Duplex Disabled + Disabled Access 1 1 0/0 Unisolated | Normal =
iple:
T00M/Full . . .
Port 3| Enabled v Auto v~ Auto ~ Duplex Disabled Disabled Access 1 1 0/0 | Unisclated | Loop - - -
Port4 Enabled ¥ Auto ¥ Auto ~ | Disconnected Disabled ~ Disabled Access 1 1 0/0 Unisolated | Normal =
Port5| Enabled v Auto v Auto ~ | Disconnected Disabled + Disabled Access 1 1 0/0 | Unisolated | Normal = - =
Port 6 Enabled ¥ Auto ~ Auto ~  Disconnected Disabled v Disabled Access 1 1 0/0 | Unisolated | Normal -

7.3

7.3.1 Home

Reyee NBS Switch Monitor

The Home module displays the basic information about the device and the switch ports.
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test123 > NBS5200 @ ownload App & Wizard [3Log O
& Home
Basic Info
ZFVLAN
Hostname: NBS5200 4 MGMT IP: 192.168.110.74 & Software Ver: ReyeeOS 1.54.1818
E2 Monitor Model: NBS5200-24SFP/8GTAXS MAC: 54:16:51:76:EABF Systime: 2022-04-1317:17:34
Status: e Online SN: GIR = Duration: 1 day 4 hours 21 minutes 12 seconds
& Ports Work Mode: Standalone &
L2 Multicast Port Info @ Panel View

@13 Interfaces The flow data will be updated every 5 minutes. & Refresh

© Security
13 15 17 19 21 17 19 21 23
& Advenced 1] YT ]
@ Diagnostics 2 2 14 16 18 20 22 24 20 22 24 25 26 27 28
E System Corrupted/Oversized .
Port Rate Rx/Tx Speed (kbps) Rx/Tx Bytes Rx/Tx Packets CRC/FCS Error Packets iy Conflicts
Gi1 Disconnected 0/0 0.00/0.00 0/0 0/0 0/0 0
Gi2 Disconnected 0/0 0.00/0.00 0/0 0/0 0/0 0
Gi3 Disconnected 0/0 0.00/0.00 0/0 0/0 0/0 0
Gid Disconnected 0/0 0.00/0.00 0/0 0/0 0/0 0
Gis Disconnected 0/0 0.00/0.00 0/0 0/0 0/0 0
Gi6 Disconnected 0/0 0.00/0.00 0/0 0/0 0/0 0
Gi7 Disconnected 0/0 0.00/0.00 0/0 0/0 0/0 0
P Gig Disconnected 0/0 0.00/000 0/0 0/0 0/0 0

The Basic Info area allows you to configure the device name and the management IP address, and modify the work

mode of devices.

Basic Info
Hostname: NBS5200 & MGMT IP: 192.168.110.74 & Software Ver: ReyeeOS 1.54.1818
Model: NBS5200-24SFP/8GT4XS MAC: 54:16:51:76:EABF Systime:  2022-04-15 10:46:19
Status: e Online SN: G1R§ n g Duration: 2 days 21 hours 49 minutes 57 seconds

Work Mode: Standalone &

Click on the “- button to the right of the Hostname to change the switch's Hostname.

| Basic Info
Hostname: NBS5200 & MGMT IP: 192.168.110.74 @ Software Ver: ReyeeOS 1.54.1818
Ml MOEE MOSUCEHOCRINE MAC: 54:16:51:76:EA:8F Systime:  2022-04-15 11:12:32
Edit Hostname SN: GTRH15Q004478 Duratien: 2 days 22 hours 16 minutes 10 seconds
NBS5200

Click on the & button to the right of the MGMT IP will redirect you to the device's management IP configuration
screen.
Basic Info
Hostname: NBS5200 & MGMT IP: 192.168.110.74 & Software Ver: ReyeeOS 1.54.1818
Model: NBS5200-24SFP/8GT4XS MAC: 54:16:51:76:EA:8F Systime: 2022-04-15 11:14:29
Status: e Online SN: GT1RH15Q004478 Duration: 2 days 22 hours 18 minutes 7 seconds

Work Mode:  Standalone &
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Ruijie RRCycc | test123 1 Auto > NBS5200 @ Engli
¥ gl
£ Home
o MGMT IP
SEVLAN Configure network settings. @
& Monitor Internet: DHCP
&EPorts VLAN:

Basic Settings

P 192.168.110.74

Aggregate Ports
Subnet Mask: 255.255.255.0

Port Mirraring

Gateway: 192.168.110.1

Rate Limiting

MGMT 1 DNS Server: 192.168.110.1

L2 Multicast
EL3 Interfaces

© Security

Advanced

@, Diagnostics

FSystem

«Collapse

Click the “ button to the right of Work Mode to switch the switch's work mode.

Ruijie  BRcycc English v ORuijie Cloud ownload App & Wizard [3Log Out|

Description:
1. The device IP address may change upon
Basic Info mode change.
2. Change the endpoint IP address and
Hostname: NBS5200 £ PIAD e device, [1P: 192.168.110.74 @ Software Ver: ReyeeOS 1.54.1818
E Monitor Model: NBS5200-24Fp, 3 Enter the new IP address into the IAC: 54:16:5176:EABF Systime: 2022-04-15 11:16:43
Status: e Online SN: GIRH15Q004478 Duration: 2 days 22 hours 20 minutes 21 seconds

Work Mode:  Standalone
@Ports ¢ 4. The system menu varies with different

work modes.

OL2 Multicast Port Info ® Panel View

Self-Organizing ®
Network
B LR e The flow data wil be updated ever eer
@ Security seve
7 9 11 1315 17 19 21 23 17 19 21 23
Eadonced T rrerT L L]

The Port Info area displays the details of all ports.

| Port Info @ Panel View

The flow data will be updated every 5 minutes. 5 Refresh

17 19 21

2 4 6 8 10 12 1 ) 22 24

25 26 27 28

18 20 22 24

Port Rate Rx/Tx Speed (kbps) Rx/Tx Bytes Rx/Tx Packets CRC/FCS Error Packets Carr\ap;:‘/(:)tv:rsized Conflicts
Gil1 Disconnected 0/0 0.00/0.00 0/0 0/0 0/0 0
Gi12 Disconnected 0/0 0.00/0.00 0/0 0/0 0/0 0
Gil3 Disconnected 0/0 0.00/0.00 0/0 0/0 0/0 0
Gil4 Disconnected 0/0 0.00/0.00 0/0 0/0 0/0 0
Gil5 Disconnected 0/0 0.00/0.00 0/0 0/0 0/0 0
Gil6 Disconnected 0/0 0.00/0.00 0/0 0/0 0/0 0
Gil7 Disconnected 0/0 0.00/0.00 0/0 0/0 0/0 0
Gi18 + 1000M 1/0 86.52M/26.60M 631391/177913 0/0 0/0 0
Gi19 Disconnected 0/0 0.00/0.00 0/0 0/0 070 0
Gi20 Disconnected 0/0 0.00/0.00 0/0 0/0 0/0 0
Total 28 | 10/page “ N n ) Go to page

Port: Display the port number of the device.
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Rate:Display the negotiation rate of the port when the port is Up.

Rx/Tx Speed (kbps): Display the received and transmit rates of the port.

Rx/Tx Bytes: Display the received and transmit traffic of the port.

Rx/Tx Packets: Display the number of packets received and transmitted by the port.

CRC/FCS Error Packets: Display the number of packets with CRC/FCS errors on the port.

Corrupted/Oversized Packets: Display the number of Corrupted/Oversized packets of the port.

Appendix: Monitor

Conflicts: Display the number of conflicts on the port, when the interface is negotiated in half-duplex mode, there may

have packet receive and transmit conflicts.

Click Panel View to display the icon color and type of each port.

| Port Info @ Panel View

2 Refresh

Role Status
Copper il 16/2.56/106
Fiber il 1om7100M el e
& Uplink Exception C L L L) ) OENEy EHEEMN
2 4 6 8 1012 14 16 18 20 22 24 18 20 22 24 25 26 27 28
= PoE il Disconnected
% PoE Error Down Rx/Tx Speed (kbps) Rx/Tx Bytes Ro/Tx Packets CRC/FCS Error Packets
Aggregate
a 0/0 000/0.00 0/0 0/0
0/0 000/0.00 0/0 0/0

Move the cursor to the port icon on the port panel to display more information of the port.

| Port Info @ Panel View

The flow data will be updated every 5 minutes. 2

2 4 6 8 10 12 14 16 18 20 22 24

Gi18

Port Rate Rx/Tx Speed (kbps) Rx/Tx Bytes S

Connected ts CRC/FCS Error Packets
1000M
Gil Disconnected 0/0 0.00/0.00 0/0
Gi2 Disconnected 0/0 0.00/0.00  Attr 0/0
Gi3 Disconnected 0/0 0.00/0.00 0/0 0/0

Corrupted/Oversized

Packets Conflicts

0/0 0

0/0 0

Corrupted/Oversized _
Packets Conflicts

0/0 0

0/0 0

0/0 o

The flow data will be updated every 5 minutes, you can click Refresh above the port panel to obtain the latest port traffic

and status information.

| Port Info @ Panel View

The flow data will be updated every 5 minutes. m

7.3.2 Monitor

1.1 Port Flow
The Port Flow module displays port flow data.
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uto > NBS5200

English

ORuijie Cloud

Appendix: Monitor

Wizard [3Log Out

& Home

Z5VLAN

& Monitor

Port Flow

Endpoints

&Ports

OL2 Multicast

13 Interfaces

© Security

£ Advanced

@ Diagnostics

“ESystem

Port Info

The flow data will be updated every 5 minutes, @ Refresh

Port

Gil0

Total 28 | 10/page

Rate Rx/Tx Speed (kbps)

Disconnected

Disconnected

Disconnected

Disconnected

Disconnectes

A

Disconnected

Disconnectes

A

Disconnected

Disconnectes

A

Disconnected

m:

Go to page

1

0/0

0/0

0/0

0/0

0/0

0/0

0/0

0/0

0/0

0/0

Rx/Tx Bytes

0.00/0.00
0.00/0.00
0.00/0.00
0.00/0.00
0.00/0.00
0.00/0.00
0.00/0.00
0.00/0.00
0.00/0.00

0.00/0.00

Rx/Tx Packets

0/0

0/0

0/0

0/0

0/0

0/0

0/0

0/0

0/0

0/0

CRC/FCS Error Packets

0/0

0/0

0/0

0/0

0/0

0/0

0/0

0/0

0/0

0/0

@ Clear Selected T Clear All
Corrupted/Oversized y
Packets Conflicts
0/0 0
/0 0
0/0 0
0/0 0
0/0 0
0/0 0
0/0 0
0/0 0
0/0 0
0/0 0

Aggregate port flow will also be displayed. Traffic of an aggregate port is the sum of traffic of all member ports.

Batch Clearing Data

Select multiple entries in Port Info and click Clear Selected.

| Port Info

The flow data will be updated every 5 minutes. = Refresh

a Port

Gil1

Gi12

Gil3

Gil4

Gil5

Gil6

Gil7

Gi18 ¢

Gi19

Gi20

Total 28 | 10/page

Rate

Disconnected
Disconnected
Disconnected
Disconnecte
Disconnected
Disconnecte
Disconnected
1000M
Disconnected

Disconnecte

<1E5

Rx/Tx Speed (kbps)

0/0

0/0

0/0

0/0

0/0

0/0

0/0

6/2

0/0

0/0

Gotopage 2

Rx/Tx Bytes

0.00/0.00
0.00/0.00
0.00/0.00
0.00/0.00
0.00/0.00
0.00/0.00

0.00/0.00

96.23M/43.18M

0.00/0.00

0.00/0.00

The message "Clear operation succeeded." is displayed.
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Rx/Tx Packets

0/0

0/0

0/0

0/0

0/0

0/0

0/0

695224/212954

0/0

0/0

CRC/FCS Error Packets Commpted/Oversized
Packets
0/0 0/0
00 00
0/0 0/0
0/0 0/0
00 o0
0/0 0/0
0/0 0/0
00 00
0/0 0/0
0/0 0/0

T Clear All

Conflicts
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test123 1 Auto > NBS5200 @
© Clear operation succeeded.

| Port Info W Clear Selected 1 Clear All

The flow data will be updated every 5 minutes. 2 Refresh

Port Rate Rx/Tx Speed (kbps) Rx/Tx Bytes Rx/Tx Packets CRC/FCS Error Packets C°""p;:£:‘;ers'“d Conflicts
Gil1 Disconnected o0 0.00/000 00 /0 00 o
Git2 Disconnected 0/0 0.00/0.00 0/ 0/0 o0 o
Gil3 Disconnected o0 0.00/0.00 0/ /0 o0 o
Gil4 Disconnected 0/0 0.00/0.00 0/0 0/0 070 0
Gits Disconnected o0 0.00/000 00 0/0 00 o
Git6 Disconnected 0/0 0.00/0.00 0/ 0/0 o0 o
Gi7 Disconnected o0 0.00/0.00 0/ /0 o0 o
Gig ¢ 1000M /0 0.00/000 00 00 o0 0
Gi9 Disconnected o/ 0.00/000 00 0/0 o0 o
Gi20 Disconnected 0/0 0.00/0.00 0/ /0 o0 0

Total28 | 10/page A F n all Gotopage| 2

Clear All
Click Clear All to clear statistics of port traffic and other data.

| Port Info [ Clear Selected

The flow data will be updated every 5 minutes. & Refresh

Corrupted/Oversized

Port Rate Rx/Tx Speed (kbps) Rx/Tx Bytes Rx/Tx Packets CRC/FCS Error Packets e Conflicts
Gil1 Disconnected 0/0 0.00/0.00 0/0 0/0 0/0 0
Gi12 Disconnected 0/0 0.00/0.00 0/0 0/0 0/0 ]
Gil3 Disconnected 0/0 0.00/0.00 0/0 0/0 0/0 0
Gil4 Disconnected 0/0 0.00/0.00 0/0 0/0 0/0 0
Gil5 Disconnected 0/0 0.00/0.00 0/0 0/0 0/0 0
Gil6 Disconnected 0/0 0.00/0.00 0/0 0/0 0/0 0
Gil7 Disconnected 0/0 0.00/0.00 0/0 0/0 0/0 ]
618 t 1000M 2/68 0.00/0.00 0/0 0/0 0/0 0
Gi19 Disconnected 0/0 0.00/0.00 0/0 0/0 0/0 0
Gi20 Disconnected 0/0 0.00/0.00 0/0 0/0 0/0 0
Total 28 10/page £ 1 n 3 > Gotopage 2

1.2 End points /Clients

a) MAC List

The MAC List page displays the MAC addresses which are learned by the device, including dynamic and static MAC
addresses.
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Ruijie | FRcycc

Appendix: Monitor

Wizard [3Log Out

& Home
MACList  StaticMAC ~ DynamicMAC ~ MACFilter  AgingTime  ARP List
Z5VLAN
MAC

EMonitor

Up to 16K entries can be added.

Port Flow
Endpoints No. MAC

o 1 4C02:20:55:CCFT

2 68:F7:28:CC:10:61
OL2 Multicast

3 ACEO:10:1E:34:41
©13 Interfaces

4 30:0D9E:02:64:2C
Dsecuy 5 COBBEGEEBDTT
£ Advanced 6 30:0D:9EE7:£9:15

7 COBBEEOA430E
@ Diagnostics

8 COBBEG:IAA430D
“ESystem

9 CCRFTIEZAAAS

10 300D9EDED3AE

Total 11 | 10/page B : > coops 1

The MAC address capacity varies with the device, you can see above the list.

MAC List Static MAC Dynamic MAC MAC Filter Aging Time ARP List
MAC
No. MAC VLAN ID
1 4C:02:20:55:CC:F7 1
2 68:F7:28:CC:10:61 1
3 ACE0:10:1E:34:41 1

VLAN ID

Port

Gil8

Gi18

Gil8

Search by MAC

Port
Gilg
Gilg
Gi18
Gil8
Gilg
Gilg
Gil8g
Gilg
Gil8

Gilg

Search by MAC

Q Search

Type
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic
Dynamic

Dynamic

Q Search

Type
Dynamic
Dynamic

Dynamic

Select the search types (Search by MAC, Search by VLAN, or Search by Port), enter the term to be searched for, and

click Search to filter MAC addresses that meet the search conditions.

Search by MAC

MAC List Static MAC Dynamic MAC MAC Filter Aging Time ARP List
| mac
Upto 16K entries can be added.
No. MAC VLAN ID
1 4C02:20 1
Total 1 10/page - Gotopage 1

Search by VLAN
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Port

Gil8

Search by MAC 4C:02:20.

Search by MAC
Search by VLAN

Search by Port

Q Search

Type

Dynamic
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MAC List Static MAC Dynamic MAC MAC Filter Aging Time ARP List

MAC Search by VLAN 1

Upto 16K entries can be added

No. MAC VLAN ID Port Type
1 4C02:20:55:CCF7 1 Gi18 Dynamic
2 68:F7:28:CC:10:61 1 Gil8 Dynamic
3 ACEQ:10:1E:34:41 1 Gi18 Dynamic
4 30:0D:9E:02:64:2C 1 Git8 Dynamic
5 C0:B8:E6:E6:8D:77 1 Gil8 Dynamic
6 30:0D:9E:E7:E9:15 1 Git8 Dynamic
7 CO:B8:E6:9A:43:.0F 1 Gil8 Dynamic
8 C0:B8:E6:9A:43:0D 1 Gi18 Dynamic
g CC:2F:71:E2:4A:A5 1 Gil8 Dynamic
10 30:0D:9E:D6:D3:A6 1 Gi18 Dynamic
Total 11 | 10/page n 2z |5 Gotopage 1

Search by Port

MAC List Static MAC Dynamic MAC MAC Filter Aging Time ARP List

| MAC Search by Port Gi1g

Upto 16K entries can be added.

No. MAC VLAN ID Port Type
1 4C€:02:20:55:CC:F7 1 Git8 Dynamic
2 68:F7:28:CC:10:61 1 Gil8 Dynamic
3 ACE0:10:1E:34:41 1 Gi18 Dynamic
4 30:0D:9E:02:64:2C 1 Git8 Dynamic
5 CO:B8:E6:E6:8D:77 1 Gil8 Dynamic
6 30:0D:9E:EZ:ES15 1 Gi18 Dynamic
T C0:B8:E6:9A:43:0E 1 Git8 Dynamic
8 C0:B8:E6:9A:43:0D 1 Gil8 Dynamic
9 CC2R71:EZ4AAS 1 Git8 Dynamic
10 30:0D:9E:D6:D3:A6 1 Git8 Dynamic
Total 11| 10/page n 2 Gotopage 1

b) Static MAC
The Static MAC page displays the MAC-port binding relationship.

s5Home
MAC List Static MAC Dynamic MAC MAC Filter Aging Time ARP List
ZFVLAN ——=
Static MAC
EMonitor . Description: The switch forwards packets based on the MAC address table. Bind a static MAC address with a port, and the packet destined for this address will be forwarded to the port. You can configure MAC address binding for a port enabled with
802.1x authentication.
Port Flow
| mac st +Add | [ Delete Selectea
Endpoints
Upto 256 entries can be added.
& Ports

Port MAC VLAN ID Action
O12 Multicast

@13 Interfaces

© Security Total 0 | 10/page B Gotopage 1
& Advanced

@, Diagnostics

= System

The switch forwards packets based on the MAC address table. Binding the static MAC address with a port, and the
packet destined for this address will be forwarded to the port. You can configure the MAC address binding for a port

enabled with 802.1x authentication.
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Adding a static address
Click Add. In the displayed dialog box, enter the MAC address and VLAN, select a port, and click OK.

*MAC:  ACEO:10:1E:34:41

*VLAN ID:

* Select Port:

Deselect

© Add operation succeeded.

MAC List Static MAC Dynamic MAC MAC Filter Aging Time ARP List

Static MAC
@) Description: The switch forwards packets based on the MAC address table. Bind a static MAC address with a port, and the packet destined for this address will be forwarded to the port. You can configure MAC address binding for a port enabled with
802.1x authentication

| MAC List + Add @ Delete Selected

Upto 256 entries can be added.

Port MAC VLAN ID Action
Gi18 ACE0:10:1E:34:41 1 Delete
Total 1 | 10/page Gotopage| 1

Batch deleting static MAC addresses/Deleting a single static MAC address
Select the target MAC address in MAC List, and click Delete Selected. In the displayed confirmation box, click OK.

MAC List Static MAC Dynamic MAC MAC Filter Aging Time ARP List

Static MAC
Description: The switch forwards packets based on the MAC address table. Bind a static MAC address with a port, and the packet destined for this address will be forwarded to the port. You can configure MAC address binding for a port enabled with
802.1x authentication.

Upto 256 entries can be added.

-] Port MAC VLAN ID Action

Gi18 ACE0:10:1E:34:41 1 Delete

Gi19 68:F7:28:CC:10:61 1 Delete

Gi20 30:0D:9E:E7:E915 1 Delete
Total3 | 10/page Gotopage 1

The message "Are you sure you want to delete the entry?” is displayed. In the displayed confirmation box, click OK in

the displayed dialog box.
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@ Are you sure you want to delete the entry?

Cancel “

The message indicating successful deletion is displayed, and the MAC list is updated.

test123 1 Auto > NBS5200 @
@ Delete operation succeeded.

MAC List Static MAC Dynamic MAC MAC Filter Aging Time ARP List

Static MAC

€ Description: The switch forwards packets based on the MAC address table. Bind a static MAC address with a port, and the packet destined for this address will e forwarded ta the port. You can configure MAC address binding for a port enabled with
802.1x authentication

MAC List + Add Delete Selected

Upto 256 entries can be added

Port MAC VLAN ID Action
Gilg ACEO:10:1E:34:41 1 Delete
Total 1 | 10/page Gotopage| 1

Click Delete in the Action column. The message "Are you sure you want to delete the entry?” is displayed. In the

displayed confirmation box, click OK in the displayed dialog box.

@ Are you sure you want to delete the entry?

Cancel “

The message "Delete operation succeeded." is displayed.

test123 1 Auto > NBS520/ English
@ Delete operation succeeded.

MAC List Static MAC Dynamic MAC MAC Filter Aging Time ARP List

Static MAC

@ Description: The switch forwards packets based on the MAC address table. Bind  static MAC address with a port, and the packet destined for this address will be forwarded 1o the port. You can configure MAC address binding for a port enabled with
802.1x authentication.

| MAC List + Add Tl Delete Selected

Upto 256 entries can be added

Port MAC VLAN ID Action

No Data

Total 0 10/page - Gotopage 1
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c) Dynamic MAC

The Dynamic MAC page displays dynamic MAC addresses learned by the device.

MAC List Static MAC
MAC List

No.

Total 12 | 10/page

Clear

Dynamic MAC MAC Filter

MAC
4C:02:20:55:CC:F7
68:F7:28:CC:10:61
ACE0:10:1E:34:41
30:0D:9E:02:64:2C
CO:BB:EGIECIBD:TT
30:0D:9E:E7:E9:15
C0:B8:E6:9A:43:0E
C0:B8:E6:9A:43:0D
A2:88:8T:AD:12:7A

CC2FT1E2:4AAS

m|: p—

Aging Time

1

ARP List

VLAN ID

Clear by MAC

Appendix: Monitor

i Clear G Refresh

Select the clear type (Clear by MAC, Clear by Port, or Clear by VLAN), enter the search term, and click Clear to clear

MAC addresses that meet the clear conditions.

Clear by MAC

MAC List Static MAC
| MAC List
No.
1
2
3
4
5
6
7
8
o
10
Total 12 | 10/page

Clear by Port

Dynamic MAC MAC Filter

MAC
4C:02:20:55:CC:F7
68:F7:28:CC:10:61
ACE0:10:1E:34:41
30:0D:9E:02:64:2C
CO:B8:EGEG:BD:77
30:0D:9E:ET:E9:15
CO0:BB:E6:9A:43:0E
CO:B8:E6:9A:43:0D

A2:88:87:AD:127A

CC:2FT1:E2:4AA5

|- Gotopage

Aging Time

1

ARP List

VLAN ID
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Clear by MAC

Port

Gi18

Gi18

Gi18

Gi18

Gi18

Gi18

Gi18

Gi18

Gi18

Gi18
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MAC List Static MAC Dynamic MAC MAC Filter Aging Time ARP List

| MAC List Clear by Port Gi3 C Refresh
No. MAC VLAN ID Port
1 4C:02:20:55:CCF7 1 Git8
2 ACEO:10:1E24:41 1 Git8
3 30:0D:9E02:64:2C 1 Git8
4 CO:BBEGESBDTT 1 Git8
5 30:0D:9E:E7:E9:15 1 Gi18
6 COBBEGOA430E 1 Git8
7 COBBIE6:OAA3:0D 1 Gi18
E CC2FT1E2Z4AAS 1 Gi18
9 30:0D:9E:D6:D3A6 1 Gi18
10 C4T0:ABAZCI6A 1 Gits
Total 10 10/page n Gotopage 1

Clear by VLAN

MAC List Static MAC Dynamic MAC MAC Filter Aging Time ARP List

| MAC List Clear by VLAN 10 G Refresh
No. MAC VLAN ID Port
1 4C:02:20:55:CC:F7 1 Gi18
2 ACE0:10:1E:34:41 1 Gil8
3 30:0D:9E:02:64:2C 1 Gil8
4 CO:B8:E6:E6:8D:77 S Gil8
5 30:0D:9E:EV:ER1S 1 Gilg
6 C0:B8:E6:9A43:0E 1 Gil8
T C0:B8:E6:9A:43:0D 1 Gil8
8 CC2F:71:E24AAS 1 Gil8
9 30:0D:9E:DE:D3:AE 1 Gilg
10 C4:70:AB:A2:C3:6A 1 Gil8
Total 10 10/page n Gotopage 1

Refresh
Click Refresh to display the latest dynamic MAC addresses.

MAC List Static MAC Dynamic MAC MAC Filter Aging Time ARP List

| mac List Clear by MAC & Clear
No. MAC VLAN ID Port
1 4C:02:20:55:CC:F7 1 Gi18
2 68:F7:28:CC:10:61 1 Gi18
3 ACE0:10:1E:34:41 1 Gi18
4 30:0D:9E:02:64:2C 1 Gi18
5 CO:B8:EG:EGBD:TT % Gi18
6 30:0D:9E:E7:E9:15 1 Gi18
7 CO:B8:E6:9A:43:0E 1 Gi18
8 CO:B8:E6:9AI43:0D 1 Gil8
9 CC2F71:E2:4A:AS % Gi18
10 30:0D:9E:D6:D3:A6 1 Gi18
Total 11 | 10/page n z2) E Gotopage 1

d) MAC Filter
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The MAC Filter page displays the MAC-port binding relationship to filter packets that meet the filter condition.

The switch forwards packets based on the MAC address table. If the packet containing the specified MAC address
reaching to the VLAN, the packets will be discarded. You can configure MAC address filter to guard against an ARP

attack.

Adding a MAC address to be filtered
Click Add. In the displayed dialog box, enter the MAC address and VLAN, and click OK.

*MAC 68:F7:28:CC:10:61

*VLAN ID 1

The message "Add operation succeeded." is displayed and the MAC list is updated.

test123 1 Auto > NBS5200 @ English v QRuijie Cloud ownload App £ Wizard [3Log Out
© Add operation succeeded,

MAC List Static MAC Dynamic MAC MAC Filter Aging Time ARP List

MAC Filter
o Description: The switch forwards packets based on the MAC address table. If a packet containing the specified MAC address reaches the VLAN, the packet will be discarded. You can configure the MAC filter to guard against an ARP attack.

| MAC List + Add [ Delete Selected

Upto 256 entries can be added.

MAC VLAN ID Action
68:F7:28:CC:10:61 1 Delete
Total1 | 10/page - Gotopage 1

Batch deleting MAC addresses/Deleting a single MAC address
Select the target MAC address, and click Delete Selected. In the displayed confirmation box, click OK.
MAC List Static MAC Dynamic MAC MAC Filter Aging Time ARP List

MAC Filter
o Description: The switch forwards packets based on the MAC address table. If a packet containing the specified MAC address reaches the VLAN, the packet will be discarded. You can configure the MAC filter to guard against an ARP attack.

Upto 256 entries can be added.

a MAC VLAN ID Action

68:F7:28:CC:10:61 1 Delete

C0:B8:E6:E6:8D:77 1 Delete

30:0D:9E:ET:E9:15 1 Delete
Total3 | 10/page n Gotopage 1

The message "Are you sure you want to delete the entry?” is displayed. In the displayed confirmation box, click OK in
the displayed dialog box.
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@ Are you sure you want to delete the entry?

Saneel “

The message "Delete operation succeeded.” is displayed and the MAC list is updated.

testl uto > NBS5200 © English v @ Ruijie Cloud
© Delete operation succeeded.

MAC List Static MAC Dynamic MAC MAC Filter Aging Time ARP List

MAC Filter
Description: The switch forwards packets based on the MAC address table. If a packet containing the specified MAC address reaches the VLAN, the packet will be discarded. You can configure the MAC filter to guard against an ARP attack.

Upto 256 entries can be added.

MAC VLAN ID Action
68:F7:28:CC:10:61 1 Delete
Total1 | 10/page [ 1 ] cotopam] 1

Click Delete in the Action column.

MAC List Static MAC Dynamic MAC MAC Filter Aging Time ARP List

MAC Filter
Description: The switch forwards packets based on the MAC address table. If a packet containing the specified MAC address reaches the VLAN, the packet will be discarded. You can configure the MAC filter to guard against an ARP attack.

| MAC List + Add [il Delete Selected

Upto 256 entries can be added.

MAC VLAN ID Action
6BF7:28:CC:1061 1
Total1 | 10/page B Gotopage 1

The message "Are you sure you want to delete the entry?” is displayed. In the displayed confirmation box, click OK in

the displayed dialog box.

@ e you sure you want to delete the entry?

Cancel “
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The message "Delete operation succeeded." is displayed.

test123 1 Auto > NBS5200 @ English v O Ruijie Cloud ##Download App & Wizard [3Log Ou
@ Delete operation succeeded.

MAC List Static MAC Dynamic MAC MAC Filter Aging Time ARP List

MAC Filter
o Description: The switch forwards packets based on the MAC address table. If a packet containing the specified MAC address reaches the VLAN, the packet will be discarded. You can configure the MAC filter to guard against an ARP attack

| MAC List + Add [ Delete Selected
Upto 256 entries can be added.
MAC VLAN ID Action

No Data

Total 0 | 10/page n Gotopage 1

e) Aging Time

The Aging Time page allows you to configure the aging time of MAC address learned by the device.

Ruy’ﬁ_’ ERcycc test123 1 Auto > NBS5200 @ English v QRuijie Cloud §§Download App & Wizard [3Log Out
Home
MACUst  StaticMAC ~ Dynamic MAC ~ MACFilter  AgingTime  ARP List
VLAN
Aging Time
& Monitor
* Aging Time (Seck | 300

Port Flow

Endpaints Save
EPorts

The aging time of the device ranges from 10 to 630 seconds. The value 0 indicates that the MAC addresses do not age.

Enter a valid aging time, and click Save. The message "Operation succeeded." is displayed, indicating that the aging

time of MAC addresses learned by the device is successfully configured

test123 1 Auto > NBS5200 @ English v QRuijie Cloud ownload App & Wizard [3Log Out
© Operation succeeded.
MAC List Static MAC Dynamic MAC MAC Filter Aging Time ARP List
Aging Time
* Aging Time (Sec): | 360 Range: 10-630. 0 indicates never aging.
f) ARP List

The Address Resolution Protocol (ARP) is used to bind MAC addresses to IP addresses. If you enter an IP address, you
can obtain the MAC address bound to this IP address through ARP. Once MAC address is known, the relationship
between the IP address and the MAC address is saved in the ARP cache of the device. With MAC addresses, the
IP-based device can encapsulate frames at the link layer and then send the data frames to LANs. By default, IP and

ARP packets on Ethernets are encapsulated in the Ethernet Il type.
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ﬂuyTe #Rcycc ‘ test123 1 Auto > NBS5200 @ English v QRuijie Cloud §§Download App & Wizard [3Log Out
& Home
MACList  StaticMAC ~ DynamicMAC ~ MACFilter ~ AgingTime  ARP List
LEVLAN
o ARP List
@ Monitor Description: The device leamns IP-MAC mapping of all devices connected to its interfaces.
Port Flow | ARP List e o Refresh
Endpoints
No. P MAC
& Ports
1 192.168.110.220 cc2fT1:e24a25
OL2 Multicast 2 192.168.110.1 30:0d:9e:e7:€9:15
L3 Interfaces
@ Tow2 | to/page B oo 1
© Security

7.4 Reyee Access Point Monitor

The overview page displays Memory Usage, Wireless Information, Device Information, and More will be displayed

in the Overview Page.
7.41 Memory Usage
Click Wireless->APs->Manage to manage the device after loging in the Eweb interface of Reyee AP.

&2 Overview

© Aruist

| AP List Group: All Groups | Expand

@ Online Clients

(#Router
- " Clients
= Wireless Action Hostname P MAC Status Model

APs y

© Manage | Reboot RAP2260 192.168.110.4 VO LB g Online RAP2260(E) 0
B Hostname: RAP2260 SN: = R P 192.168.1104
o ikl (O Reboot

® RAP2260(E) MAC SRR

Overview  Basics Wireless Advanced Diagnostics System

Overview

Memory Usage Online Clients Status: Online

o Duration: 5 days 16 hours 33 minutes 25 seconds
53 A’ 0 Systime: 2022-03-25 09:43:33

The normal Memory Usage is between 40%-70%. The reason why it so high when there isn’t clients is that memory

usage is pre-allocated.
7.4.2 Device Status

The Device Status shows whether the device is online and how long it has been online. The “online” here is the SON

feature of the Reyee device and has nothing to do with Ruijie Cloud.
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E] Hostname: RAP2260 SN: & iEsehon
® RAP2260(E) MAC: WM 5
Overview Basics ¥  Wireless ¥  Advanced ¥  Diagnostics System *
Overview
Memory Usage Online Clients
53% 0

7.4.3 AP Working Mode

Appendix:

IP: 192.168.110.4
( Reboot

Status: Online

Duration: 5 days 16 hours 42 minutes 43 seconds
Systime: 2022-03-25 09:52:50

You can click Work Mode to switch the working mode of the device:

Device Details

Model: RAP2260(E)
SN: - o - R
Work Mode: AP § gumm—
Hardware Ver: 1.00

Description:

1. The device IP address may change upon

mode change.

2. Change the endpoint IP address and
ping the device.

3. Enter the new IP address into the
address bar of the browser to access
EWEB.

4. The system menu varies with different

work modes.

5. The device will be restored and
rebooted upon mode change.

Work Mode AP ®@

Self-Organizing () ®@

Network

There are three types of working modes:

Hostname: RAP2260 &
MAC: T el fesf
Role: Slave AP @ (Master AC: 192.168.110.1)
Software Ver: ReyeeOS 1.75.2429

Monitor

Router mode: NAT forwarding. The AP in the Router mode contains networking, network setup and some radio

features.
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AP mode: Bridge forwarding.
Self-Organizing: If it is enabled, the device role will be displayed. If it is disabled, the device works in standalone

mode.

7.4.4 View SON Status

Hostname: RAP2260 &
MAC: EC:B9:70:23:A4:97

Role: Slave AP @| (Master AC: 192.168.110.1)
Software Ver: ReyeeOS 1.75.2429

@Role
Master AP/AC: The device can manage downlink devices.
Slave AP/Device: The device has been managed by an AC.

Unknown: The device failed to join a Self-Organizing Network and works as a generic AP.

Standalone: The device has not joined a Self-Organizing Network.

A Note

If the role is incorrect, please press F5 to refresh the page.

What is the priority of SON networking?
a) EG (AC mode) >EG (router mode) >AP (router mode) >AP (AP mode) >SW.
b) Device CPU / Memory / others (AP radio number). Priority: The larger the parameter, the higher the priority.

c) Same model: Priority: The larger the parameter of MAC address, the higher the priority.

A Note

Ruijie EG3230/3250 and Reyee ES switches cannot act as Masters.

7.4.5 Online Clients

EJ Hostname: RAP2260 SN: i L IP: 192.168.1104 ,
PR T O Reboot
© RAP2260(E) MAC .
Overview  Basics Wireless Advanced Diagnostics System
Overview
Memory Usage Online Clients Status: Online
o Duration: 5 days 17 hours 5 minutes 48 seconds.
53% 0 Systime: 2022-03-25 10:15:55
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7.4.6 Device Info

Log in to the Eweb interface of the device and click Overview to check the device information.

&% Overview
Device Info Setup>

(@& Online Clients Hostname: RAP2260

SN "= - =
[ Router @ IP: 192.168.110.4

® RAP2260(E) MAC: Sl =gy

= Wireless Software Ver: ReyeeOS 1.75.2429
[Z\ Quiitrhac

7.4.7 Wireless Info

Monitor

Log in to the Eweb interface of the device and click Wireless —> Aps —> Manage to check the wireless information.

Overview  Basics Wireless Advanced Diagnostics System *
| wevns wswans
Model: RAP2260(E) Hostname: RAP2260 &
SN: G1QH6WX000534 MAC: EC:B9:70:23:A4:97

Work Mode: Ap & Role: Slave AP @ (Master AC: 192.168.110.1)
Hardware Ver: 1.00 Software Ver: ReyeeOS 1.75.2429
~=> Primary Wi-Fi: RAP2 ~— Guest Wi-Fi: Guest_APP-1

g Security: Yes * Security: Yes

7.4.8 Interface Details

Log in to the Eweb interface of the device and click Wireless—>Aps—>Manage to check the interface details.

” Interface Details

(il Rate:1000M
|“ onnecte Disconnected PoE: Enabled (PD)

WAN LAN
192.168.110.4

7.5 Reyee Mesh Wi-Fi Router Monitor

7.5.1 Overview

The overview page displays the local connection situation and information of Device Details, Wi-Fi and Interface

Details. The information of download speed, upload speed, local device and connected clients is displayed on the top

of this page. The Device Details includes the model, Host name, SN, MAC, etc. The Interface Details displays the

connection of WAN and LAN.
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Ruijie | iRcyce 0] e @ English «

Home Endpoints Internet -Fi More

@ + 85.37Kbps.
4 1.36Mbps -
wired
Internet EW1200G-PRO Gileoks
Device Details
Model: EW1200G-PRO Hostname: | SN: - )
MAC: | = - Duration: 21 days 17 hours 58 minutes 28 seconds Systime: 2022-03-17 16:51:01
Hardware Ver: Software Ver: o ™
Wi-Fi
=~ Primary Wi-Fi: testssid =~ GuestWiFi
g Security: No £ security: No

Interface Details

| Connectes | | isconnectec

R
WaAN LAN3 LanN2 LANT
172.26.5.104 192.168.110.1

7.5.2 Endpoints

This page displays all connected endpoints in this network, including wired users and wireless users. The Clients

module allows you to bind the static IP, manage blocked time and block WLAN clients.

Ruijie | AReyee 0] D engish~ g8 & @
Home Endpoints Internet
Endpoints ®
M 555 ion i s anc Hiockac i T et gaing offline will not disappear immediately. instead, the client will stay in the list for thres more minutes.
| Endpoints N serm: © Refresh Blocked Time Management Blocked WLAN Clients Management
Username/Type IP/MAC Blocked Time Action %
09:30-11:30
. 102.168.110.147 P edtaedy)
LD & Block
5G] Deta 7 Unbinded You have set 1 blocked time.
~+ Add Blocked Time
USER-20191214JF 192.168.11047 ¢ Not Set (N time is blocked.)
& Wired = o Unbinded ~+ Add Blocked Time 4

n 10/page Total 2

Click Blocked Time Management to customize the time to block users

Blocked Time Management B

Blocked Time List + Add 1l Delete Selected

Set a time to prevent clients accessing the Internet. Up to 32 entries can be added.

Blocked Time Blocked MAC Remark Action

00:00-23:59
test Edit Delete

I
;
'
o

Monday Tuesday Wednesday Thursday Friday

09:30-11:30 app, ST
Wednesday - F .

- 10/page Total 2

Edit Delete
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Add Rule X
Blocked Time Custom
* Date

*Time 5 18:54 - 19:54

Remark USER-20191214JF

Click Blocked WLAN Clients Management and add the Mac address to prevent WLAN users from connecting the
SSID.
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Blocked WLAN Clients Management

Blocked WLAN Clients

Up to 30 members can be added.

MAC

" 10/page

Remark

No Data

+ Add Tl Delete Selected

Action

Total 0

Blocked WLAN Clients Management

Blocked WLAN Clients

Up to 30 members can be added.

MAC

" 10/page

7.5.3 Internet

Remark

No Data

+ Add Tl Delete Selected

Action

Total 0

This page displays the ways which device access the internet, including PPPoE, DHCP and Static IP.
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Ruijie | iReyee 0] ® 2 o= engish- 1 & @
Home Endpoints Internet i

Internet: O Online ( DHCP)

PPPaE DHCP Static IP

Dynamically Assigned IP Address
I
172.26.5.104

Subnet Mask
255.255.252.0

Gateway
1722641

DNS Server
192.168.58.110 192.168.58.94

DHCP: The router detects whether the IP address can be abtained via DHCP by default. If the router connects to the

Internet successfully, you can click Next without entering an account.
PPPoE: Click PPPoE, and enter the username, password, and service name. Click Next.

Static IP: Enter the IP address, subnet mask, gateway, and DNS server, and click Next.

7.6 Reyee Wireless Bridge Monitor

7.6.1 Overview

VCR and Camera

There are a pair of devices of EST bridges which can be paired automatically with each other after power-on. You can

also manually pair the devices by setting up a WDS network.
In a paired WDS group, bridges can work in access point (AP) or Customer Premises Equipment (CPE) mode

VCR end (AP): A bridge sending bridging signals is generally connected to the VCR end in the surveillance room. A

WDS group can contain at most one AP can be contained at most in a WDS Group.

Camera end (CPE): A bridge that enables customers to access ISP’s communication services is generally connected

to the camera end. A WDS group can contain multiple CPEs.
a) Switching VCR and Camera Mode

If a VCR fails, you replace it and switch the new device to NVR (AP). If multiple cameras (CPE) are required, a device
newly joining the WDS group needs switch it to the Camera (CPE).

(1) You can check the current mode in the upper right corner of the Web page and click Pair Again to switch the mode.

VCR (AF) & Pair Again EERSTESTeTS

n° China (CN) @
MT +8:00)Asia/Shanghal @

nterference Alarm 1 Suggested Actions

(2) In the displayed dialog box, it shows the current pairing information, including Country/Region, Pairing Status, Work
Mode and WDS SSID, click Start to enter the next step.
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©® You can reset the device to restore default pairing
status.

Country/Region: China (CN)
Pairing Status: Default

Work Mode: VCR (AP)

WDS SSID: @Ruijie-wds-642c
Custom:

1. Support one-to-many (one AP to many CPEs).
2. Replace the paired device.

Start

(3) Select your Country/Region and click Next.

Country/Region X

The country/region you select here must be the same as
the country/region of the WDS network

Country/Region: China (CN) ]

(4) Change the work mode to VCR(AP) or Camera(CPE).

Mode Switchover

Work Mode: VCR (AP)

b4
Previous VER {AP)
F. —]

Camera (CPE)

Appendix: Monitor

After you changed the work mode, the device will reboot, then you can see its mode has been changed after device

reboot. Therefore, exercise caution when performing this operation.
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© Alarm
Configuration is uninitialized.
2 Not Set: 1. @
n: China (CN) @

Network error

erference Alarm 1 Suggested Actions

Alarm

When bridges fail or lack some necessary security configuration, the system prompts key alarms about the bridges on

the homepage, so that users can handle the exceptions promptly.

3 overview 3
© Alarm

& LAN Configuration is uninitialized,
et 1. @
China (CN) @

"o Wireless
Network error

/s Diagnostics Radar Signal Interference Alarm 1 Suggested Actions

a) Device Name Is Not Modified

Modifying device names can help you better distinguish each bridge. It is recommended to modify the default device

name under the normal situation.

b) Default Admin Password Is Still Used

For the device and network security, you are advised to configure the admin password for the network to prevent the

login of unauthorized users. Click here to configure the admin password for the network.
© Alarm

Configuration is uninitialized.

1try/Region: China (CN) @
me Zone: (GMT+8:00)Asia/Shanghai @
Network error

Suggested Actions

arm 1 Suggested Actions

ﬁ Note

The admin password is used to log in to the web page of any device in the network. Therefore, please keep

your admin password in mind. If you forget the admin password, you also can restore factory settings.

If there is an unbridged device in the network, the function of configuring the admin password will be disabled.

c) Default WDS Password Is Still Used by All Devices
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The default WDS passwords of devices of the same model is the same. Changing the WDS password can prevent
others from illegally accessing the network by using a device of the same model. Click Click here to configure WDS

Password, enter the new password, and click Save to change the WDS password for the entire network.

O Alarm

2lick here to configure WDS Password

Note:

A\ Note

When configuring the WDS password for the entire network, ensure that all devices are online. Otherwise,
WDS passwords of the devices will be inconsistent.

Configuring the WDS password for the entire network will reconnect all devices in the network. Therefore,
exercise caution when performing this operation.

If there is an unbridged device in the network, the function of configuring the WDS password for the entire

network will be disabled.

d) Network Cable Is Disconnected or Incorrectly Connected

Hover the cursor over the orange number of the prompt to display the alarm details. Click the suggested action to check

the solution.

sted Actions Q Please check cable connection and then re-plug or replace the cable

e) Latency Is High or Bandwidth Is Insufficient

First, check whether the device latency is too high. If yes, the interference in the environment may be severe. Then, you

are advised to change the channel with a smaller interference. If not, increase the channel width.

To check whether the latency is too high, perform as follows: Hover the cursor over the orange number of the prompt to
display all WDS groups, and click a group to display the details. On the Overview page, check whether Latency is

Freeze. If so, the latency is too high. Otherwise, the latency is normal.

In CPE mode, the local channel and channel width are consistent with the peer channel and channel width. You are only

allowed to configure the transmit power and distance.

7.6.2 WDS Group Info

Choose Overview >WDS Group Info. Displayed WDS group information includes the number of APs and CPEs in the
group, current working channel, SSID, latency, interference, wireless bandwidth and quality, RSSI and quality, data rate,

real-time traffic, and uptime. Hover the cursor over to view the detailed information of every item.
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ﬁ Note:

AP is at the NVR end, while CPE is at the camera end.

| WDS Group Info WDS Groups - 1 %Password @ | 3 IPAllocaton @ | 3 SSID @
Yo=m
AP 1 _(TestVCR) Channel :40 Latency @: Fluent(1) Jitter(0) Freeze(0) Bandwidth @ Good(1) Medium(0) Poor(0) v
CPE: 1 (Online: 1, Offline: 0) WDS SSID-@Ruiie-wds-642c Interference @: Good(1) Medium(0) Poor(0) RSS! @: Good(1) Mediumi0) Poor(0)
Strong Signal: me=  Medium Signal: s Poor Signal: mes
VCR (AP) Camera (CPE)
, — 400Mbps — 9.76Kops  RSSI-48dD ~
5 tency te Flow 16
y TestVCR & & Laterey ‘GE Bl < 400Mbps < 7.32Kbps  Uptime 43Mind0Sec TestCPE & 168
S MAC c "' MAC: 30:0d:9e:d6:d3:a6
P- 192.168.110.206 | oniine IP- 192168110177 oniine

1.1 Password

The login password configured here applied to all EST devices in the network.

Password

* Password

* Confirm Password ‘

Save

ﬂ Note

When configuring the WDS password for the entire network, ensure that all devices in the network are online.

Otherwise, the WDS passwords of the devices will be inconsistent. Configuring the WDS password for the

entire network will reconnect all devices in the network. Therefore, exercise caution when performing this

operation. If there is an unbridged device in the network, the WDS password cannot be configured.

1.2 IP Allocation

When a large number of devices in the network require static IP addresses, you can use IP Allocation to automatically

allocate a static IP address for each device. Click IP Allocation, set Internet to Static IP Address, set Start IP

Address, Subnet Mask, Gateway, and DNS Server, and click OK.
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IP Allocation

O Assign static IP addresses to conflicting devices.

IP Assignment Static IP Address

* Start I[P Address 192.168.110.2 @

* Subnet Mask 2552552550

* Gateway 192 166.1101

* DNS Server 114.114.114.114

IP Count 253

A Note

The Start IP Address cannot be in the same network segment as the current IP address. Otherwise, the
configuration will fail. After the configuration, the device IP address will change, and the device web page
cannot be accessed. You need to enter the new IP address in the browser address bar and ensure that the |IP
addresses of the management computer and the device are in the same network segment. If they are not in the

same network segment, reconfigure the IP address of the management computer.

When a large number of devices in the network require dynamic IP addresses, you can configure dynamic IP
addresses (DHCP) for the entire network so that each device can dynamically obtain an IP address. Set
Internet to DHCP, and click OK.
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IP Allocation

© Assign DHCP-assigned |IP addresses to all devices.

IP Assignment DHCP

DHCP does not require an account

1.3 SSID

It indicates configure an SSID for all EST devices in the network. The SSID is disabled by default and users cannot

manage devices by accessing WiFi.

SSID Settings %

Enable Wiri @D

*SSID: | @Ruijie-642C

Security: ‘ Open ‘

Hide S51D: (The S5ID must be manually entered exactly )
Save

The default device management service set identifier (SSID) is @Ruijie-bXXXX. (XXXX is the last four digits of the MAC
address of each device, and the default management SSID varies with devices.) Click SSID on the page to set the
same management SSID and password for all bridges in the LAN.

Enable WiFi: Choose whether to enable the management Wi-Fi for all devices in the network.

SSID: The SSID is the name of the management Wi-Fi network.
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Security: The following encryption types are available: Open, WPA-PSK, WPA2-PSK, and WPA_WPA2-PSK. You are
advised to choose WPA_WPA2-PSK and set the password to strengthen the security.

Hide SSID: When this function is enabled, mobile phones or computers cannot find the Wi-Fi name, and users need to
manually enter the correct name and password. This can prevent Wi-Fi from being accessed by unauthorized users and

can strengthen the security.
AP: it indicates the number of EST with VCR mode in this group, there can only be one EST as AP in group.

CPE: it indicates the number of ESTs with CPE mode in this group. EST310 supports one to five bridging. EST350
supports to one to three bridging.

Channel: it displays the channel for WDS SSID which only supports 5G channel.

Latency: it displays the stability of bridges in this group, including Fluent, Jitter and Freeze. You can click the icon to

see the exact latency number of all CPEs.

Hostname MAC Latency

TestCPE 30:0d:9e:d6:d3:at 9ms

Latency @: Fluent(1) Jitter(0) Freeze(0)

Bandwidth: it displays the transmission rate of all bridges in this group, including Good, Medium and Poor. You can
click the icon to see the exact bandwidth number of all CPEs.

b]
Hostname MAC Bandwidth
TestCPE 30:0d:9e:06-d3:a6 378Mbps
'0) Freeze(0) Bandwidth @ Good(1) Medium(0) Poor(0)

WDS SSID: it displays the name of WDS SSID.

Interference: it indicates the interference status of all bridges in this group, including Good, Medium and Poor. You can
click the icon to see the exact air interface utilization of all CPEs.

Air Interface
Hostname MAC
Utilization
TestCPE 30:0d:9e:d6:d3:a6 1%

Interference @: Good(1) Medium(0) Poor(0)

RSSI: it displays the connected signal of all bridges in this group, including Good, Medium and Poor. You can click the
button to see the exact RSSI of all CPEs.
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Hostname MAC RSSI

TestCPE 30:0d:9e:d6.d3:a6 -20bd
g oor(0)

Medium(0) Poor{0) RSSI @ Good(1) Medium(0) Poor(0)
1.4 Displaying the Information about a Single Device
Choose Overview> WDS Group Info> NVR (AP)/Camera (CPE)

Click the icon of a device to display the basic information about the device in the right panel of the page, including the
hostname, uptime, online status, model, SN, MAC address, software and hardware versions, IP address, subnet

mask, LAN port status, noise floor/utilization, distance, channel, transmit power, channel width, RSSI, and band.

Device:  Group 1/AP/TestVCR (Select a device to view its details)

g Lock Status: Locked

| WDS Group Info WDS Groups - 1

AP 1 _(TestVCR) Channel :40 Latency @ Fluent(1) Jitter(0) Freeze(0) Ban WDS SSID” TestVCR &
CPE: 1. (Online: 1, Offline: 0) WDS SSID @Ruij Interference @: Good(1) Medium(0) Poor(0)  RS$ Uptime - 01Hr27Min39Sec
Net Status: Connected
Strong Signal: mes  Medium Signal: mes  Poor Signal: mes {é‘:} Model EST310
SYS SN: CANO0TZ04553C
VCR (AP) Software Ver: AP_3.0(1)B2P28 Release(07220919)

Hardware Ver: 2.00

—360Mbps — 856Kbps  RSSI 51 MAC: 30:0d:9e:02:64:2c

batency: 2mes; Rele < 243Mbps < 789Kbps  Uptime @

& [

IP Address: 192.168.110.206
Subnet Mask: 255255.255.0
LANO: 100baseT/Full-Duplex

Noise Floor/Utilization: -103 dBm/ 1%
Distance: 1000M
Channel: 40
Transmit Power: 27dBm
Channel Width: —
RSSI —
Band: 58G

£ .\))
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